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Report Information

Web Application Report

Scan Name: cancermodels-qa_09212012

Scanned Host(s)
Host Operating System |Web Server Application Server
cancermodels-qa.nci.nih.gov Unix/Linux Apache Tomcat
cancermodels-ga.nci.nih.gov:443 | Unix/Linux Apache Tomcat

Content

This report contains the following sections:

*  Executive Summary

* Detailed Security Issues
* Remediation Tasks

* Application Data

*  Application URLs

* Advisories & Fix Recommendations

9/26/2012 11:13:53 AM

2/415




Executive Summary

Test Policy
* Default

Security Risks

Following are the security risks that appeared most often in the application. To explore which issues
included these risks, please refer to the 'Detailed Security Issues' section in this report.

* It may be possible to steal sensitive data such as credit card numbers, social security numbers etc.
that are sent unencrypted

* ltis possible to gather sensitive debugging information

* It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

* It may be possible to bypass the web application's authentication mechanism

* ltis possible to persuade a naive user to supply sensitive information such as username, password,
credit card number, social security number etc.

Vulnerable URLs

19% of the URLs had test results that included security issues.

I Vulnerable URLs (19%)
[ 1 Not winerable URLs (81%)

Scanned URLs

416 URLs were scanned by AppScan.

Security Issue Possible Causes

Following are the most common causes for the security issues found in the application. The causes below
are those that repeated in the maximal number of issues. To explore which issues included these causes,
please refer to the 'Detailed Security Issues' section in this report.
* Sensitive input fields such as usernames, password and credit card numbers are passed
unencrypted

*  Query parameters were passed over SSL, and may contain sensitive information

* Insecure web application programming or configuration
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URLSs with the Most Security Issues (number issues)

https://cancermodels-

No validation was done in order to make sure that user input matches the data type expected

Proper bounds checking were not performed on incoming parameter values

ga.nci.nih.gov/camod/login.do;jsessionid=EF85CD5SEGECCD1FE7803E058461B2E9A (12)

https://cancermodels-ga.nci.nih.gov/camod/LoginAction.do (3)
https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=3A3A111005CF52CF7B91ABBBFA320DCE (3)

https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=4B1122012B8878784C3EEC309194E68B (3)

https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=C14EFAA220C9BA8D51CABAGC19581F28 (3)

Security Issues per Host

Hosts High Medium Low Informational | Total
https:_//cgncermodels— 0 0 77 5 82
ga.nci.nih.gov/

Total 0 0 77 5 82
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Security Issue Distribution per Threat Class

The following is a list of the security issues, distributed by Threat Class.

Brute Force -

Insufficient Authentication =

Credential/Session Prediction=

Insufficient Authorization =

Insufficient Session Expiration =

Session Fixation -

Content Spoofing -

Cross-site Scripting=

Buffer Overflow -

Format String -

LDAP Injection =

OS Commanding -

SQL Injection =

SSl Injection =i

XPath Injection =

Directory Indexing -

Information Leakage -H

Path Traversal =

Predictable Resource Location=

Abuse of Functionality -|

Denial of Senice -

Application Privacy Tests ——
Application Quality Tests -

URL Redirector Abuse -

Remote File Inclusion-|

Cross-site Request Forgery-

HTTP Response Splitting -

Null Byte Injection -}

SOAP Array Abuse

XML Attribute Blowup

XML External Entities

XL Entity Expansion

Insecure Indexing

rr1r1r 11 rrrrrrrrri
0 5 101520 25 30 35 40 45 50 55 60 65 70 75 80
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Security Issue Cause Distribution

100% Application-related Security Issues (82 out of a total of 82 issues).

Application-related Security Issues can usually be fixed by application developers, as they result from
defects in the application code.

0% Infrastructure and Platform Security Issues (0 out of a total 82 issues).

Infrastructure and Platform Security Issues can usually be fixed by system and network administrators as
these security issues result from misconfiguration of, or defects in 3rd party products.
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Detailed Security Issues

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/
Total of 1 security issues in this URL

[1 of 1] SSL Certificate Domain Name Mismatch

Severity: Informational

Test Type: Application

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/

CVE ID(s): N/A

CWE ID(s): 297

Remediation Tasks: Update your SSL certificate, and make sure that all attributes are valid

Variant 1 of 1 [ID=332]

The following may require user attention:

GET /camod/login.do;jsessionid=D2342FDD741F8504E2A2E51BE6CCE7EB HTTP/1.1
Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=69CB1E0152BE4BD12C6C06D40228D9DA

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/login.do

HTTP/1.0 200 OK

Set-Cookie: JSESSIONID=414475C4F28AA0579521B4F0B56042CA; path=/camod;
secure

Content-Length: 25840

Date: Fri, 21 Sep 2012 20:45:06 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>
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</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
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of the footer.jsp -->
<TBODY>
<TR><TD colSpan=2 height=50>

<l-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
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onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>

<TD class=subMenuSecondaryTitle

onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>

<TR>

<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor

0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://emice.nci.nih.gov" target="_blank">EMICE WEBSITE</A></TD></TR>
<TR>
<TD class...

Validation In Response:
N/A

Reasoning:
AppScan found that the site domain name and the certificate common name do not match.

CWE ID:
297

Vulnerable URL: https://cancermodels-qa.nci.nih.gov/camod/LoginAction.do
Total of 3 security issues in this URL

1 of 3] Missing Secure Attribute in Encrypted Session (SSL) Cookie

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/camod/LoginAction.do (Cookie:
validUserKey)

CVE ID(s): N/A

CWE ID(s): 614

Remediation Tasks: Add the 'Secure' attribute to all sensitive cookies

Variant 1 of 1 [ID=7167]

The following may require user attention:
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POST /camod/LoginAction.do HTTP/1.1

Cookie: JSESSIONID=C14EFAA220C9BA8D51CABA6C19581F28;
ncbi_sid=396E1D4805B183E1_0122SID; switchmenu=

Content-Length: 42

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-application,
application/x-ms-xbap, application/vnd.ms-xpsdocument, application/xaml+xml, */*
Referer: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=C14EFAA220C9BA8D51CABA6C19581F28
Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Connection: Keep-Alive

Cache-Control: no-cache

username=camodcurator2&password=DataEntry9

HTTP/1.0 302 Moved Temporarily

Set-Cookie: validUserKey=123456789; path=/

Set-Cookie: JSESSIONID=E44020FC1B1470667939D3C42CE59347; path=/camod,;
secure

Content-Length: 0

Date: Fri, 21 Sep 2012 20:38:13 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Location: https://cancermodels-ga.nci.nih.gov/camod/login.do
Content-Type: text/html;charset=UTF-8

Connection: close

Validation In Response:
N/A

Reasoning:
AppScan found that an encrypted session (SSL) is using a cookie without the "secure" attribute.

CWE ID:
614
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[2 of 3] Application Error

Severity: Informational

Test Type: Application

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/camod/LoginAction.do (Parameter:
username)

CVE ID(s): N/A

CWE ID(s): 550

Remediation Tasks: Verify that parameter values are in their expected ranges and types. Do not

output debugging error messages and exceptions

Variant 1 of 3 [ID=2842]

The following changes were applied to the original request:
* Removed parameter 'username'
» Added parameter 'username.' with the following value ‘camodcurator2’

Request/Response:

POST /camod/LoginAction.do HTTP/1.1

Cookie: switchmenu=

Content-Length: 43

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, app11cat1on/x ms-xbap, application/vnd.ms-xpsdocument,
app11cat1on/xam1+xm1 VA

Referer: https: //cancermode1s—
ga.nci.nih.gov/camod/login.do;jsessionid=Cl4EFAA220C9BA8D51CA6A6CI9581F28
Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: cancermodels-ga.nci.nih.gov

Connection: Keep-Alive

Cache-Control: no-cache

password=DataEntry9&username.=camodcurator?2
HTTP/1.0 500 Internal Server Error
Content-Length: 3532

Date: Tue, 25 Sep 2012 21:36:29 GMT
Content-Type: text/html;charset=utf-8
Connection: close

<html><head><title>JBoss Web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76;font-size:14px;} BODY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;}HR {color : #525D76;}--></style> </head><body><h1>HTTP Status 500 - </hl1><HR
size="1" noshade="noshade' ><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request. </u></p><?><b>except1on</b>
<pre>javax.servlet.ServietException: BeanUtils.populate
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:497)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:798)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:205)
gov.nih.nci.camod.util.CustomRequestProcessor.process
(CustomRequestProcessor.java:54)
org.apache.struts.action.ActionServlet.process(ActionServlet.java:1164)
org.apache.struts.action.ActionServlet.doPost(ActionServiet.java:415)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
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(CharacterencodingFilter.java:96)
org.springframework.web.filter.oncePerrRequestFilter.doFilter
(oncePerrequestFilter.java:76)
gov.nih.nci.common.persistence.hibernate.HibernateFilter.doFilter
(HibernateFilter.java:44)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pr¢?§/g><p><b>root cause</b> <pre>java.lang.IllegalArgumentException: No bean
specifie
org.apache.commons.beanutils.PropertyUtilsBean.getPropertyDescriptor
(PropertyUtilsBean.java:751)
org.apache.commons.beanutils.BeanUtilsBean.setProperty(BeanUtilsBean.java:937)
org.apache.commons.beanutils.BeanUtilsBean.populate(BeanUtilsBean.java:811)
org.apache.commons.beanutils.BeanUtils.populate(BeanUtils.java:298)
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:495)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:798)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:205)
gov.nih.nci.camod.util.CustomRequestProcessor.process
(CustomRequestProcessor.java:54)
org.apache.struts.action.ActionServlet.process(ActionServlet.java:1164)
org.apache.struts.action.ActionServlet.doPost(ActionServiet.java:415)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
org.springframework.web.filter.CharactereEncodingFilter.doFilterInternal
(CharacterencodingFilter.java:96)
org.springframework.web.filter.oncePerrRequestFilter.doFilter
(oncePerrequestFilter.java:76)
gov.nih.nci.common.persistence.hibernate.HibernateFilter.doFilter
(HibernateFilter.java:44)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available in
the JBoss web/2.1.3.GA Togs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html>

Validation In Response:
e HTTP/1.0 500 Internal Server Error

Reasoning:

The application has responded with an error message, indicating an undefined state that may
expose sensitive information.

CWE ID:
550

[3 of 3] Application Error

Severity: Informational

Test Type: Application

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/camod/LoginAction.do (Parameter:
password)

CVE ID(s): N/A

CWE ID(s): 550

Remediation Tasks: Verify that parameter values are in their expected ranges and types. Do not

output debugging error messages and exceptions

Variant 1 of 3 [ID=2944]
The following changes were applied to the original request:
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* Removed parameter 'password'
» Added parameter 'password.' with the following value 'DataEntry9'

Request/Response:

POST /camod/LoginAction.do HTTP/1.1

Cookie: switchmenu=

Content-Length: 43

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, application/x-ms-xbap, application/vnd.ms-xpsdocument,
application/xaml+xml, */*

Referer: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=C1l4EFAA220C9BA8D51CA6A6CI9581F28
Accept-Language: en-us

content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: cancermodels-ga.nci.nih.gov

Connection: Keep-Alive

Cache-cControl: no-cache

username=camodcurator2&password.=DataEntry9
HTTP/1.0 500 Internal Server Error
Content-Length: 3532

Date: Tue, 25 Sep 2012 21:36:42 GMT
content-Type: text/html;charset=utf-8
Connection: close

<html><head><title>JBoss web/2.1.3.GA - Error report</title><style><!--H1 {font-
family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:22px;}
H2 {font-family:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-
size:16px;} H3 {font-family:Tahoma,Arial,sans-serif;color:white;background-
color:#525D76;font-size:14px;} BoODY {font-family:Tahoma,Arial,sans-
serif;color:black;background-color:white;} B {font-family:Tahoma,Arial,sans-
serif;color:white;background-color:#525D76;} P {font-family:Tahoma,Arial,sans-
serif;background:white;color:black;font-size:12px;}A {color : black;}A.name {color :
black;3}HR {color : #525D76;}--></style> </head><body><hl1>HTTP Status 500 - </h1l><HR
size="1" noshade="noshade"><p><b>type</b> Exception report</p><p><b>message</b>
<u></u></p><p><b>description</b> <u>The server encountered an internal error () that
prevented it from fulfilling this request.</u></p><q><b>exception</b>
<pre>javax.servlet.ServietException: BeanUtils.populate
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:497)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:798)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:205)
gov.nih.nci.camod.util.CustomRequestProcessor.process
(CustomRequestProcessor.java:54)
org.apache.struts.action.ActionServlet.process(ActionServlet.java:1164)
org.apache.struts.action.ActionServlet.doPost(ActionServiet.java:415)
javax.servlet.http.HttpServlet.service(HttpServlet.java:637)
javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
org.springframework.web.filter.CharactereEncodingFilter.doFilterInternal
(CharacterencodingFilter.java:96)
org.springframework.web.filter.oOncePerRequestFilter.doFilter
(oncePerrequestFilter.java:76)
gov.nih.nci.common.persistence.hibernate.HibernateFilter.doFilter
(HibernateFilter.java:44)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96
</pr¢?§/g><p><b>root cause</b> <pre>java.lang.IllegalArgumentException: No bean
specifie
org.apache.commons.beanutils.PropertyUtilsBean.getPropertyDescriptor
(PropertyuUtilsBean.java:751)
org.apache.commons.beanutils.BeanUtilsBean.setProperty(BeanUtilsBean.java:937)
org.apache.commons.beanutils.BeanUtilsBean.populate(BeanUtilsBean.java:811)
org.apache.commons.beanutils.BeanUtils.populate(BeanUtils.java:298)
org.apache.struts.util.RequestUtils.populate(RequestUtils.java:495)
org.apache.struts.action.RequestProcessor.processPopulate
(RequestProcessor.java:798)
org.apache.struts.action.RequestProcessor.process(RequestProcessor.java:205)
gov.nih.nci.camod.util.CustomRequestProcessor.process
(CustomRequestProcessor.java:54)
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javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
org.springframework.web.filter.CharactereEncodingFilter.doFilterInternal
(CharacterencodingFilter.java:96)
org.springframework.web.filter.oncePerrRequestFilter.doFilter
(oncePerrRequestFilter.java:76)
gov.nih.nci.common.persistence.hibernate.HibernateFilter.doFilter
(HibernateFilter.java:44)
org.jboss.web.tomcat.filters.ReplyHeaderFilter.doFilter
(ReplyHeaderFilter.java:96)
</pre></p><p><b>note</b> <u>The full stack trace of the root cause is available 1in
the JBoss web/2.1.3.GA logs.</u></p><HR size="1" noshade="noshade"><h3>JBoss
web/2.1.3.GA</h3></body></html>

Validation In Response:
e HTTP/1.0 500 Internal Server Error

Reasoning:

The application has responded with an error message, indicating an undefined state that may
expose sensitive information.

CWE ID:
550

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/camod/ReturnUserModels.do
Total of 1 security issues in this URL

10of1 uery Parameter in SSL Request

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/camod/ReturnUserModels.do
(Parameter: method)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=3263]

The following may require user attention:

GET /camod/ReturnUserModels.do?method=returnUserModels HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=414475C4F28AA0579521B4F0B56042CA

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-application,
application/x-ms-xbap, application/vnd.ms-xpsdocument, application/xaml+xml, */*

Referer: https://cancermodels-qa.nci.nih.gov/camod/login.do

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov
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Connection: Keep-Alive
Cache-Control: no-cache

HTTP/1.0 302 Moved Temporarily

Set-Cookie: JSESSIONID=772DB71554BF5C81DCDCD43EDOF39127; path=/camod;
secure

Set-Cookie: JSESSIONID=55D27148A34992AE2E4886389BDF38E9; path=/camod;
secure

Content-Length: 0

Date: Fri, 21 Sep 2012 20:52:28 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Location: http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jsessionid=55D27 148 A34992AE2E4886389BD
F38E9?method=returnUserModels

Content-Type: text/html;charset=UTF-8

Connection: close

GET /camod/ReturnUserModels.do;jsessionid=76193423B3B181A4B044B2CEDC1C8FC8
?method=returnUserModels HTTP/1.1

Cookie: validUserKey=123456789;
JSESSIONID=76193423B3B181A4B044B2CEDC1C8FC8

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/

HTTP/1.1 302 Moved Temporarily

Set-Cookie: JSESSIONID=6DAB87517F6D6E2FB7E99F7ECAESCF 19; path=/camod
Content-Length: 0

Date: Fri, 21 Sep 2012 20:52:01 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1

Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Location: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=6DAB87517F6D6E2FB7E99F7ECAE8CF197?
method=returnUserModels

Content-Type: text/html;charset=UTF-8

GET /camod/login.do;jsessionid=6DAB87517F6D6E2FB7E99F7ECAE8CF19?
method=returnUserModels HTTP/1.1
Cookie: validUserKey=123456789;
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JSESSIONID=6DAB87517F6D6E2FB7E99F7ECAE8CF19

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/ReturnUserModels.do?
method=returnUserModels

HTTP/1.0 200 OK

Content-Length: 26352

Date: Fri, 21 Sep 2012 20:44:49 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>

<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the

footer.jsp -->
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<TBODY>
<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<!-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG

height=4...
Validation In Response:
N/A
Reasoning:

AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/camod/ReturnUserQueries.do
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Total of 1 security issues in this URL

10of1 uery Parameter in SSL Request

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/camod/ReturnUserQueries.do
(Parameter: method)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=26430]

The following may require user attention:

GET /camod/ReturnUserQueries.do?method=returnUserModels HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=F9B543DCA51EB3E4056538C36C1AOFA1

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=22420689254AF3C8E21A1B3FOC5FBODE

HTTP/1.0 302 Moved Temporarily

Content-Length: 0

Date: Fri, 21 Sep 2012 20:46:43 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT

Location: http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserQueries.do;jsessionid=F9B543DCA51EB3E4056538C36
C1AO0FA1?method=delete

Content-Type: text/html;charset=UTF-8

Connection: close

GET /camod/ReturnUserQueries.do;jsessionid=F9B543DCA51EB3E4056538C36C1A0FA1
?method=delete HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=F9B543DCA51EB3E4056538C36C1A0FA1

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
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Host: cancermodels-ga.nci.nih.gov
Referer: https://cancermodels-ga.nci.nih.gov/camod/ReturnUserQueries.do?method=delete

HTTP/1.1 200 OK

Content-Length: 0

Date: Fri, 21 Sep 2012 20:46:43 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

Vulnerable URL: https://cancermodels-qa.nci.nih.gov/icamod/ReturnUserSavedQueries.do
Total of 1 security issues in this URL

10of1 uery Parameter in SSL Request

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/camod/ReturnUserSavedQueries.do
(Parameter: method)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=26335]

The following may require user attention:

GET /camod/ReturnUserSavedQueries.do?method=delete HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=F9B543DCA51EB3E4056538C36C1A0FA1

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: https://cancermodels-
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ga.nci.nih.gov/camod/login.do;jsessionid=22420689254AF3C8E21A1B3FOCS5FBODE

HTTP/1.0 302 Moved Temporarily

Content-Length: 0

Date: Fri, 21 Sep 2012 20:46:43 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT

Location: http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserSavedQueries.do;jsessionid=F9B543DCA51EB3E405653
8C36C1AO0FA1?method=delete

Content-Type: text/html;charset=UTF-8

Connection: close

GET /camod/ReturnUserSavedQueries.do;jsessionid=F9B543DCA51EB3E4056538C36C1
AOFA1?method=delete HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=F9B543DCA51EB3E4056538C36C1AOFA1

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: https://cancermodels-qa.nci.nih.gov/camod/ReturnUserSavedQueries.do?
method=delete

HTTP/1.1 200 OK

Content-Length: 0

Date: Fri, 21 Sep 2012 20:46:43 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

Vulnerable URL: https://cancermodels-qa.nci.nih.gov/camod/SimpleSearchPopulateAction.do
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Total of 1 security issues in this URL

10of1 uery Parameter in SSL Request

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/camod/SimpleSearchPopulateAction.do
(Parameter: unprotected_method)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=13849]

The following may require user attention:

GET /camod/SimpleSearchPopulateAction.do?unprotected_method=populate HTTP/1.1
Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=414475C4F28AA0579521B4F0B56042CA

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=C14EFAA220C9BA8D51CAGA6C19581F28

HTTP/1.0 302 Moved Temporarily

Content-Length: 0

Date: Fri, 21 Sep 2012 20:45:07 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT

Location: http://cancermodels-
ga.nci.nih.gov/camod/SimpleSearchPopulateAction.do;jsessionid=414475C4F28 AA057952
1B4F0B56042CA?unprotected_method=populate
Content-Type: text/html;charset=UTF-8

Connection: close

GET /camod/SimpleSearchPopulateAction.do;jsessionid=69CB1E0152BE4BD12C6C06D4
0228D9DA?unprotected _method=populate HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=69CB1E0152BE4BD12C6C06D40228D9DA

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
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Host: cancermodels-ga.nci.nih.gov
Referer: http://cancermodels-ga.nci.nih.gov/camod/

HTTP/1.1 200 OK

Content-Length: 46720

Date: Fri, 21 Sep 2012 20:44:47 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<l-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
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cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<l-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<!-- sidebar.jsp -->
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<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<I-- Place Code here to determine the sub-Menu Links -->

<TR><TD class=subMenuPrimaryTitle height=22>SEARCH MOUSE MODELS</TD></TR>
<TR><TD class=subMenuPrimaryltems>
<DIV>
<IMG height=5 alt="" src="/camod/images/subMenuArrow.gif" width=5>
&nbsp;<a href="/camod/SearchTableOfContentsPopulateAction.do?
unprotected_method=populate" class="subMenuPrimary">TABLE OF CONTENTS</a>
<BR>
<IMG h...

Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

Vulnerable URL: https://cancermodels-gqa.nci.nih.gov/camod/login.do
Total of 1 security issues in this URL

9/26/2012 11:13:54 AM 25/415



[1 of 1] Autocomplete HTML Attribute Not Disabled for Password Field

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/camod/login.do
CVE ID(s): N/A

CWE ID(s): 522

Remediation Tasks: Correctly set the "autocomplete" attribute to "off"

Variant 1 of 1 [ID=7833]

Request/Response:

GET /camod/Togin.do HTTP/1.1

Cookie: switchmenu=; JSESSIONID=0FEDF06702F375EBFAD1FAD923D69C95;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-ms-
application, application/x-ms-xbap, application/vnd.ms-xpsdocument,
application/xaml+xml, */*

Referer: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=Cl4EFAA220C9BA8D51CA6A6C19581F28
Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: cancermodels-ga.nci.nih.gov

Connection: Keep-Alive

Cache-cControl: no-cache

HTTP/1.0 200 OK

Set-Cookie: JSESSIONID=944A939CEC39BA4E18ED65ADOFFC4E4AC; path=/camod; secure
Content-Length: 25840

Date: Tue, 25 Sep 2012 15:06:00 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1

Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0

Expires: Thu, 01 Jan 1970 00:00:00 GMT

content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>
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</HEAD>
<BODY>

<TABLE height="100%" cellspacing=0 cellPadding=0 width="100%" summary="This table is
used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table 1is used to format page content" class=hdrBG
cellspacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD a119n=1eft width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/Togotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="u.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>

</TD>
</TR>
</TABLE>
<!-- nci hdr ends -->
</TD></TR>

<TR><TD VvAlign=top height="100%">

<TABLE height="100%" cellspacing=0 cellPadding=0 summary="This table is used to

format page content" border=0> <!-- This table is ended at the end of the
Application footer of the footer.jsp -->
<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content"

class=subhdrBG cellspacing=0 cellPadding=0 width="100%" border=0>

<TBODY>

<TR>

<TD align=left height=50><a href="/camod/Togin.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10

src="/camod/images/mmhcclogo.gif" border=0></a>

</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->
</TD></TR>

<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<!-- standard submenu begins -->
<!-- sidebar.jsp --> ) ) ) ) ) ) )
<a href="#main_content"><img src="../../images/skipnav.gif" alt="skip Navigation

Link" name="skipnav" width="1" eight:hl" border="0" id="skipnav'"></a>
<TABLE height="100%" cellspacing=0 cellpadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>
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<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub menu
-=><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenusStyle(this, 'subMenuSecondaryTitleover'),showCursor()"
onclick="document.location.href="#""
onmouseout="changeMenustyle(this, 'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenusStyle(this, 'subMenuSecondaryTitleover'),showCursor()"
onclick="document.location.href="#""
onmouseout="changeMenuStyle(this, 'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this, 'subMenuSecondaryTitleover'),showCursor()"
onclick="document.location.href="#""
onmou. . .

Validation In Response:

o <td class="formFieldLogin"><input type="password" name="password"
maxlength="25" size="20" value="" id="password" /></td>

Reasoning:

AppScan has found that a password field does not enforce the disabling of the autocomplete
feature.

CWE ID:
522

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=3A3A111005CF52CF7B91ABBBFA320DCE

Total of 3 security issues in this URL

9/26/2012 11:13:54 AM 28/415



10f3 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=3A3A111005CF52CF7B91ABBBFA
320DCE (Parameter: __ patternParameter__ JSESSIONID 0)

CVE ID(s): N/A

CWE ID(s): 598
Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=27767]

The following may require user attention:

GET /camod/login.do;jsessionid=3A3A111005CF52CF7B91ABBBFA320DCE?
method=returnSavedUserQueries&aModellD=150106710 HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=3A3A111005CF52CF7B91ABBBFA320DCE

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-qa.nci.nih.gov/camod/SubmitAction.do?
method=returnSavedUserQueries&aModellD=150106710

HTTP/1.0 200 OK

Content-Length: 26352

Date: Fri, 21 Sep 2012 20:46:56 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>
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</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<!-- nci hdr ends -->

</TD></TR>

<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>
<TR><TD colSpan=2 height=50>

9/26/2012 11:13:54 AM 30/415



<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle"),hideCursor()"
height=20><A class=subMenuSecondary
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<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()Il
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()ll
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://emice.nci.nih.gov" target="_blank">EMICE WEBSITE</A></TD>...

Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

20of3 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=3A3A111005CF52CF7B91ABBBFA
320DCE (Parameter: method)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=27608]

The following may require user attention:

GET /camod/login.do;jsessionid=3A3A111005CF52CF7B91ABBBFA320DCE?
method=returnSavedUserQueries&aModellD=150106710 HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=3A3A111005CF52CF7B91ABBBFA320DCE

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
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Host: cancermodels-ga.nci.nih.gov
Referer: http://cancermodels-qa.nci.nih.gov/camod/SubmitAction.do?
method=returnSavedUserQueries&aModellD=150106710

HTTP/1.0 200 OK

Content-Length: 26352

Date: Fri, 21 Sep 2012 20:46:56 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<l-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
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cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<l-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<!-- sidebar.jsp -->
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<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor

()"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor

0"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenusStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://emice.nci.nih.gov" target="_blank">EMICE WEBSITE</A></TD>...
Validation In Response:
N/A
Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.
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CWE ID:
598

3 0of 3 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=3A3A111005CF52CF7B91ABBBFA
320DCE (Parameter: aModellD)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=27709]

The following may require user attention:

GET /camod/login.do;jsessionid=3A3A111005CF52CF7B91ABBBFA320DCE?
method=returnSavedUserQueries&aModellD=150106710 HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=3A3A111005CF52CF7B91ABBBFA320DCE

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-qa.nci.nih.gov/camod/SubmitAction.do?
method=returnSavedUserQueries&aModellD=150106710

HTTP/1.0 200 OK

Content-Length: 26352

Date: Fri, 21 Sep 2012 20:46:56 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

9/26/2012 11:13:55 AM 36/415



</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<!-- nci hdr ends -->

</TD></TR>

<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer

of the footer.jsp -->
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<TBODY>
<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<!-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenusStyle(this,'subMenuSecondaryTitleOver'),showCursor

0"
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onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://emice.nci.nih.gov" target="_blank">EMICE WEBSITE</A></TD>...

Validation In Response:

N/A

Reasoning:

AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=4B1122012B8878784C3EEC309194E68B

Total of 3 security issues in this URL

10f3 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=4B1122012B8878784C3EEC30919
4E68B (Parameter: __ patternParameter__ JSESSIONID 0)

CVE ID(s): N/A

CWE ID(s): 598
Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=16764]

The following may require user attention:
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GET /camod/login.do;jsessionid=4B1122012B8878784C3EEC309194E68B?
method=delete&aModellD=150107249 HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=4B1122012B8878784C3EEC309194E68B

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/DuplicateAnimalModelAction.do?
method=returnUserModels&aModelID=150107249

HTTP/1.0 200 OK

Content-Length: 26352

Date: Fri, 21 Sep 2012 20:45:16 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>

<BODY>
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<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<l-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->
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<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<!-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!l-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenusStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle"),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle"),hideCursor()"
height=20><A class=subMenuSecondary
href="http://emice.nci.nih.gov" target="_blank">EMICE WEBSITE</A></TD></TR>
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Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

20of 3 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=4B1122012B8878784C3EEC30919
4E68B (Parameter: method)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=16605]

The following may require user attention:

GET /camod/login.do;jsessionid=4B1122012B8878784C3EEC309194E68B7?
method=delete&aModellD=150107249 HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=4B1122012B8878784C3EEC309194E68B

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-qa.nci.nih.gov/camod/DuplicateAnimalModelAction.do?
method=returnUserModels&aModellD=150107249

HTTP/1.0 200 OK

Content-Length: 26352

Date: Fri, 21 Sep 2012 20:45:16 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>
<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
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<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
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<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<l-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
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height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary

href="http://emice.nci.nih.gov" target="_blank">EMICE WEBSITE</A></TD></TR>

Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

30of3 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=4B1122012B8878784C3EEC30919
4E68B (Parameter: aModellD)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=16706]
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The following may require user attention:

GET /camod/login.do;jsessionid=4B1122012B8878784C3EEC309194E68B?
method=delete&aModellD=150107249 HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=4B1122012B8878784C3EEC309194E68B

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/DuplicateAnimalModelAction.do?
method=returnUserModels&aModellD=150107249

HTTP/1.0 200 OK

Content-Length: 26352

Date: Fri, 21 Sep 2012 20:45:16 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>

<BODY>
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<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
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<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle"),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NC| HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
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Validation In Response:

N/A

Reasoning:

AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=BB812C07FCD096CCBEF8C9C43095229A

Total of 2 security issues in this URL

10f2 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=BB812C07FCD096CCBEF8C9C43
095229A (Parameter: __ patternParameter _ JSESSIONID 0)

CVE ID(s): N/A

CWE ID(s): 598
Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=12366]

The following may require user attention:

GET /camod/login.do;jsessionid=BB812C07FCD096CCBEF8C9C43095229A7?
method=returnUserModels HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=BB812C07FCD096CCBEF8C9C43095229A

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-qa.nci.nih.gov/camod/ReturnUserModels.do?
method=returnUserModels

HTTP/1.0 200 OK

Content-Length: 26352

Date: Fri, 21 Sep 2012 20:44:49 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
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Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8
Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
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<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<!-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->
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<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()Il
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle"),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NC| HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()Il
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()Il
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://emice.nci.nih.gov" target="_blank">EMICE WEBSITE</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTi...

Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598
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20of 2 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=BB812C07FCD096CCBEF8C9C43
095229A (Parameter: method)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=12313]

The following may require user attention:

GET /camod/login.do;jsessionid=BB812C07FCD096CCBEF8C9C43095229A7?
method=returnUserModels HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=BB812C07FCD096CCBEF8C9C43095229A

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-qa.nci.nih.gov/camod/ReturnUserModels.do?
method=returnUserModels

HTTP/1.0 200 OK

Content-Length: 26352

Date: Fri, 21 Sep 2012 20:44:49 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>
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</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<!-- nci hdr ends -->

</TD></TR>

<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>
<TR><TD colSpan=2 height=50>
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<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle"),hideCursor()"
height=20><A class=subMenuSecondary
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<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()ll
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()ll
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://emice.nci.nih.gov" target="_blank">EMICE WEBSITE</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTi...

Validation In Response:

N/A

Reasoning:

AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=C14EFAA220C9BA8D51CA6A6C19581F28

Total of 3 security issues in this URL

10f3 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=C14EFAA220C9BA8D51CAGAGC1
9581F28 (Parameter: __ patternParameter__ JSESSIONID 0)

CVE ID(s): N/A

CWE ID(s): 598
Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=2814]

The following may require user attention:
GET /camod/login.do;jsessionid=D2342FDD741F8504E2A2E51BE6CCE7EB HTTP/1.1
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Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=69CB1E0152BE4BD12C6C06D40228D9DA

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/login.do

HTTP/1.0 200 OK

Set-Cookie: JSESSIONID=414475C4F28AA0579521B4F0B56042CA,; path=/camod;
secure

Content-Length: 25840

Date: Fri, 21 Sep 2012 20:45:06 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
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is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->
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<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<!-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()Il
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()Il
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()Il
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://emice.nci.nih.gov" target="_blank">EMICE WEBSITE</A></TD></TR>
<TR>
<TD class...
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Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

[2 of 3] Autocomplete HTML Attribute Not Disabled for Password Field

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=C14EFAA220C9BA8D51CA6A6C1
9581F28

CVE ID(s): N/A

CWE ID(s): 522

Remediation Tasks: Correctly set the "autocomplete" attribute to "off"

Variant 1 of 1 [ID=7831]

Request/Response:

GET /camod/Togin.do;jsessionid=0FEDF06702F375EBFAD1FAD923D69C95 HTTP/1.1

cookie: switchmenu=; JSESSIONID=0FEDF06702F375EBFAD1FAD923D69C95;
validuserkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-qga.nci.nih.gov/camod/Togin.do

HTTP/1.0 200 OK

Set-Cookie: JSESSIONID=8CEGEAAF1C9309B6EE42E844D03FB3C3; path=/camod; secure
Content-Length: 25840

Date: Tue, 25 Sep 2012 15:05:59 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1

Pragma: No-cache

Cache-cControl: no-cache,no-store,max-age=0

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>
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</HEAD>
<BODY>

<TABLE height="100%" cellspacing=0 cellPadding=0 width="100%" summary="This table is
used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table 1is used to format page content" class=hdrBG
cellspacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD a1ign=1eft width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/Togotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="uU.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>

</TD>
</TR>
</TABLE>
<!-- nci hdr ends -->
</TD></TR>

<TR><TD VvAlign=top height="100%">

<TABLE height="100%" cellspacing=0 cellPadding=0 summary="This table is used to

format page content” border=0> <!-- This table is ended at the end of the
Application footer of the footer.jsp -->
<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table 1is used to format page content"

class=subhdrBG cellspacing=0 cellPadding=0 width="100%" border=0>

<TBODY>

<TR>

<TD align=left height=50><a href="/camod/Togin.do"
class="footerMenuLink"><IMG
height=46 a1t="ABp11cation Logo" hspace=10

src="/camod/images/mmhcclogo.gif" border=0></a>

</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->
</TD></TR>

<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->
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<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<!-- standard submenu begins -->
<!-- sidebar.jsp --> ) ) ) ) ) ) )
<a href="#main_content"><img src="../../images/skipnav.gif" alt="sSkip Navigation

Link" name="skipnav" width="1" height="1" border="0" id="skipnav'></a>
<TABLE height="100%" cellspacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>

<TBODY>
<!-- Place Code here to determine the sub-Menu Links -->
<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub menu
--><A

href="Togin.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenusStyle(this, 'subMenuSecondaryTitleover'),showCursor()"
onclick="document.location.href="#""
onmouseout="changeMenustyle(this, 'subMenuSecondaryTitle'),hidecursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenusStyle(this, 'subMenuSecondaryTitleover'),showCursor()"
onclick="document.location.href="#"'"
onmouseout="changeMenuStyle(this, 'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this, 'subMenuSecondaryTitleover"'),showCursor()"
onclick="document.location.href="#"'"
onmouseout="changeMenustyle(this, 'subMenusecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://emice.nci.nih.gov" target="_blank">EMICE WEBSITE</A></TD></TR>
<TR>
<TD class...

Validation In Response:

o <td c1ass="formFie1dLogin"><in ut_type="password" name="password"
maxlength="25" size="20" value="" id="password" /></td>

Reasoning:

AppScan has found that a password field does not enforce the disabling of the autocomplete
feature.

CWE ID:
522
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[3 of 3] HTML Comments Sensitive Information Disclosure

Severity: Informational

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=C14EFAA220C9BA8D51CAGAGC1
9581F28

CVE ID(s): N/A

CWE ID(s): 615

Remediation Tasks: Remove sensitive information from HTML comments

Variant 1 of 1 [ID=7157]

The following may require user attention:

GET /camod/login.do;jsessionid=D2342FDD741F8504E2A2E51BE6CCE7EB HTTP/1.1
Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=69CB1E0152BE4BD12C6C06D40228D9DA

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-qa.nci.nih.gov/camod/login.do

HTTP/1.0 200 OK

Set-Cookie: JSESSIONID=414475C4F28AA0579521B4F0B56042CA; path=/camod;
secure

Content-Length: 25840

Date: Fri, 21 Sep 2012 20:45:06 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

9/26/2012 11:13:55 AM 64/415



</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<l-- application hdr begins -->
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<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<l-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
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<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://emice.nci.nih.gov" target="_blank">EMICE WEBSITE</A></TD></TR>
<TR>
<TD class...

Validation In Response:

o onClick="myref = window.open
('../webHelp/caMoD_Online_Help/index.html', "'mywin’,

e onClick="myRef = window.open

("../webHelp/camob_onTline_Help/index.htm1"', 'mywin',

o <IMG height=16 alt="" src="/camod/images/mainMenuSeparator.gif" width=1>
Reasoning:

AppScan discovered HTML comments containing what appears to be sensitive information.

CWE ID:
615

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/login.do;jsessionid=D76B2A7A8A9693F47C27F91BF03D1FE7

Total of 3 security issues in this URL

10f3 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=D76B2A7A8A9693F47C27F91BF0
3D1FE7 (Parameter: __ patternParameter__ JSESSIONID 0)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=16372]
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The following may require user attention:

GET /camod/login.do;jsessionid=57ACD0A1B522BC2C08FE7ABA9DEE38C27?
method=delete&aModellD=150107169 HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=D76B2A7A8A9693F47C27F91BF03D1FE7

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/DuplicateAnimalModelAction.do?
method=delete&aModellD=150107169

HTTP/1.0 200 OK

Content-Length: 25840

Date: Fri, 21 Sep 2012 20:45:14 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>

<BODY>
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<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
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<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle"),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NC| HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
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Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

20of 3 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=D76B2A7A8A9693F47C27F91BFO0
3D1FE7 (Parameter: method)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=16213]

The following may require user attention:

GET /camod/login.do;jsessionid=57ACD0A1B522BC2C08FE7ABA9SDEE38C27?
method=delete&aModellD=150107169 HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=D76B2A7A8A9693F47C27F91BF03D1FE7

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/DuplicateAnimalModelAction.do?
method=delete&aModellD=150107169

HTTP/1.0 200 OK

Content-Length: 25840

Date: Fri, 21 Sep 2012 20:45:14 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close
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<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
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</TABLE>
<!-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<l-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<!-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->
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<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://emice.nci.nih.gov" target="_blank">EMICE WEBSITE</A></TD></TR>
<TR>

Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598
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3 0of 3 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=D76B2A7A8A9693F47C27F91BFO0
3D1FE7 (Parameter: aModellD)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=16314]

The following may require user attention:

GET /camod/login.do;jsessionid=57ACD0A1B522BC2C08FE7ABA9DEE38C27?
method=delete&aModellD=150107169 HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=D76B2A7A8A9693F47C27F91BF03D1FE7

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-qa.nci.nih.gov/camod/DuplicateAnimalModelAction.do?
method=delete&aModellD=150107169

HTTP/1.0 200 OK

Content-Length: 25840

Date: Fri, 21 Sep 2012 20:45:14 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>
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</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<!-- nci hdr ends -->

</TD></TR>

<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>
<TR><TD colSpan=2 height=50>
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<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle"),hideCursor()"
height=20><A class=subMenuSecondary
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<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()ll
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()ll
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://emice.nci.nih.gov" target="_blank">EMICE WEBSITE</A></TD></TR>
<TR>

Validation In Response:

N/A

Reasoning:

AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=E79AD24F5C001F3830C93DB65688E13C

Total of 3 security issues in this URL

10f3 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=E79AD24F5C001F3830C93DB656
88E13C (Parameter: __ patternParameter__ JSESSIONID 0)

CVE ID(s): N/A

CWE ID(s): 598
Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=19101]

The following may require user attention:
GET /camod/login.do;jsessionid=E79AD24F5C001F3830C93DB65688E13C?
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method=delete&lab=Jackson HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=E79AD24F5C001F3830C93DB65688E13C

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/JacksonLabPopulateAction.do?
method=dropdown&lab=Jackson Laboratory

HTTP/1.0 200 OK

Content-Length: 26352

Date: Fri, 21 Sep 2012 20:46:18 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
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is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->
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<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<!-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://emice.nci.nih.gov" target="_blank">EMICE WEBSITE</A></TD></TR>
<TR>
<TD...
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Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

20of 3 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=E79AD24F5C001F3830C93DB656
88E13C (Parameter: method)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=18951]

The following may require user attention:

GET /camod/login.do;jsessionid=E79AD24F5C001F3830C93DB65688E13C?
method=delete&lab=Jackson HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=E79AD24F5C001F3830C93DB65688E13C

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-qa.nci.nih.gov/camod/JacksonLabPopulateAction.do?
method=dropdown&lab=Jackson Laboratory

HTTP/1.0 200 OK

Content-Length: 26352

Date: Fri, 21 Sep 2012 20:46:18 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>
<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
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<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
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<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<l-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
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<TR>

height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>

<TD class=subMenuSecondaryTitle

()"

<TR>

onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary

href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>

<TD class=subMenuSecondaryTitle

0"

onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary

href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>

<TR>
<TD class=subMenuSecondaryTitle

0"

onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary

href="http://emice.nci.nih.gov" target="_blank">EMICE WEBSITE</A></TD></TR>

Validation In Response:

<TR>
<TD...
N/A
Reasoning:

AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

30of3 uery Parameter in SSL Request

Severity:
Test Type:
Vulnerable URL:

CVE ID(s):
CWE ID(s):
Remediation Tasks:

Low
Application

https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=E79AD24F5C001F3830C93DB656
88E13C (Parameter: lab)

N/A
598

Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=19048]
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The following may require user attention:

GET /camod/login.do;jsessionid=E79AD24F5C001F3830C93DB65688E13C?
method=delete&lab=Jackson HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=E79AD24F5C001F3830C93DB65688E13C

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-qa.nci.nih.gov/camod/JacksonLabPopulateAction.do?
method=dropdown&lab=Jackson Laboratory

HTTP/1.0 200 OK

Content-Length: 26352

Date: Fri, 21 Sep 2012 20:46:18 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
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<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

9/26/2012 11:13:56 AM 87/415



</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
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Validation In Response:

N/A

Reasoning:

AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=E8829A8065D84C5CD1E27A7198FEB063

Total of 3 security issues in this URL

10f3 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=E8829A8065D84C5CD1E27A7198
FEB063 (Parameter: _ patternParameter__ JSESSIONID 0)

CVE ID(s): N/A

CWE ID(s): 598
Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=51231]

The following may require user attention:

GET /camod/login.do;jsessionid=E8829A8065D84C5CD1E27A7198FEB063?
method=returnUserModels&aModellD=150107289 HTTP/1.1

Cookie: nchi_sid=396E1D4805B183E1_0122SID; switchmenu=; validUserKey=123456789;
JSESSIONID=E8829A8065D84C5CD1E27A7198FEB063

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-
ga.nci.nih.gov/camod/SubmitAction.do;jsessionid=51BE5F39E8F10D857B33F36E46B1C3
5A?method=returnUserModels&aModellD=150107289

HTTP/1.0 200 OK
Content-Length: 26352
Date: Fri, 21 Sep 2012 20:52:14 GMT
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X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
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<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<l-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<l-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->
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<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor

()"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NC| HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor

()"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor

0"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://emice.nci.nih.gov" target...

Validation In Response:

N/A

Reasoning:

AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598
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20of 3 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=E8829A8065D84C5CD1E27A7198
FEB063 (Parameter: method)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=51072]

The following may require user attention:

GET /camod/login.do;jsessionid=E8829A8065D84C5CD1E27A7198FEB0637?
method=returnUserModels&aModellD=150107289 HTTP/1.1

Cookie: nchi_sid=396E1D4805B183E1_0122SID; switchmenu=; validUserKey=123456789;
JSESSIONID=E8829A8065D84C5CD1E27A7198FEB063

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-
ga.nci.nih.gov/camod/SubmitAction.do;jsessionid=51BESF39E8F10D857B33F36E46B1C3
5A?method=returnUserModels&aModellD=150107289

HTTP/1.0 200 OK

Content-Length: 26352

Date: Fri, 21 Sep 2012 20:52:14 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>
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</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<l-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

9/26/2012 11:13:56 AM 94/415



<l-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
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href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary

href="http://emice.nci.nih.gov" target...

Validation In Response:

N/A

Reasoning:

AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

30of3 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=E8829A8065D84C5CD1E27A7198
FEB063 (Parameter: aModellD)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=51173]

The following may require user attention:

GET /camod/login.do;jsessionid=E8829A8065D84C5CD1E27A7198FEB063?
method=returnUserModels&aModellD=150107289 HTTP/1.1

Cookie: nchi_sid=396E1D4805B183E1_0122SID; switchmenu=; validUserKey=123456789;
JSESSIONID=E8829A8065D84C5CD1E27A7198FEB063

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
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1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-
ga.nci.nih.gov/camod/SubmitAction.do;jsessionid=51BE5F39E8F 10D857B33F36E46B1C3
5A?method=returnUserModels&aModellD=150107289

HTTP/1.0 200 OK

Content-Length: 26352

Date: Fri, 21 Sep 2012 20:52:14 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>
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<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<l-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>
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<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor

()Il
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NC| HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()Il
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()Il

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://emice.nci.nih.gov" target...

Validation In Response:

N/A

Reasoning:

AppScan found parameters in the query part of the HTTP request, which was sent over SSL.
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CWE ID:
598

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E058461B2E9A

Total of 12 security issues in this URL

10f12 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E05846
1B2E9A (Parameter: piUsername)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=35498]

The following may require user attention:

GET /camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E058461B2E9A?
lastName=1234&phone=555-555-5555&email=ncicbiitsecurityteam%
40mail.nih.gov&affiliation=1234&firstName=1234&org.apache.struts.taglib.html. CANCEL=C
ancel&piUsername=vandersandenj&principallnvestigator=on HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=EF85CD5E6ECCD1FE7803E058461B2E9A

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/RegisterUserAction.do

HTTP/1.0 200 OK

Content-Length: 21783

Date: Fri, 21 Sep 2012 20:49:05 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>
<HEAD>
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<TITLE>caMOD - Cancer Models Database</TITLE>

<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

9/26/2012 11:13:56 AM 101/415



</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<l-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
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href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"

Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

2 of 12 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E05846
1B2E9A (Parameter: __ patternParameter__ JSESSIONID 0)

CVE ID(s): N/A

CWE ID(s): 598
Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=35648]

The following may require user attention:
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GET /camod/login.do;jsessionid=EF85CD5E6GECCD1FE7803E058461B2E9A?
lastName=1234&phone=555-555-5555&email=ncicbiitsecurityteam%
40mail.nih.gov&affiliation=1234&firstName=1234&org.apache.struts.taglib.html. CANCEL=C
ancel&piUsername=vandersandenj&principallnvestigator=on HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=EF85CD5E6ECCD1FE7803E058461B2E9A

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/RegisterUserAction.do

HTTP/1.0 200 OK

Content-Length: 21783

Date: Fri, 21 Sep 2012 20:49:05 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>

<BODY>
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<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
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<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle"),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NC| HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
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Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

3 of 12 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=EF85CD5EGECCD1FE7803E05846
1B2E9A (Parameter: email)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=35088]

The following may require user attention:

GET /camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E058461B2E9A?
lastName=1234&phone=555-555-5555&email=ncicbiitsecurityteam%
40mail.nih.gov&affiliation=1234&firstName=1234&org.apache.struts.taglib.html. CANCEL=C
ancel&piUsername=vandersandenj&principallnvestigator=on HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=EF85CD5E6ECCD1FE7803E058461B2E9A

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/RegisterUserAction.do

HTTP/1.0 200 OK

Content-Length: 21783

Date: Fri, 21 Sep 2012 20:49:05 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>
<HEAD>
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<TITLE>caMOD - Cancer Models Database</TITLE>

<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->
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</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<l-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
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href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"

Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

4 of 12 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E05846
1B2E9A (Parameter: lastName)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=34885]

The following may require user attention:
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GET /camod/login.do;jsessionid=EF85CD5E6GECCD1FE7803E058461B2E9A?
lastName=1234&phone=555-555-5555&email=ncicbiitsecurityteam%
40mail.nih.gov&affiliation=1234&firstName=1234&org.apache.struts.taglib.html. CANCEL=C
ancel&piUsername=vandersandenj&principallnvestigator=on HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=EF85CD5E6ECCD1FE7803E058461B2E9A

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/RegisterUserAction.do

HTTP/1.0 200 OK

Content-Length: 21783

Date: Fri, 21 Sep 2012 20:49:05 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>

<BODY>
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<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
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<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle"),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NC| HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
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Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

5 of 12 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=EF85CD5EGECCD1FE7803E05846
1B2E9A (Parameter: principallnvestigator)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=35595]

The following may require user attention:

GET /camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E058461B2E9A?
lastName=1234&phone=555-555-5555&email=ncicbiitsecurityteam%
40mail.nih.gov&affiliation=1234&firstName=1234&org.apache.struts.taglib.html. CANCEL=C
ancel&piUsername=vandersandenj&principallnvestigator=on HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=EF85CD5E6ECCD1FE7803E058461B2E9A

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/RegisterUserAction.do

HTTP/1.0 200 OK

Content-Length: 21783

Date: Fri, 21 Sep 2012 20:49:05 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>
<HEAD>
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<TITLE>caMOD - Cancer Models Database</TITLE>

<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->
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</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<l-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
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href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"

Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

6 of 12 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E05846
1B2E9A (Parameter: affiliation)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=35193]

The following may require user attention:
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GET /camod/login.do;jsessionid=EF85CD5E6GECCD1FE7803E058461B2E9A?
lastName=1234&phone=555-555-5555&email=ncicbiitsecurityteam%
40mail.nih.gov&affiliation=1234&firstName=1234&org.apache.struts.taglib.html. CANCEL=C
ancel&piUsername=vandersandenj&principallnvestigator=on HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=EF85CD5E6ECCD1FE7803E058461B2E9A

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/RegisterUserAction.do

HTTP/1.0 200 OK

Content-Length: 21783

Date: Fri, 21 Sep 2012 20:49:05 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>

<BODY>
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<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
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<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle"),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NC| HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
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Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

7 of 12 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=EF85CD5EGECCD1FE7803E05846
1B2E9A (Parameter: piFirstName)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=36010]

The following may require user attention:

GET /camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E058461B2E9A?
piLastName=1234&lastName=1234&phone=555-555-
5555&piFirstName=1234&piEmail=ncicbiitsecurityteam%
40mail.nih.gov&email=ncicbiitsecurityteam%
40mail.nih.gov&affiliation=1234&firstName=1234&org.apache.struts.taglib.html.CANCEL=C
ancel&piUsername=liangd&principallnvestigator=on HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=EF85CD5E6ECCD1FE7803E058461B2E9A

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/RegisterUserAction.do

HTTP/1.0 200 OK

Content-Length: 21783

Date: Fri, 21 Sep 2012 20:49:05 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close
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<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<l-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
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<!-- nci hdr ends -->
</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
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<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"

onclick="document.location.href="#"
onmoul...

Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

8 of 12 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E05846
1B2E9A (Parameter: org.apache.struts.taglib.html. CANCEL)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=35401]
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The following may require user attention:

GET /camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E058461B2E9A?
lastName=1234&phone=555-555-5555&email=ncicbiitsecurityteam%
40mail.nih.gov&affiliation=1234&firstName=1234&org.apache.struts.taglib.html.CANCEL=C
ancel&piUsername=vandersandenj&principallnvestigator=on HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=EF85CD5E6ECCD1FE7803E058461B2E9A

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/RegisterUserAction.do

HTTP/1.0 200 OK

Content-Length: 21783

Date: Fri, 21 Sep 2012 20:49:05 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
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<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->
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</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
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Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

9 of 12 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=EF85CD5EGECCD1FE7803E05846
1B2E9A (Parameter: piEmail)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=36112]

The following may require user attention:

GET /camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E058461B2E9A?
piLastName=1234&lastName=1234&phone=555-555-
5555&piFirstName=1234&piEmail=ncicbiitsecurityteam%
40mail.nih.gov&email=ncicbiitsecurityteam%
40mail.nih.gov&affiliation=1234&firstName=1234&org.apache.struts.taglib.html.CANCEL=C
ancel&piUsername=liangd&principallnvestigator=on HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=EF85CD5E6ECCD1FE7803E058461B2E9A

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/RegisterUserAction.do

HTTP/1.0 200 OK

Content-Length: 21783

Date: Fri, 21 Sep 2012 20:49:05 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close
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<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<l-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
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<!-- nci hdr ends -->
</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
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<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"

onclick="document.location.href="#"
onmoul...

Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

10 of 12 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E05846
1B2E9A (Parameter: firstName)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=35299]
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The following may require user attention:

GET /camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E058461B2E9A?
lastName=1234&phone=555-555-5555&email=ncicbiitsecurityteam%
40mail.nih.gov&affiliation=1234&firstName=1234&org.apache.struts.taglib.html.CANCEL=C
ancel&piUsername=vandersandenj&principallnvestigator=on HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=EF85CD5E6ECCD1FE7803E058461B2E9A

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/RegisterUserAction.do

HTTP/1.0 200 OK

Content-Length: 21783

Date: Fri, 21 Sep 2012 20:49:05 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
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<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->
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</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
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Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

11 of 12 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=EF85CD5EGECCD1FE7803E05846
1B2E9A (Parameter: piLastName)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=35697]

The following may require user attention:

GET /camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E058461B2E9A?
piLastName=1234&lastName=1234&phone=555-555-
5555&piFirstName=1234&piEmail=ncicbiitsecurityteam%
40mail.nih.gov&email=ncicbiitsecurityteam%
40mail.nih.gov&affiliation=1234&firstName=1234&org.apache.struts.taglib.html.CANCEL=C
ancel&piUsername=liangd&principallnvestigator=on HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=EF85CD5E6ECCD1FE7803E058461B2E9A

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/RegisterUserAction.do

HTTP/1.0 200 OK

Content-Length: 21783

Date: Fri, 21 Sep 2012 20:49:05 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close
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<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<l-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
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<!-- nci hdr ends -->
</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
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<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"

onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
()"

onclick="document.location.href="#"
onmoul...

Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

12 of 12 uery Parameter in SSL Request

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E05846
1B2E9A (Parameter: phone)

CVE ID(s): N/A

CWE ID(s): 598

Remediation Tasks: Always use SSL and POST (body) parameters when sending sensitive
information.

Variant 1 of 1 [ID=34987]
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The following may require user attention:

GET /camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E058461B2E9A?
lastName=1234&phone=555-555-5555&email=ncicbiitsecurityteam%
40mail.nih.gov&affiliation=1234&firstName=1234&org.apache.struts.taglib.html.CANCEL=C
ancel&piUsername=vandersandenj&principallnvestigator=on HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID; validUserKey=123456789;
JSESSIONID=EF85CD5E6ECCD1FE7803E058461B2E9A

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

Referer: http://cancermodels-ga.nci.nih.gov/camod/RegisterUserAction.do

HTTP/1.0 200 OK

Content-Length: 21783

Date: Fri, 21 Sep 2012 20:49:05 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Pragma: No-cache

Cache-Control: no-cache,no-store,max-age=0
Expires: Thu, 01 Jan 1970 00:00:00 GMT
Content-Type: text/html;charset=UTF-8

Connection: close

<HTML>

<HEAD>
<TITLE>caMOD - Cancer Models Database</TITLE>
<LINK href="/camod/styles/styleSheet.css" type=text/css rel=stylesheet>
<SCRIPT src="/camod/scripts/script.js" type=text/javascript></SCRIPT>
<SCRIPT src="/camod/scripts/TipCode.js" type=text/javascript></SCRIPT>
<META content="MSHTML 6.00.2800.1491" name=GENERATOR>

</HEAD>
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<BODY>

<TABLE height="100%" cellSpacing=0 cellPadding=0 width="100%" summary="This table
is used to format page content" border=0> <!-- This table is closed at the end of the
footer.jsp -->

<TBODY>

<TR><TD>

<!-- nci hdr begins -->
<TABLE summary="This table is used to format page content" class=hdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TR>
<TD align=left width=283 height=37><A
href="http://www.cancer.gov/"><IMG height=37
alt="National Cancer Institute" src="/camod/images/logotype.gif"
width=283 border=0></A>
</TD>
<TD>&nbsp;</TD>
<TD align=right width=295 height=37>
<A href="http://www.cancer.gov/"><IMG height=37
alt="U.S. National Institutes of Health | www.cancer.gov"
src="/camod/images/tagline.gif" width=295 border=0></A>
</TD>
</TR>
</TABLE>
<l-- nci hdr ends -->

</TD></TR>
<TR><TD vAlign=top height="100%">

<TABLE height="100%" cellSpacing=0 cellPadding=0 summary="This table is used to
format page content" border=0> <!-- This table is ended at the end of the Application footer
of the footer.jsp -->

<TBODY>

<TR><TD colSpan=2 height=50>

<!-- application hdr begins -->
<TABLE summary="This table is used to format page content" class=subhdrBG
cellSpacing=0 cellPadding=0 width="100%" border=0>
<TBODY>
<TR>
<TD align=left height=50><a href="/camod/login.do"
class="footerMenuLink"><IMG
height=46 alt="Application Logo" hspace=10
src="/camod/images/mmhcclogo.gif" border=0></a>
</TD></TR>
</TBODY>
</TABLE>
</TD></TR>
<!-- application hdr ends -->

9/26/2012 11:13:57 AM 140/415



</TD></TR>
<TR><TD> <!-- This cell is closed at the end of the footer.jsp -->

<TR><TD height="100%" class=subMenu valign=top width="210">
<script language="JavaScript" src="scripts/global.js"></script>

<l-- standard submenu begins -->
<l-- sidebar.jsp -->
<a href="#main_content"><img src="../../images/skipnav.gif" alt="Skip Navigation Link"
name="skipnav" width="1" height="1" border="0" id="skipnav"></a>
<TABLE height="100%" cellSpacing=0 cellPadding=0 width="210" summary="This table
is used to format page content" border=0>
<TBODY>

<!-- Place Code here to determine the sub-Menu Links -->

<TR>
<TD class=subMenuPrimaryTitle height=22>QUICK LINKS <!-- anchor to skip sub
menu --><A
href="login.jsp"><IMG
height=1 alt="Skip Menu" src="submit_files/shim.gif" width=1
border=0></A> </TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://www.cancer.gov" target="_blank">NCI HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
height=20><A class=subMenuSecondary
href="http://ncicb.nci.nih.gov" target="_blank">NCICB HOME</A></TD></TR>
<TR>
<TD class=subMenuSecondaryTitle
onmouseover="changeMenuStyle(this,'subMenuSecondaryTitleOver'),showCursor
0"
onclick="document.location.href="#"
onmouseout="changeMenuStyle(this,'subMenuSecondaryTitle'),hideCursor()"
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Validation In Response:
N/A

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.

CWE ID:
598

Vulnerable URL: https://cancermodels-qa.nci.nih.gov/icamod/scripts/TipCode.js
Total of 2 security issues in this URL

1 of 2] Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/camod/scripts/TipCode.js
CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=2027]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/scripts/TipCode.js HTTP/1.1

cookie: switchmenu=; ncbi_s1d=396E1D4805B183E1_0122SID;
JSESSIONID=549626B2B4DCFE26533FCEF3D1269B9C

Accept: */*

Referer: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=Cl4EFAA220C9BA8D51CA6A6C19581F28
Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Connection: Keep-Alive

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 9475

Date: Tue, 25 Sep 2012 14:56:49 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"9475-1347465206000"

Last-Modified: wed, 12 Sep 2012 15:53:26 GMT
content-Type: text/javascript

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

<!l--
DHTML tip message version 1.2 copyright Essam Gamal 2003
(http://migoicons.tripod.com, migoicons@hotmail.com)

A1l modifications are done in the style.js. Created on : 06/03/2003
Script featured on SimplytheBest Scripts at http://simplythebest.net/scripts/)
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*/

var ua = navigator.userAgent

var ps = navigator.productSub

var dom = (document.getElementById)? 1:0
var ie4 = (document.all&&!dom)? 1:0

var ie5 = (document.all&dom)? 1:0

var nn4 =(navigator.appName.toLowerCase() == "netscape" && parselnt
(navigator.appversion) ==

var nn6 = (dom&&!ie5)? 1:0

var sNav = (nn4||nn6]||ie4]||ie5)? 1:0

var cssFilters = ((ua.indexOf("MSIE 5.5")>=0]||ua.index0f("MSIE 6")>=0)&&ua.indexof
("opera")<0)? 1:0

var Style=[],Text=
[1,count=0, sbw=0,move=0,hs=
, thody

var HideTip = "eval(obj+sv+h1l+';'+obj+s1+'=0; " '+obj+st+'=-800"')"

var doc_root = ((1e5&&ua 1ndexof("0pera")<0||ie4)

&&document . compatMode==" CSSlCompat")7 "document.documentElement" : "document.body"
var PX = (nn6)? "px" :"'

var FiltersEnabled = ""

if(sNav) {
window.onresize = ReloadTip
document.onmousemove = MoveTip
if(nn4) document.captureevents(Event.MOUSEMOVE)

}
if(nn4||nn6) {
mx = "e.pagex'
my_= "e.pagey"
scl = "window.pagexoffset"
sct = "window.pageYoffset"
if(nn4) {
obj = "document.TipLayer."
s1 "Teft"

,mx,my,scl,sct,ww,wh,obj,s1,st,ih,iw,v],h1,sv,evih,eviw

llto "
"clip.height"
"clip.width"
"Tshow'"
"hide'"
"visibility="

st
ih
iw
vl
h1
sv

}
else obj = "document.getElementById('TipLayer')."

}
1f(1e4||1e5) {
obj = T1pLayer

mx = "event.x'
my = "event.y"
scl = "eval(doc_root).scrollLeft"
sct = "eval(doc_root).scrollTop"
if(ie5) {
mx = mx+"+"+scl
my = my+"+"+sct
1
1f(1e4||dom){
= "style. 1eft"
st = "style.top"
ih = "offsetHeight"
iw = "offsetwidth"
vl = "'visible'"
h1 = ""hidden'"
} sv = "style.visibility="
if(ied||ie5||ps>=20020823) {
ww = "eval(doc_root).clientwidth"
wh = "eval(doc_root).clientHeight"
else {
ww "window.innerwidth"

wh = "window. innerHeight"
evlh = eval(wh)
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eviw = eval(ww)
sbw=15

function applyCssFilter(){
if(cssFilters&&FiltersEnabled) {

var dx = " progid:DXImageTransform.Microsoft."

TipLayer.style.filter = "revealTrans()"+dx+"Fade(Overlap=1.00
enabled=0)"+dx+"Inset(enabled=0)"+dx+"Iris(irisstyle=PLUS,motion=1n
enabled=0)"+dx+"Iris(irisstyle=PLUS,motion=out enabled=0)"+dx+"Iris
(irisstyle=DIAMOND,motion=in enabled=0)"+dx+"Iris(irisstyle=DIAMOND,motion=out
enabled=0)"+dx+"Iris(irisstyle=CROSS,motion=1in enabled=0)"+dx+"Iris
(irisstyle=CROSS,motion=out enabled=0)"+dx+"Iris(irisstyle=STAR,motion=1in
enabled=0)"+dx+"Iris(irisstyle=STAR,motion=out enabled=0)"+dx+"Radialwipe
(wipestyle=CLOCK enabled=0)"+dx+"Radialwipe(wipestyle=WEDGE
enabled=0)"+dx+"Radialwipe(wipestyle=RADIAL enabled=0)"+dx+"Pixelate
(Maxsquare=35,enabled=0)"+dx+"STide(s1idestyle=HIDE,Bands=25 enabled=0)"+dx+"S11ide
(s1idestyle=PUSH,Bands=25 enabled=0)"+dx+"Slide(slidestyle=SWAP,Bands=25
enabled=0)"+dx+"Spiral (Gridsizex=16,GridSizey=16 enabled=0)"+dx+"Stretch
(stretchstyle=HIDE enabled=0)"+dx+"Stretch(stretchstyle=PUSH enabled=0)"+dx+"Stretch
(stretchstyle=SPIN enabled=0)"+dx+"Wheel (spokes=16 enabled=0)"+dx+"Gradientwipe
(GradientSize=1.00,wipestyle=0,motion=forward enabled=0)"+dx+"Gradientwipe
(GradientSize=1.00,wipestyle=0,motion=reverse enabled=0)"+dx+"Gradientwipe
(GradientSize=1.00,wipestyle=1,motion=forward enabled=0)"+dx+"Gradientwipe
(GradientSize=1.00,wipestyle=1,motion=reverse enabled=0)"+dx+"Zigzag
(Gridsizex=8,Gridsizey=8 enabled=0)"+dx+"Alpha(enabled=0)"+dx+"Dropshadow
(offx=3,0ffYy=3,Positive=true,enabled=0)"+dx+"Shadow
(sthfngth=3,direction:135,enab1ed:0)"

}

function stm(t,s) {
if(sNav) {
if(t.length<2||s.length<25) {
var ErrorNotice = "DHTML TIP MESSAGE VERSION 1.2 ERROR NOTICE.\n"
if(t.length<2&&s.length<25) alert(ErrorNotice+"It looks 1like you removed an
entry or more from the Style Array and Text Array of this tip.\nTheir should be 25
entries in every Style Array even though empty and 2 in every Text Array. You
defined only "+s.length+" entries in the Style Array and "+t.length+" entry in the
Text Array. This tip won't be viewed to avoid errors")
else if(t.length<2) alert(E...

Validation In Response:

N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

[2 of 2] Email Address Pattern Found

Severity: Informational

Test Type: Application

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/camod/scripts/TipCode.js
CVE ID(s): N/A

CWE ID(s): 359

Remediation Tasks: Remove e-mail addresses from the website

Variant 1 of 2 [ID=7832]
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Request/Response:

GET /camod/scripts/TipCode.js HTTP/1.1

cookie: switchmenu=; ncbi_s1d=396E1D4805B183E1_0122SID;
JSESSIONID=0FEDF06702F375EBFAD1FAD923D69C95

Accept: */*

Referer: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=C1l4EFAA220C9BA8D51CA6A6CI9581F28
Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: cancermodels-ga.nci.nih.gov

Connection: Keep-Alive

HTTP/1.0 200 OK

Content-Length: 9475

Date: Tue, 25 Sep 2012 15:06:00 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"9475-1347465206000"

Last-Modified: wed, 12 Sep 2012 15:53:26 GMT
Content-Type: text/javascript

Connection: close

<l--

DHTML tip message version 1.2 copyright Essam Gamal 2003
(http://migoicons.tripod.com, migoicons@hotmail.com)

A1l modifications are done in the style.js. Created on : 06/03/2003

?cript featured on SimplytheBest Scripts at http://simplythebest.net/scripts/)

var ua = navigator.userAgent
var ps = navigator.productSub

var dom = (document.getElementById)? 1:0
var ie4 = (document.all&&!dom)? 1:0

var ie5 = (document.all&&dom)? 1:0

var nn4 =

(navigator.appName.toLowercCase() == "netscape" && parseInt
(navigator.appversion) == 4)

var nn6 = (dom&&!ie5)? 1:0

var sNav = (nn4||nn6]||ie4]||ie5)? 1:0

var cssFilters = ((ua.indexOof("MSIE 5.5")>=0]||ua.indexof("MSIE 6")>=0)&&ua.indexof
("opera")<0)? 1:0

var Style=[],Text=
[1,count=0,sbw=0,move=0,hs=
, tbody

var HideTip = "eval(obj+sv+h1l+'; '+obj+s1+'=0; " '+obj+st+'=-800"')"

var doc_root = ((ie5&&ua.indexof("oOpera")<0]||ied)
&&document . compatMode=="cSS1Compat")? "document.documentElement":"document.body"
var PX = (nhn6)? "px" :""

var FiltersEnabled =

if(sNav) {
window.onresize = ReloadTip
document.onmousemove = MoveTip
if(nn4) document.captureevents(Event.MOUSEMOVE)

}

if(nn4||nn6) {
mx = "e.pageX"
my = "e.pageY"

,mx,my,scl,sct,ww,wh,obj,s1,st,ih,iw,v],hT,sv,evih,eviw

scl = "window.pagexoffset"
sct = "window.pageYOoffset"
if(nn4) {

obj = "document.TipLayer."

s1 = "left"

st = "top"

ih = "clip.height"

iw = "clip.width"

vl = ""show'"

hl = "'hide'"

sv = "visibility="
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else obj = "document.getElementById('TipLayer')."

}
if(ied||ie5) {
obj = "TipLayer."

mx = "event.x"
my = "event.y"
scl = "eval(doc_root).scrollLeft"
sct = "eval(doc_root).scrol1Top"
if(ie5) {
mx = mx+"+"+scl
; my = my+"+"+sct
}
1f(1e4||dom){
= "style.] eft
st = "style.top"
ih = "offsetHeight"
iw = "offsetwidth"
vl = "'visible'"
h1 = ""hidden'"

sv = "style.visibility="

1
if(ied||ie5]||ps>=20020823) {
ww = "eval(doc_root).clientwidth"

wh = "eval(doc_root).clientHeight"
else {

ww = "window.innerwidth"

wh = "window.innerHeight"

evlh = eval(wh)

evlw = eval(ww)

sbw=15

function applyCssFilter({
if(cssFilters&&FiltersEnabled) {

var dx = " progid:DXImageTransform.Microsoft."

TipLayer.style.filter = "revealTrans()"+dx+"Fade(Overlap=1.00
enabled=0)"+dx+"Inset(enabled=0)"+dx+"Iris(irisstyle=PLUS,motion=1in
enabled=0)"+dx+"Iris(irisstyle=PLUS,motion=out enabled=0)"+dx+"Iris
(irisstyle=DIAMOND,motion=in enabled=0)"+dx+"Iris(irisstyle=DIAMOND,motion=out
enabled=0)"+dx+"Iris(irisstyle=CROSS,motion=1in enabled=0)"+dx+"Iris
(irisstyle=CROSS,motion=out enabled=0)"+dx+"Iris(irisstyle=STAR,motion=1in
enabled=0)"+dx+"Iris(irisstyle=STAR,motion=out enabled=0)"+dx+"Radialwipe
(wipestyle=CLOCK enabled=0)"+dx+"Radialwipe(wipestyle=WEDGE
enabled=0)"+dx+"Radialwipe(wipestyle=RADIAL enabled=0)"+dx+"Pixelate
(Maxsquare=35,enabled=0)"+dx+"S1ide(s1lidestyle=HIDE,Bands=25 enabled=0)"+dx+"S1ide
(s1idestyle=PUSH,Bands=25 enabled=0)"+dx+"Slide(s1idestyle=SWAP,Bands=25
enabled=0)"+dx+"Spiral (Gridsizex=16,GridSizey=16 enabled=0)"+dx+"Stretch
(stretchstyle=HIDE enabled=0)"+dx+"Stretch(stretchstyle=PUSH enabled=0)"+dx+"Stretch
(stretchstyle=SPIN enabled=0)"+dx+"wheel(spokes=16 enabled=0)"+dx+"Gradientwipe
(Gradientsize=1.00,wipestyle=0,motion=forward enab1ed=0)"+dx+"Grad1entw1pe
(GradientSize=1.00,wipestyle=0,motion=reverse enabled=0)"+dx+"Gradientwipe
(GradientSize=1.00,wipestyle=1,motion=forward enabled= 0)"+dx+"Grad1entW1pe
(GradientSize=1.00,wipestyle=1,motion=reverse enabled=0)"+dx+"Zigzag
(Gridsizex=8, Gr1dS1zeY 8 enabled= =0)"+dx+"Alpha(enabled=0)"+dx+"Dropshadow
(Offx=3,0ffY=3,Positive:true,enab]ed=0)"+dx+"shadow
(stﬁfngth=3,direction=135,enab1ed=0)"

}

function stm(t,s) {
if(sNav) {
if(t.length<2||s.Tlength<25) {

var ErrorNotice = "DHTML TIP MESSAGE VERSION 1.2 ERROR NOTICE.\n"

if(t.length<2&&s.Tlength<25) alert(ErrorNotice+"It looks 1like you removed an
entry or more from the Style Array and Text Array of this tip.\nTheir should be 25
entries in every Style Array even though empty and 2 in every Text Array. You
defined only "+s.length+" entries in the Style Array and "+t.length+" entry in the
Text Array. This tip won't be viewed to avoid errors")

else if(t.length<2) alert(ErrorNotice+"It looks Tike you removed...
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Validation In Response:

o <=

DHTML tip message version 1.2 copyright Essam Gamal 2003
L/ mig ) , migoicons@hotmail.com)
AT1Tl modifications are done in the style.js. Created on : 06/03/2003
Script featured on Simplythe
Reasoning:

The response contains an e-mail address that may be private.

CWE ID:
359

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/camod/scripts/global.js
Total of 1 security issues in this URL

[1 of 1] Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/camod/scripts/global.js
CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=2037]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/scripts/global.js HTTP/1.1

cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID;
JSESSIONID=549626B2B4DCFE26533FCEF3D1269B9C

Accept: */*

Referer: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=C1l4EFAA220C9BA8D51CA6A6CI9581F28
Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Connection: Keep-Alive

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 7730

Date: Tue, 25 Sep 2012 14:56:49 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"7730-1347465206000"

Last-Modified: wed, 12 Sep 2012 15:53:26 GMT
content-Type: text/javascript

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

function toggleField(control, field)
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if( control.checked == false ) {
disableField(field);

else {
enableField(field);

}
function chkother(vocab, othervocab) {

if( vocab.value == 'Other' ) {
enableField(othervocab);

else {
disableField(othervocab);

}
function chkotherName() {

var name = document.forms[0].name;
var otherName = document.forms[0].otherName;

chkother(name, otherName);

function chkotherAdminRoute() {

var route = document.forms[0].administrativeRoute;
var otherRoute = document.forms[0].otherAdministrativeRoute;

chkother(route, otherRoute);

function chkotherAdminsite() {

var site = document.forms[0].administrativesite; )
var otherSite = document.forms[0].otherAdministrativesite;

chkother(site, othersite);

function chkothercondregimen() {

var regimen = document.forms[0].conditioningRegimen; )
var otherrRegimen = document.forms[0].otherConditioningRegimen;

chkother(regimen, otherrRegimen);

function chkothersourceType() {

var site = document.forms[0].sourceType;
var otherSite = document.forms[0].otherSourceType;

chkother(site, othersSite);

function chkothersource() {

var source = document.forms[0].source;
var otherSource = document.forms[0].otherSource;

chkother(source, otherSource);
function chkothermethod() {

var deliveryMethod = document.forms[0].deliveryMethod;
var otherbDeliveryMethod = document.forms[0].otherbeliveryMethod;
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chkother(deliveryMmethod, otherDeliveryMethod);

function chkotherLigand() {

var visualLigand = document.forms[0].visualLigand; ]
var othervisualLigand = document.forms[0].othervisualLigand;

chkother(visualLigand, othervisualLigand);

function chkotherbdiagnosis() {

var tumorClassification = document.forms[0].tumorClassification; )
var otherTumorClassification = document.forms[0].otherTumorClassification;

chkother(tumorclassification, otherTumorcClassification);

Eunction disableFieldunsized(field)

field.value = ;
field.disabled = true;
field.className = "formFieldunSizedDisabled";

}
function enableFieldunsized(field)

field.disabled = false;
field.className = "formFieldunSized";

function chkotherunsized(vocab, othervocab) {
if( vocab.value == 'Other' ) {
enableFieldunsized(othervocab);

else {
disableFieldunsized(othervocab);

}
function disableField(field)

field.value = ;
field.disabled = true;
field.className = "formFieldSizedDisabled";

function enableField(field)
Fjg}g:21222L§$e==f§}g$éFie1dsized";
function select(group)
for (var i=0; i < group.options.length; i++)
group.options[i].selected = true;
}
function unselect(group)
for (var i=0; i < group.options.length; i++)
group.options[i].selected = false;

}
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. sortItems(obj)

*

Sorts items in a select

* box.
et d e d :7‘:5“:5“::’:/
function sortItems(obj)
var temp_opts = new Array(Q);
var temp = new Object();
for (var i=0; i<obj.options.Tlength; i++)
temp_opts[i] = obj.options[i];

for (var x=0; x<temp_opts.length-1; x++)
for (var y=(x+1); y<temp_opts.length; y++)
{ if(temp_opts[x].text > temp_opts[y].text)

{ temp = temp_opts[x].text;
temp_opts[x].text = temp_opts[y].text;
temp_opts[y].text = temp;
temp = temp_opts[x].value;
temp_opts[x].value = temp_opts[y].value;
temp_opts[y].value = temp;

for (var i=0; i<obj.options.length; i++)
obj.options[i].value = temp_opts[i].value;
obj.options[i].text = temp_opts[i].text;

}
} // end function sortItems()
s

* transferItem(source, destination, sort)

* Transfers items from one select
* box to a different text box. with
* an optional sort flag.
function transferItem(source, destination, sort)
var 1 = 0;

DROROROOIOROIOROTORORONO

Validation In Response:
N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:
311

Vulnerable URL: https://cancermodels-ga.nci.nih.gov/camod/scripts/script.js
Total of 1 security issues in this URL
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[1 of 1] Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-qga.nci.nih.gov/camod/scripts/script.js
CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=2017]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/scripts/script.js HTTP/1.1

Cookie: switchmenu=; ncbi_sid=396E1D4805B183E1_0122SID;
JSESSIONID=549626B2B4DCFE26533FCEF3D1269B9C

Accept: */*

Referer: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=Cl4EFAA220C9BA8D51CA6A6C19581F28
Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Connection: Keep-Alive

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

content-Length: 3099

Date: Tue, 25 Sep 2012 14:56:48 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"3099-1347465206000"

Last-Modified: wed, 12 Sep 2012 15:53:26 GMT
content-Type: text/javascript

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

function changeMenustyle(obj, new_style) {
obj.className = new_style;

function showCursor(){
document.body.style.cursor="hand'

function hidecursor(){
document.body.style.cursor="default'

function confirmbelete(){
if (confirm('Are you sure you want to delete?')){
return true;
}elsef
return false;

}

function ChangeClass(menu, newClass) {
if (document.getElementById) {
document.getElementById(menu).className = newClass;
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}

var remote = null;
function rs(n,u,w,h) {

remote = window.open(u, n, 'width=" + w + ',height=" + h
+',resizable=yes,scrollbars=yes');

if (remote != null) {

if (remote.opener == null)
remote.opener = self;
window.name = 'placeComment';

remote.location.href =
remote.focus();

}

var persistmenu="yes" //"yes" or "no". Make sure each SPAN content contains an
incrementing ID starting at 1 (id="subl", id="sub2", etc)

var persisttype="sitewide" //enter "sitewide" for menu to persist across site,
"local" for this page only

if (document.getElementById){ //DynamicDrive.com change
document.write('<style type="text/css">\n")
document.write('.submasterdiv{display: none;}\n')
document.write('</style>\n")

function switchmenu(obj){
if(document.getElementById){
var el = document.getElementById(obj);
var ar = document.getElementById("masterdiv").getElementsByTagName
("span"); //DynamicDrive.com change
//Doesn't check and close other open spans

for (var i = 0; i < ar. 1ength J4++){
if (ar[i].style. d1sp1ay== b]ock") //DynamicDrive.com change
ar[i].style.display = "none

if(el.style.display != "block"){ //DynamicDrive.com change
el.style.display = "block";

}else{
el.style.display = "block";

}

function get_cookie(Name) {
var search = Name + "="
var returnvalue = "";
if (document.cookie. 1ength > 0) {
offset = document.cookie.indexof(search)
if (offset != -1) {
offset += search.length
end = document.cookie.indexof(";", offset);
if (end == -1) end = document.cookie.length;
returnva1ue=unescape(document.cookie.substring(offset, end))

}

return returnvalue;

function onloadfunction(){
if (persistmenu=="yes"){
var cookiename=(persisttype=="sitewide")? "switchmenu"
window. Tocation.pathname
var cookievalue=get_cookie(cookiename)
if (cookievalue!="")
document.getElementById(cookievalue).style.display="bTock"

}

function savemenustate(){
var inc=1, blockid=""
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if (document.getElementById("sub"+inc).style.display=="block"){
E1octid="sub"+inc
rea

inc++

var cookiename=(persisttype=="sitewide")? "switchmenu" :

window. Tocation.pathname
var cookievalue=(persisttype=="sitewide")? blockid+";path=/" : blockid
document.cookie=cookiename+"="+cookievalue

if (window.addEventListener)
window.addEventListener("Toad", onloadfunction, false)

else if (window.attachEvent)
window.attachEvent("onload", onloadfunction)

else if (document.getElementById)
window.onload=onloadfunction

if (persistmenu=="yes" && document.getElementById)
window.onunload=savemenustate

Validation In Response:

N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/index.html

Total of 1 security issues in this URL

1 of 1] Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/index.html
CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=29316]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:
GET /camod/webHelp/camMoD_oOnline_Help/index.html HTTP/1.1

cookie: switchmenu=; JSESSIONID=7D0D295415BF2BB3CE4D4B2897D299FC;
validuserkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID
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Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Referer: https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=Cl4EFAA220C9BA8D51CA6A6C19581F28

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 1071

Date: Tue, 25 Sep 2012 18:33:15 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"1071-1347465222000"

Last-Modified: wed, 12 Sep 2012 15:53:42 GMT
Content-Type: text/html

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0//EN" "http://www.w3.org/TR/REC-
htm140/strict.dtd">

<html>

<!-- Copyright (c) 2000-2006 Quadralay Corporation. All rights reserved. -->

<head> )
<meta http-equiv="content-type" content="text/html">
<meta http-equiv="charset" content="UTF-8">

<!-- MOTW-DISABLED saved from url=(0014)about:internet -->

<script_type="text/javascript" language="Javascriptl.2"
src="wwhelp/wwhimpl/common/private/title.js"></script>

<script type="text/javascript" Tlanguage="JavasScriptl.2">
<!l--
Eunction WwHHe TpFrame_LaunchHeTp()

var Parameters;
var Parts;

// Process URL parameters

Parameters = ;
}f (location.href.indexof ("?") != -1)

Parts = location.href.split("?");
Parameters = "?" + Parts[1l];

setTimeout("location.replace(\"wwhelp/wwhimp1/common/html1/switch.htm" +
Parameters + "\'");", 1);

b
// -T>
</script>
</head>

<body onLoad="wwHHelpFrame_LaunchHelp() ;">
</body>
</html>
Validation In Response:
N/A
Reasoning:
The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.
CWE ID:
311
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Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/htmi/blank.htm

Total of 1 security issues in this URL

[1 of 1] Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD _Online_Help/wwhelp/wwhimpl/comm
on/html/blank.htm

CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46339]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_0OnT11ine_Help/wwheTlp/wwhimpl/common/htm1/blank.htm HTTP/1.1
Cookie: switchmenu=; JSESSIONID=9E8500454DF268CCI95FAAGAES64CEALE;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Referer: https://cancermodels-
ga.nci.nih.gov/camod/webHelp/camoD_oOnline_Help/wwhelp/wwhimp1/common/html/wwhelp.htm
?context=caMOD_OnTine_Help&topic=login_page_help

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 435

Date: Tue, 25 Sep 2012 20:31:21 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"435-1347465200000"

Last-Modified: wed, 12 Sep 2012 15:53:20 GMT
Content-Type: text/html

<!DOCTYPE HTML PUBLIC "-//w3C//DTD HTML 4.0//EN" "http://www.w3.org/TR/REC-
htm140/strict.dtd">

<html>

<!-- Copyright (c) 2000-2006 Quadralay Corporation. ATl rights reserved. -->

<head> ]
<meta http-equiv="content-type" content="text/html">
<meta http-equiv="charset" content="UTF-8">

<!-- MOTW-DISABLED saved from url=(0014)about:internet -->

<title>blank.htm</title>
</head>

<body>

</body>
</html1>
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Validation In Response:
N/A
Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/html/content.ht
m

Total of 1 security issues in this URL

1 of 1] Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/comm
on/html/content.htm

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46494]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camob_online_Help/wwhelp/wwhimpl/common/html/content.htm HTTP/1.1
Cookie: switchmenu=; JSESSIONID=024E121B50B5CC1AF30794645308A833;
validuserkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Referer: https://cancermodels-
ga.nci.nih.gov/camod/webHelp/camoD_On1ine_Help/wwhelp/wwhimp1/js/htm1/wwhelp.htm
Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 1955

Date: Tue, 25 Sep 2012 20:39:22 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"1955-1347465200000"

Last-Modified: wed, 12 Sep 2012 15:53:20 GMT
Content-Type: text/html

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Frameset//EN" "http://www.w3.org/TR/REC-
hﬁm]%o/frameset.dtd”>
<html>
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<!-- Copyright (c) 2000-2006 Quadralay Corporation. All rights reserved. -->

<head> )
<meta http-equiv="content-type" content="text/html">
<meta http-equiv="charset" content="UTF-8">

<!-- MOTW-DISABLED saved from url=(0014)about:internet -->
<title>content.htm</titTe>

<scr1pt type="text/javascript" Tanguage="3JavaScriptl.2">
<l--
// set reference to top level help frame

var WwHFrame = eval("parent");

// Netscape Resize Fix

function WwHContentFrame_HandleResize()
if (WwHFrame.wwHBrowser.mBrowser == 1) // Shorthand for Netscape
{ WWHFrame .wwHHeTp.fReloadLocation("wwHDocumentFrame");

}}

function WwwHContentFrame_HandleKeyDown(Paramevent)

return WwHFrame.wwHHelp.fHandleKeyDown(Paramevent) ;

function wwHContentFrame_HandleKeyPress(Paramevent)

return WwHFrame.wwHHelp.fHandleKeyPress(Paramevent);

Eunction WwHContentFrame_HandleKeyUp (ParamEvent)
) return WwHFrame.wwHHelp.fHandleKeyup(Paramevent);
/] ==

</script>
</head>

<frameset rows="36,*" border="0" frameborder="0" framespacing="0"
onResize="wWwHContentFrame_HandleResize();" onKeyDown="wwHContentFrame_HandleKeyDown
((document.all||document.getElementById||document.layers)?event:null);"
onKeyPress="WwHContentFrame_HandleKeyPress
((document.a11||document.getE]ementByIdI|document.1ayers)?event:nu11);"
onKeyUp="wwHContentFrame_HandleKeyUp
((document. a11||document getE]ementByIdIIdocument Tayers)?event:null);">
<frame name="" src="pagenav.htm" scro111ng— >
<frame name="" src="blank.htm" scrolling=" auto >
<noframes>
<body>
<p>This page uses frames, but your browser doesn't support them.</p>
</body>
</noframes>
</frameset>
</html>

Validation In Response:
N/A
Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.
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CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/html/pagenav.ht
m

Total of 1 security issues in this URL

[1 of 1] Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD _Online_Help/wwhelp/wwhimpl/comm
on/html/pagenav.htm

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46318]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_0On11ine_Help/wwhelp/wwhimpl/common/htm1/pagenav.htm HTTP/1.1
Cookie: switchmenu=; JSESSIONID=9E8500454DF268CCI95FAAGAES564CEALE;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Referer: https://cancermodels-
ga.nci.nih.gov/camod/wWebHelp/camMmoD_oOnline_Help/wwhelp/wwhimp1/common/html/wwhelp.htm
?context=caMoOD_Online_Help&topic=login_page_help

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 2003

Date: Tue, 25 Sep 2012 20:31:20 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"2003-1347465200000"

Last-Modified: wed, 12 Sep 2012 15:53:20 GMT
Content-Type: text/html

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Frameset//EN" "http://www.w3.org/TR/REC-
htm140/frameset.dtd">

<html>

<!-- Copyright (c) 2000-2006 Quadralay Corporation. All rights reserved. -->

<head> ]
<meta http-equiv="content-type" content="text/html">
<meta http-equiv="charset" content="UTF-8">

<!-- MOTW-DISABLED saved from url=(0014)about:internet -->
<title>pagenav.htm</title>
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<script type="text/javascript" Tanguage="JavaScriptl.2">
<!l--
var WwHFrame = null;

// Set reference to top level help frame

if ((typeof(parent.wwHHelp) != "undefined") &&
(parent.wWwHHelp != null))

WwHFrame = eval("parent™);

else if ((typeof(parent.parent.wwHHelp) != "undefined") &&
(parent.parent.wWwHHelp != null))

WwHFrame = eval("parent.parent");

function WwwHPageNavFrame_HandleKeyDown(Paramevent)

return WwHFrame.wwHHelp.fHandleKeyDown(Paramevent) ;

function WwwHPageNavFrame_HandleKeyPress(Paramevent)

return WwHFrame.wwHHelp.fHandleKeyPress(Paramevent);

function WwwHPageNavFrame_HandleKeyUp(ParamEvent)
{
return WwHFrame.wwHHelp.fHandleKeyup(ParameEvent);
/] -

</script>
</head>

<frameset cols="87,%*,160" border="0" frameborder="0" framespacing="0"
onKeyDown="wwHPageNavFrame_Hand1eKeyDown
((document.all||document.getElementById||document.layers)?event:null);"
onKeyPress="wwHPageNavFrame_HandleKeyPress
((document.all||document.getElementById||document.layers)?event:null);"
onKeyUp="wwHPageNavFrame_HandleKeyUp
((document.all]|document.getElementById||document.layers)?event:null);">

<frame name="" src="blank.htm" scrolling="no">

<frame name="" src="blank.htm" scrolling="no">

<frame name="" src="blank.htm" scrolling="no">

<noframes>
<body>
<B>This page uses frames, but your browser doesn't support them.</p>
</body>
</noframes>
</frameset>
</html>

Validation In Response:

N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311
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Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/html/switch.htm

Total of 1 security issues in this URL

[1 of 1] Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD _Online_Help/wwhelp/wwhimpl/comm
on/html/switch.htm

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=38168]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_on11ine_Help/wwhelp/wwhimpl/common/htm1/switch.htm HTTP/1.1
Cookie: switchmenu=; JSESSIONID=3C9F50A125F1E53733D2653CF6C21DF1;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Referer: https://cancermodels-
ga.nci.nih.gov/camod/wWebHelp/camMmoD_oOnline_Help/index.htm]l

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 1476

Date: Tue, 25 Sep 2012 19:41:08 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"1476-1347465200000"

Last-Modified: wed, 12 Sep 2012 15:53:20 GMT
content-Type: text/html

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0//EN" "http://www.w3.org/TR/REC-
htm140/strict.dtd">

<html>

<!-- Copyright (c) 2000-2006 Quadralay Corporation. All rights reserved. -->

<head> )
<meta http-equiv="content-type" content="text/html">
<meta http-equiv="charset" content="UTF-8">

<!-- MOTW-DISABLED saved from url=(0014)about:internet -->
<title>switch.htm</title>

<script type="text/javascript" Tanguage="JavaScriptl.2"

src="../../common/private/title.js"></script>

<script type="text/javascript" language="JavaScriptl.2"
src="../private/options.js"></script>

<script type="text/javascript" language="JavaScriptl.2"
src="../private/locale.js"></script>
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<script type="text/javascript" language="Javascriptl.2"

src="../scripts/browser.js"></script>

<script type="text/javascript" Tanguage="JavaScriptl.2"
src="../scripts/strutils.js"></script>

<script type="text/javascript" language="JavaScriptl.2"
src="../scripts/switch.js"></script>

<script type="text/javascript" language="Javascriptl.2">
<!--
// Set reference to top Tevel help frame

var WwHFrame = eval("window.self");
window.name = "wWwHFrame";

// Create browser info object

var WwHBrowser = new WwHBrowser_Object();
// Create switch object

//

var WwHSwitch = new WwHSwitch_Object();

// -T>
</script>
</head>

<body onLoad="wwHSwitch.fExec(true, location.href);">
</body>

</html1>

Validation In Response:

N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/html/wwhelp.ht
m

Total of 1 security issues in this URL

1 of 1] _Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/comm
on/html/wwhelp.htm

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=45888]
The following changes were applied to the original request:
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» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camob_oOn1ine_Help/wwhelp/wwhimp1/common/html/wwhelp.htm?
context=camoD_oOnTine_Help&topic=login_page_help HTTP/1.1

Cookie: switchmenu=; JSESSIONID=38F5CE4EF79C7690EDF031E9A70DCDDS;
validuserkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Referer: https://cancermodels-
ga.nci.nih.gov/camod/wWebHelp/camMmoD_oOn1ine_Help/wwhelp/wwhimp1/common/html/switch.htm
?single=true&context=caMOD_Online_Help&topic=Ilogin_page_help

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 4096

Date: Tue, 25 Sep 2012 20:24:25 GMT

X-Powered-By: Serv1et 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: byte

ETag: W/"4096- 1347465200000"

Last-Modified: wed, 12 Sep 2012 15:53:20 GMT
content-Type: text/htm]

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Frameset//EN" |'h1:tp://WWW.W3.Or‘g/TR/REC—
htm140/frameset.dtd">

<html>

<!-- Copyright (c) 2000-2006 Quadralay Corporation. ATl rights reserved. -->

<head> ]
<meta http-equiv="content-type" content="text/html">
<meta http-equiv="charset" content="UTF-8">

<!-- MOTW-DISABLED saved from url=(0014)about:internet -->

<script type="text/javascript" language="JavaScriptl.2"
src="../private/title.js"></script>

<script type="text/javascript" language="Javascriptl.2"
src="../private/popupf.js"></script>
<script type="text/javascript" language="Javascriptl.2"

src="../private/options.js"></script>

<script type="text/javascr1pt" Tanguage="3JavaScriptl.2"
src=' /pr1vate/1oca1e js"></script>

<scr1pt type=' text/Javascr1pt" language="3JavasScriptl.2"
src=' /scr1pts/browser js'></script>

<scr1pt type=' text/]avascr1pt" Tanguage="JavaScriptl.2"
src=' /scr1pts/popup js"></script>

<scr1pt type=' text/3avascr1pt" Tanguage="Javascriptl.2"
src=' /scr1pts/f11e11st js' ></scr1pt>

<scr1pt type=' text/3avascr1pt Tanguage="3JavaScriptl.2"
src=' /scr1pts/book11st js' ></scr1pt>

<scr1pt type=' text/Javascr1pt Tanguage="3JavaScriptl.2"
src=' /scr1pts/bookgrps js"></script>

<scr1pt type=' text/Javascript" Tanguage="JavaScriptl.2"
src=' /scr1pts/he1p js ></scr1pt>

<scr1pt type=' text/]avascr1pt Tanguage="JavaScriptl.2"
src="../scripts/controls.js"></script>

<script type="text/javascr1pt" Tanguage="3JavaScriptl.2"
src=' /scr1pts/re1ated js ></scr1pt>

<scr1pt type=' text/3avascr1pt Tanguage="3JavasScriptl.2"
src=' /scr1pts/strut11s js"></script>

<scr1pt type="text/javascript" Tanguage="JavaScriptl.2"
src="../scripts/switch.js"></script>

<script type="text/javascript" language="JavaScriptl.2"
src="../scripts/handler.js"></script>

<script type="text/javascript" Tlanguage="JavasScriptl.2">
<!--
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// Set reference to top Tlevel help frame

var WwHFrame = eval("window.self");
window.name = "WwWHFrame";

// Create browser info object

var WwHBrowser = new WwWHBrowser_Object();

// Create switch object

var WwHSwitch = new WwHSwitch_object();

// Create new help object

var WwHHelp = new WwHHelp_Object(location.href);
// Create controls object

var WwHControls = new WwHControls_Object();

// Create related topics object

Cér WwHRelatedTopics = new WwHRelatedTopics_Object();
// Create alinks object

cgr WWHALinks = new WwWHALinks_object(Q);

// Create new handler object

var WwHHandler = new WwHHandler_Object();

// Netscape Resize Fix

function WwwHContentFrame_HandleResize()
if (WwHFrame.wwHBrowser.mBrowser == 1) // Shorthand for Netscape
{ WWHFrame .wwHHeTp.fReloadLocation("wwHDocumentFrame") ;

) }

function WwwHContentFrame_HandleKeyDown(Paramevent)

return WwHFrame.wwHHelp.fHandleKeyDown(Paramevent) ;

function wwHContentFrame_HandleKeyPress(Paramevent)

return WwHFrame.wwHHelp.fHandleKeyPress(Paramevent);

Eunction WwHContentFrame_HandleKeyUp (Paramevent)
return WwHFrame.wwHHelp.fHandleKeyUp(ParameEvent) ;
1
/] -=>

</script>
</head>

<frameset rows="36,*" border="0" frameborder="0" framespacing="0"
onLoad="wwHHeTp.fInitStage(0);" onResize="wwHContentFrame_HandleResize();"
onKeyDown="WwHContentFrame_Hand1eKeyDown
((document.all||document.getElementById||document.layers)?event:null);"
onkeyPress="wwHContentFrame_HandleKeyPress
((document.all||document.getElementById||document.layers)?event:null);"
onKeyUp="wwHContentFrame_HandleKeyUp
((document.all| |document.getElementById||document.layers)?event:null);">
<frame name="" src="pagenav.htm" scro11ing="no">
<frame name="" src="blank.htm" scrolling="auto">
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<noframes>
<body>
<p>This page uses frames, but your browser doesn't support them.</p>
</body>
</noframes>
</fr...

Validation In Response:

N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/private/locale.js

Total of 1 security issues in this URL

[1 of 1] Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/comm
on/private/locale.js

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=38206]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET ;camod/WebHe1p/caMOD_On11ne_He1p/wwhe1p/wwhimp1/common/private/1oca1e.js
HTTP/1.1

Cookie: switchmenu=; JSESSIONID=3C9F50A125F1E53733D2653CF6C21DF1;
validuserkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 25678

Date: Tue, 25 Sep 2012 19:41:09 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"25678-1347465170000"

Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
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Content-Type: text/javascript

;; Copyright (c) 2001-2003 Quadralay Corporation. All rights reserved.

function wwHCommonMessages_Object()
;; Set default messages
WwHCommonMessages_Set_en(this);

this.fSetByLocale = wwHCommonMessages_SetByLocale;
}

function WwwHCommonMessages_SetByLocale(ParamLocale)

var LocaleFunction = null;

// Match locale

//
if ((ParamLocale.length > 1) &&
(eval("typeof (WwHCommonMessages_Set_

+ ParamLocale + ")") == "function™))
LocaleFunction = eval("wwHCommonMessages_Set_" + ParamLocale);
else if ((ParamLocale.length > 1) &&

(eval ("typeof (WwHCommonMessages_Set_
")") == "function™))

+ ParamLocale.substring(0, 2) +
LocaleFunction = eval("wwHCommonMessages_Set_" + ParamLocale.substring(0, 2));

// Default already set, only override if locale found
if (LocaleFunction != null)
LocaleFunction(this);
}}
function WwwHCommonMessages_Set_de(ParamMessages)
// Icon Labels

ParamMessages.mShowNavigationIconLabel
ParamMessages.mSyncIconLabel

Navigation anzeigen
"Im Inhalt anzeigen'

ParamMessages.mBookmarkIconLabel "Lesezeichen",
ParamMessages.mBookmarkLinkMessage "Klicken Sie mit der rechten Maustaste

auf die verkn\uOOfcpfung, und f\uOOfcgen S1e s1e Ihren Lesezeichen hinzu.";
ParamMessages.mPDFIconLabel "PDF";

ParamMessages.mPrevIconLabel = "Zur\uOOfcck"'
ParamMessages.mNextIconLabel = "Weiter";
ParamMessages.mRelatedTopicsIconLabel = "Verwandte Themen";
ParamMessages.memailIconLabel = "E-Mail";
ParamMessages.mPrintIconLabel = "Drucken"

;; ALinks support
ParamMessages.mSeeAlsoLabel = "Siehe auch";

// Browser support messages

ParamMessages.museAccessibleHTML "Brauchen Sie Unterst\u0Ofctzung f\uOOfcr
zugreifbare HTML?";

ParamMessages.mBrowserNotSupported = "Ihr webbrowser unterst\u00fctzt die zum
ordnungsgem\u00e4\u00dfen Anzeigen\\ndieser Seite erforderlichen Funktionen nicht.
Folgende Browser werden unterst\u0Ofctzt:\\n\\n IE4 und h\u0O0f6her f\uOOfcr windows
und UNIX\\n IE5 und h\uOOf6her f\u0Ofcr Mac\\n Netscape 6.1 und h\uOOf6her f\uOOfcr
windows, Mac und UNIX\\n Netscape 4.x f\uOOfcr windows, Mac und UNIX";

// Accessibility messages
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//

ParamMessages.mAccessibilityListSeparator

ParamMessages.mAccessibilityDocumentFrameName

ParamMessages.mAccessibilityDisabledNavigationButton
Schaltf1\u0OOe4che %s";

ParamMessages.mAccessibilityPopupClickThrough = "Klicken Sie hier, um zum
Quelldokument zu gelangen.";

"Dokument";
"Deaktivierte

function WwwHCommonMessages_Set_en(ParamMessages)
// Icon Labels
//

ParamMessages.mshowNavigationIconLabel

"Show Navigation";
ParamMessages.mSyncIconLabel

"Show in Contents";

ParamMessages.mPrevIconLabel = "Previous";
ParamMessages.mNextIconLabel = "Next";
ParamMessages.mRelatedTopicsIconLabel = "Related Topics";
ParamMessages.memailIconLabel = "E-mail";
ParamMessages.mPrintIconLabel = "Print";
ParamMessages.mBookmarkIconLabel = "Bookmark";

ParamMessages.mBookmarkLinkMessage "Right—c]iék Tink and add it to your
bookmarks.";

ParamMessages.mPDFIconLabel "PDF";

;; ALinks support
ParamMessages.mSeeAlsoLabel = "See Also";
// Browser support messages

ParamMessages.museAccessibleHTML "Do you require accessible HTML support?";

ParamMessages.mBrowserNotSupported = "Your web browser does not support the
necessary features\\nrequired to view this page properly. Supported browsers
are:\\n\\n IE4 and later on windows and UNIX\\n IE5 and Tater on Mac\\n Netscape
6.1 and Tater on windows, Mac, and UNIX\\n Netscape 4.x on Windows, Mac, and UNIX";

// Accessibility messages

"6qéument";

"Disabled button %s";
"Click here to go to the

ParamMessages.mAccessibilityListSeparator
ParamMessages.mAccessibilityDocumentFrameName
ParamMessages.mAccessibilityDisabledNavigationButton
ParamMessages.mAccessibilityPopupClickThrough

source document.";

function WwHCommonMessag. ..

Validation In Response:

N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/private/options.j
s

Total of 1 security issues in this URL
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[1 of 1] Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/comm
on/private/options.js

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=38196]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET ;camod/WebHe1p/caMOD_on1ine_He1p/wwhe1p/wwhimp]/common/private/options.js
HTTP/1.1

cookie: switchmenu=; JSESSIONID=3CI9F50A125F1E53733D2653CF6C21DF1;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

content-Length: 2365

Date: Tue, 25 Sep 2012 19:41:09 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"2365-1347465170000"

Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
content-Type: text/javascript

X-Pad: avoid browser bug

;; Copyright (c) 2001-2003 Quadralay Corporation. All rights reserved.

function wwHCommonSettings_Object()
{

this.mTitle = "caMoD Online Help";

this.mbCookies = true;
this.mCookiesbaysToExpire = 30;
this.mCookiesID = "1512729CDF44BC8";
this.mAccessible = "false";
this.mbSyncContentsEnabled = true;
this.mbPrevEnabled = false;
this.mbNextEnabled = false;
this.mbRelatedTopicsEnabled = true;
this.mbEmailEnabled = false;
this.mbPrintEnabled = true;
this.mbBookmarkEnabled = false;
this.mbPDFEnabled = false;

this.mEmailAddress = ;

this.mRelatedTopics

new WwHCommonSettings_RelatedTopics_Object();
this.mALinks

new WwHCommonSettings_ALinks_Object();
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this.mPopup = new WwHCommonSettings_Popup_Object();

this.mbHiEh1iﬁhtingEnab1ed = true;
this.mHighlightingForegroundColor = "#FFFFFF";
this.mHighlightingBackgroundColor = "#333399";

}
function WwwHCommonSettings_RelatedTopics_Object()

this.mwidth = 250;

this.mTitleFontStyle
font-size: 10pt";

this.mTitleForegroundColor = "#FFFFFF";

this.mTitleBackgroundColor = "#999999";

"font-family: verdana, Arial, Helvetica, sans-serif ;

this.mFontStyle = "font-family: verdana, Arial, Helvetica, sans-serif ; font
-size: 8pt";

this.mForegroundColor = "#003399";

this.mBackgroundColor = "#FFFFFF";

this.mBordercColor = "#666666";

this.mbInTineEnabled = true;

this.mInlineFontStyle = "font-family: verdana, Arial, Helvetica, sans-serif ; font
-size: 10pt";

this.mInlineForegroundColor = "#003366";

function WwwHCommonSettings_ALinks_Object()

this.mbshowBook = false;

this.mwidth 250;
this.mIndent 17;

this.mTitleFontStyle
font-size: 10pt";

this.mTitleForegroundColor = "#FFFFFF";

this.mTitleBackgroundColor = "#999999";

"font-family: verdana, Arial, Helvetica, sans-serif ;

this.mFontStyle = "font-family: verdana, Arial, Helvetica, sans-serif ; font
-size: 8pt";

this.mForegroundColor = "#003399";

this.mBackgroundColor = "#FFFFFF";

this.mBordercolor = "#666666";

function WwwHCommonSettings_Popup_Object()
this.mwidth = 200;

"#FFFFCC";
"#999999";

this.mBackgroundcColor
this.mBordercolor

Validation In Response:
N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:
311
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Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/private/popupf.j
s

Total of 1 security issues in this URL

[1 of 1] Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/comm
on/private/popupf.js

CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=45907]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET fcamod/WebHe1p/caMOD_On1ine_He1p/wwhe1p/wwhimp]/common/private/popupf.js
HTTP/1.1

cookie: switchmenu=; JSESSIONID=38F5CE4EF79C7690EDFO31E9A70DCDDS;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

content-Length: 1835

Date: Tue, 25 Sep 2012 20:24:25 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"1835-1347465170000"

Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
content-Type: text/javascript

X-Pad: avoid browser bug

;; Copyright (c) 2000-2005 Quadralay Corporation. All rights reserved.

function WwwHPopupFormat_Translate(ParamText)

return ParamText;

function WwwHPopupFormat_Format(Paramwidth,
ParamTextID,
ParamText)

WWHFrame ..WwHHelp.mSettings.mPopup.mBackgroundColor;
var Bordercolor WWHFrame .WwHHelp.mSettings.mPopup.mBordercolor;
var ImageDir WWHFrame .WwHHeTp.mHeTpURLPrefix +
"wwhelp/wwhimp1/common/images";

var FormattedText
var BackgroundcColor
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var ReqgSpacerlwzh

height=\"2\">";

var ReqSEaEer2w1h

height=\"1\">

= "<img src=\"" + ImageDir + "/spclw2h.gif\" width=\"1\"
"<img src=\"" + ImageDir + "/spc2wlh.gif\" width=\"2\"

var Sty1eAttribute;

// Set style attribute to insure small image height

StyleAttribute =

style=\"font-size: 1px; line-height: 1px;\

FormattedText += "<table width=\"4\" border=\"0\" ce11spac1ng \"O\"
cellpadding=\"0\" bgcolor= \"" + Backgroundcolor + "\">";

FormattedText +=
FormattedText +=
bgcoTor=\""
FormattedText +=

FormattedText +=
FormattedText +=
"</td>";
FormattedText +=
"</td>";
FormattedText +=
"</td>";
FormattedText +=

FormattedText +=
FormattedText +=
bgcolor=\""
FormattedText +=
FormattedText +=

<tr>"
<td" + StyleAttribute + " height=\"2\" colspan=\"3\"

+ Bordercolor + "\">" + ReqSpacerlw2h + "</td>";

</tr>";

<tr>";
<td bgcolor=\

+ Bordercolor + >" + ReqSpacer2wlh +

<td width=\"100%\" id=\"" + ParamTextID + "\">" + ParamText +

<td bgcolor=\"" + Bordercolor + "\">" + ReqSpacer2wlh +

</tr>";

<tr>";
<td" + StyleAttribute + " height:\"Z\" colspan=\"3\"

+ Bordercolor + >" + ReqgSpacerlw2h + "</td>";

</tr>";

"</table>";

return FormattedText;

Validation In Response:

N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/privatel/title.js

Total of 1 security issues in this URL
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1 of 1] _Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/comm
on/privateltitle.js

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=29326]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_0On11ine_Help/wwhelp/wwhimpl/common/private/title.js HTTP/1.1
Cookie: switchmenu=; JSESSIONID=7D0D295415BF2BB3CE4D4B2897D299FC;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 134

Date: Tue, 25 Sep 2012 18:33:15 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"134-1347465170000"

Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
content-Type: text/javascript

;; Copyright (c) 2001-2003 Quadralay Corporation. All rights reserved.

document.writeln("<title>caMOD Online Help</title>");

Validation In Response:

N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/scripts/bookgrp
s.js

Total of 1 security issues in this URL
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[1 of 1] Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/comm
on/scripts/bookgrps.js

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=45974]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET ;camod/WebHe1p/caMOD_0n1ine_He1p/wwhe1p/wwhimp]/common/scripts/bookgrps.js
HTTP/1.1

Cookie: switchmenu=; JSESSIONID=943729E066463E79E1B7E86CI5F4F58F;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 5373

Date: Tue, 25 Sep 2012 20:24:27 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"5373-1347465170000"

Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
content-Type: text/javascript

X-Pad: avoid browser bug

;; Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.

function wwHBookGroups_oObject()
{

this.mbShowBooks
this.mbExpandAl1AtTop
this.mcChildren

false;
false;
new Array(Q;

this.fAddGrouping

WWHBookGroups_AddGrouping;
this.fAddDirectory

WwHBookGroups_AddD1irectory;

}

function WwHBookGroups_AddGrouping(ParamTitle,
bParamexpand,
ParamIcon,
ParamopenIcon)

{

var bExpandBookGrouping;
var BookGrouping;
// Set mbExpand to true if top entries are to be expanded

bExpandBookGrouping = false;
if ((typeof(bParamexpand) != "undefined") &&
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(bParamexpand != null) &&
(bParamexpand == true))

bExpandBookGrouping = true;
else
if (this.mbExpandAl1AtTop)
bExpandBookGrouping = true;

}

BookGrouping = new wWwHBookGroups_Group_Object(ParamTitle, bExpandBookGrouping,
ParamIcon, ParamOpenIcon);

;? Add to children 1ist
this.mchildren[this.mChildren.length] = BookGrouping;

return BookGrouping;

3

function wwHBookGroups_AddDirectory(Parambirectory,
bParamshow,
bParameExpand,
ParamIcon,

. ParamopenIcon)

var bExpandBookDirectory;
var BookDirectory;
// Set mbExpand to true if top entries are to be expanded
bExpandBookDirectory = false;
if ((typeof(bParamexpand) != "undefined") &&
(bParamexpand != null) &&
(bParamexpand == true))
bExpandBookDirectory = true;
else
if (this.mbExpandAl1AtTop)
bExpandBookDirectory = true;

}

BookDirectory = new WwHBookGroups_Directory_Object(ParamDirectory, bParamShow,
bExpandBookDirectory, ParamIcon, ParamOpenIcon);

// Set mbShow to default values if not defined

//
if ((typeof(bParamshow) == "undefined") ||
(bParamshow == null))

BookDirectory.mbShow = this.mbShowBooks;

// Add to children 1ist

this.mchildren[this.mcChildren.length] = BookDirectory;

}

function WwwHBookGroups_Group_Object(ParamTitle,
bParamexpand,
ParamIcon,
ParamopenIcon)

this.mbGrouping = true;
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this.mTitle
this.mbExpand
this.mchildren

ParamTitle;
false;
new Array(Q);

this.fAddGrouping = wWwHBookGroups_Group_AddGrouping;
this.fAddDirectory = wwHBookGroups_Group_AddDirectory;

// Set mbExpand if override defined

if ((typeof(bParamexpand) != "undefined") &&
(bParamexpand != null))

if (bParamexpand == true)

this.mbExpand = true;

}
}
// Set mIcon if defined
}f (typeof(Paramicon) != "undefined")
} this.mIcon = ParamIcon;
;; Set mopenIcon if defined
if (typeof(ParamopeniIcon) != "undefined")
{
this.mOpenIcon = ParamOpenIcon;
}
}
function WwwHBookGroups_Group_AddGrouping(ParamTitle,
bParamexpand,
ParamIcon,
ParamopenIcon)

var BookGrouping;

BookGrouping = new WwWHBookGroups_Group_Object(ParamTitle, bParamexpand, ParamIcon,
ParamoOpenIcon); ) ) )
this.mchildren[this.mChildren.length] = BookGrouping;

return BookGrouping;

function WwwHBookGroups_Group_AddDirectory(Parambdirectory,
bParamShow,
bParamexpand,
ParamIcon,
ParamopenIcon)

var BookDirectory;

BookDirectory = new WwHBookGroups_Directory_Object(ParamDirectory, bParamShow,
bParamExpand, ParamIcon, ParamOpenIcon); )
this.mchildren[this.mChildren.length] = BookDirectory;

function WwwHBookGroups_Directory_Object(ParamDirectory,
bParamsShow,

Validation In Response:
N/A
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Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/scripts/booklist.j
s

Total of 1 security issues in this URL

1 of 1] _Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD _Online_Help/wwhelp/wwhimpl/comm
on/scripts/booklist.js

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=45946]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET ;camod/WebHe1p/caMOD_On1ine_He1p/wwhe1p/wwhimp]/common/scripts/book]ist.js
HTTP/1.1

cookie: switchmenu=; JSESSIONID=38F5CE4EF79C7690EDFO31E9A70DCDDS;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 9365

Date: Tue, 25 Sep 2012 20:24:26 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"9365-1347465170000"

Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
content-Type: text/javascript

X-Pad: avoid browser bug

;; Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.

function wwHBook_Object(ParamDirectory)

// Set values from callbacks
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this.mbirectory = null;
this.mTitle = null;
this.mContext = null;

this.mFiles new WWHFileList_object();
// Fix up directory
{é (Parambirectory == ".")
this.mbirectory = "";
else

this.mbirectory = ParamDirectory + "/";

this.fInit = wWwHBook_Init;

}
function WwwHBook_Init(ParamTitle,
ParamContext,
ParamFilesFunction,
. ParamALinksFunction)
this.mTitle = ParamTitle;
this.mContext = ParamContext;

;? Load files
ParamFilesFunction(this.mFiles);
// Load alinks

//

) ParamALinksFunction(WwHFrame.WwWHAL1inks) ;

Eunction WWHBookList_Object()
0;

new Array(Q);
new Object();

this.mInitIndex
this.mBookList
this.mBookContextToIndex

this.fInit_AddBookDir
this.fInit_BookData_Script
this.fInit_AddBook
this.fInit_IncrementIndex
this.fGetBook
this.fGetBookTitle
this.fHREFTOFileIndex
this.fHREFToTitle
this.fBookIndexFileIndexToTitle
this.fGetBookIndexFileHREF
this.fBookFileIndiciesToHREF
this.fHREFToBookIndexFileIndexAnchor
this.fGetSyncPrevNext
this.fGetContextIndex

} this. fGetContextBook

function WwHBookL1ist_Init_AddBookDir(ParamBookDir)

WwHBookL1ist_Init_AddBookDir;
WwHBookList_Init_BookData_Script;
WwHBookL1ist_Init_AddBook;
WwHBookList_Init_IncrementIndex;
WwHBooKkL1st_GetBook;
WwHBookL1ist_GetBookTitle;
WwHBookL1st_HREFToFileIndex;
WwHBookL1ist_HREFToTitle;
WwHBookL1st_BookIndexFileIndexToTitle;
WwHBooKL i st_GetBookIndexFileHREF;
WwHBooKkL11st_BookFileIndiciesToHREF;
WwHBookL1st_HREFToBookIndexFileIndexAnchor;
WWHBookL1ist_GetSyncPrevNext;
WwHBooKL1ist_GetContextIndex;
WwHBooKList_GetContextBook;

this.mBookList[this.mBookList.length] = new wWwHBook_Object(ParamBookDir);

function wwHBookList_Init_BookData_Script()
{

var Scripts = new WwHStringBuffer_object();
var VvarParameters;
var MaxIndex = 0;
var Index = 0;
var BookDirectory;
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;; workaround Safari reload bug

varparameters = ""; ]
if (WwHFrame.wwHBrowser.mBrowser == 5) // Shorthhand for Safari
varParameters = "?" + (new Date() * 1);

this.mInitIndex = 0;
for (MaxIndex = this.mBookList.Tlength, Index = 0 ; Index < MaxIndex ; Index++)

BookDirectory = WwHFrame.wwHHelp.mHelpURLPrefix + )
WWHFrame .WwHBrowser . fRestoreEscapedSpaces(this.mBookList[Index].mDirectory);

Scripts.fAppend("<script type=\"text/javascript\" Tanguage=\"Javascriptl.2\"
src=\"" + BookDirectory + "wwhdata/common/title.js" + varParameters +
"\'"></script>\n");

Scripts.prpend("<script type=\"text/javascript\" language=\"JavaScriptl.2\"
src=\"" + BookDirectory + "wwhdata/common/context.js" + varParameters +
"\'"></script>\n");

Scripts.fAppend("<script type=\"text/javascript\" Tanguage=\"Javascriptl.2\"
src=\"" + BookDirectory + "wwhdata/common/files.js" + varParameters +
"\'"></script>\n");

Scripts.fAppend("<script type=\"text/javascript\" Tanguage=\"Javascriptl.2\"
src=\"" + BookDirectory + "wwhdata/common/alinks.js" + varParameters +
"\"></script>\n");

Scripts.fAppend("<script type=\"text/javascript\" language=\"JavaScriptl.2\"
src=\"" + WwWHFrame.wwHHelp.mHelpURLPrefix +
"w¥he1p/wwhimp1/common/scripts/bk11stls.js" + VarParameters + "\"></script>\n");

return Scripts.fGetBuffer();

function WwHBookList_Init_AddBook(ParamTitle,
pParamContext,
ParamFilesFunction,
ParamALinksFunction)

// Update book information

this.mBookList[this.mInitIndex].fInit(ParamTitle, ParamContext,
ParamFilesFunction,
ParamALinksFunction);
this.mBookcC. ..

Validation In Response:

N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/scripts/browser.j
s

Total of 1 security issues in this URL
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[1 of 1] Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/comm
on/scripts/browser.js

CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=38225]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET ;camod/WebHe1p/caMOD_on1ine_He1p/wwhe1p/wwhimp]/common/scripts/browser.js
HTTP/1.1

cookie: switchmenu=; JSESSIONID=3CI9F50A125F1E53733D2653CF6C21DF1;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

content-Length: 14965

Date: Tue, 25 Sep 2012 19:41:10 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"14965- 1347465170000"

Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
content-Type: text/javascript

;? Copyright (c) 2000-2005 Quadralay Corporation. All rights reserved.
function wwHBrowserutilities_searchrReplace(ParamString,
ParamSearchstring,
ParamrReplaceString)
var ResultString;
var 1Index;
ResultString = ParamString;

if ((Paramsearchstring.length > 0) &&
(Resultstring.length > 0))

Index = 0;
while ((Index = ResultString.indexof(Paramsearchstring, Index)) != -1)

ResultString = ResultString.substring(0, Index) + ParamReplaceString +
ResultString.substring(Index + ParamSearchString.length, ResultString.length);
Index += ParamReplaceString.length;
3
}

return ResultString;
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function wwHBrowserutilities_EscapeURLForJavascriptAnchor(ParamuRL)

var EscapedURL = ParamuURL;

// Escape problematic characters
"<

>
//
EscapedURL = WwHBrowserutilities_SearchReplace(EscapedURL,
EscapedURL = WwHBrowseruUtilities_SearchReplace(EscapedURL,
EscapedURL = WwHBrowseruUtilities_SearchReplace(EscapedURL,
EscapedURL = WwHBrowserutilities_SearchReplace(EscapedURL,
EscapedURL = WwHBrowseruUtilities_SearchReplace(EscapedURL,

return EscapedURL;

}
Eunction WwWHBrowser_object()

this.mLocale = "en";
this.mPlatform = 0; //
this.mBrowser = 0; //
this.mCookiePath ="/";
this.mbCookiesEnabled = null;
this.mbSupportsFocus = false;
this.mbSupportsPopups = true;
this.mbSupportsIFrames = false;
this.mbSupportsFrameRenaming = true;
this.mbwindowIE40 = false; //
this.mbMacIE45 = false; //
this.mbMacIES0 = false; //
this.mbUnescapeHREFs = true; //
this.mbwindowsIE60 = false; //
this.mbunsupported = false;

this.fInitialize
this.fNormalizeURL
this.fRestoreEscapedSpaces
this.fSetLocation
this.fReplaceLocation
this.fReloadLocation
this.fsetCookiePath
this.fcookiesEnabled
this.fSetCookie
this.fGetCookie
this.fDeleteCookie
this.fFocus

;/ Initialize object

/
; this.fInitialize(Q;

function wwHBrowser_Initialize()
var Agent; ]
var Majorversion = 0;

var Versijonstring;
var Version = 0.0;

// Reset Tocale to correct language value

//
if ((typeof(navigator.language) != "undefi

(navigator.Tlanguage != null))
} this.mLocale = navigator.language;
else if ((typeof(navigator.userLanguage) !

{

(navigator.userLanguage != null))
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"\\",

o
’

Shorthand for unknown
Shorthand for unknown

Needed for
Needed for
Needed for
Needed for
Needed for

WWHBrowser_Initialize;
WwHBrowser_NormalizeURL;
WWHBrowser_RestoreEscapedSpaces;
WWHBrowser_SetlLocation;
WwWHBrowser_ReplaceLocation;
WwWHBrowser_ReloadLocation;
WwHBrowser_SetCookiePath;
WwHBrowser_cookiesEnabled;
WWHBrowser_SetCookie;
WwHBrowser_GetCookie;
WwWHBrowser_DeleteCookie;
WWHBrowser_Focus;

ned") &&

special
special
special
special
special

= "undefined") &&

case
case
case
case
case

SN\
"\\u0022");

nmrn s ll\\u0027") ;
mer’ M\\u003c")
» "\\u003e");

handling
handling
handling
handling
handling
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this.mLocale = navigator.userLanguage;

// Convert everything to lowercase

this.mLocale = this.mLocale.toLowercCase();

// Replace '-'s with '_'s

{éis.mLoca1e = WWHBrowserutilities_SearchReplace(this.mLocale, "-", "_");
// Get browser info

Agent = navigator.userAgent.toLowercCase();

// Determine platform

if ((Agent.indexof("win") != -1) |
(Agent.indexof("16bit") != -1))

this.mPlatform = 1; // Shorthand for windows
else if (Agent.indexof("mac") != -1)

this.mPlatform = 2; // Shorthand for Macintosh

// Determine browser

//

if ((Agent.indexof("mozilla") != -1) &&
(Agent.indexof("spoofer") == -1) &&
(Agent.indexof("compatible™) == -1))

Majorversion = parseInt(navigator.appversion)

if (Majorversion >= 5)

this.mBr. ..
Validation In Response:
N/A
Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/scripts/controls.
js

Total of 1 security issues in this URL
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[1 of 1] Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/comm
on/scripts/controls.js

CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46108]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET ;camod/WebHe1p/caMOD_0n1ine_He1p/wwhe1p/wwhimp]/common/scripts/contro1s.js
HTTP/1.1

cookie: switchmenu=; JSESSIONID=AB79ABB7719ED3384C2604776B3F0D90;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 28291

Date: Tue, 25 Sep 2012 20:31:14 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"28291- 1347465170000"

Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
content-Type: text/javascript

;? Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.

function WwHControlEntry_oObject(ParamControlName,
bParamenabled,
bParamStatus,
ParamLabel,
ParamIconEnabled,
ParamIconDisabled,
ParamAnchorMethod,
ParamFrameName)

this.mControlName ParamControlName;

this.mbEnabTled bParameEnabled;
this.mbStatus bParamStatus;
this.mLabel ParamLabel;

ParamIconEnabled;
ParamIconDisabled;
ParamAnchorMethod;
ParamFrameName;

this.mIconEnabled
this.mIconDisabled
this.mAnchormethod
this.mFrameName

this.fSetStatus
this.fGetIconURL
this.fGetHTML
this.fGetLabel

; this.fupdateIcon
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Eunction WwHControlEntry_SetStatus(bParamstatus)
if (this.mbEnabled)
this.mbStatus = bParamStatus;
else
this.mbStatus = false;
}
}
function wwHControlEntry_GetIconURL()

nn

var varIconURL = H

}f (this.mbEnabled)
;? Create absolute path to icon

varIconURL += WWHFrame.wWHHelp.mHelpURLPrefix;
varIconURL += "wwhelp/wwhimpl/common/images/";

// Determine which icon to return
{4 (this.mbstatus)
¢ varIconURL += this.mIconEnabled;
else

varIconURL += this.mIconDisabled;

}

return varIconURL;

function WwwHControlEntry_GetHTML()
{

var VvarHTML = "";
var VarLabel;

}f (this.mbEnabled)
// Set Tabel
//

varLabel = this.mLabel;
if (WwHFrame.wwHHelp.mbAccessible)

}f ( ! this.mbStatus)

varLabel = WwHStringutilities_FormatMessage ) )
(WwHFrame.wwHHelp.mMessages.mAccessibilityDisabledNavigationButton, this.mLabel);
varLabel = wWwHStringutilities_EscapeHTML(VarLabel);

}

varLabel = WwHStringutilities_EscapeHTML(VarLabel);
// Display control

//

VarHTML += " <td width=\"23\">";

VarHTML += "<div>";

VarHTML += "<a name=\"" + this.mControlName +
href=\"javascript:WwHFrame.wwHControls." + this.mAnchorMethod + "(Q;\" title=\"" +
varLabel + "\'">";

varHTML += "<img name=\"" + this.mControlName + "\" alt=\"" + varLabel + "\"
border=\"0\" src=\"" + this.fGetIconURL() + "\" width=\"23\" height=\"21\">";

VarHTML += "</a>";
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VarHTML +=" </div>";
VarHTML += "</td>\n";

return vVarHTML;

Eunction WwHControlEntry_GetLabel ()

nn

var VarLabel = ;

}f (this.mbEnabled)
// Set Tabel

// )
varLabel = this.mLabel;
return VarLabel;

Eunction WwHControlEntry_UpdateIcon()

var VvarcontrolDocument;

}f (this.mbEnabled)
// Access control document

g VarCont;o1Document = eval (WwHFrame.WwHHelp.fGetFrameReference(this.mFrameName) +
".document");

// Update 1icon
CérContro1Document.1mages[this.mContro1Name].src = this.fGetIconURL();
}
function wwHControlEntries_oObject()
}
function wwHControls_oObject()
¢ this.mControls
this.mSyncPrevNext

this.mFocusedFrame ;
this.mFocusedAnchor "

new WWHContro1Entries_obqect();
new Array(null, null, null);

this.fReloadControls
this.fControlsLoaded
this.fAddControl
this.fGetControl
this.fInitialize
this.fSansNavigation
this.fcanSyncToC
this.fTopSpacerHTML
this.fLeftHTML
this.fRightHTML
this.fLeftFrameTitle
this.fRightFrameTitle
this.fupdateHREF

Validation In Response:
N/A

WwHControls_ReloadControls;
WwWHControls_ControlsLoaded;
WwHControls_AddControl;
WwWHControls_GetControl;
WwWHControls_Initialize;
wWwHControls_SansNavigation;
WwHControls_CanSyncTOC;
WWHControls_TopSpacerHTML;
WwHControls_LeftHTML;
WWHControls_RightHTML;
WwHControls_LeftFrameTitle;
WwHControls_RightFrameTitle;
WwHControl...
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Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/scripts/filelist.js

Total of 1 security issues in this URL

1 of 1] _Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/comm
on/scripts/filelist.js

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=45927]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET ;camod/WebHe1p/caMOD_On1ine_He1p/wwhe1p/wwhimp]/common/scripts/fi]e1ist.js
HTTP/1.1

cookie: switchmenu=; JSESSIONID=38F5CE4EF79C7690EDFO31E9A70DCDDS;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 1834

Date: Tue, 25 Sep 2012 20:24:26 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"1834-1347465170000"

Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
content-Type: text/javascript

X-Pad: avoid browser bug

;; Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.

function wwHFile_Object(ParamTitle,
ParamHREF)

this.mTitle
this.mHREF

ParamTitle;
ParamHREF;
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}
Eunction WWHFileList_oObject()

this.mFileList

i i new Array();
this.mFileHash

new WwHF1iTeHash_object();

this.fEntries
this.fAddFile

this.fA
this.fHREFToIndex
this.fHREFToTitle
this.fFileIndexToHREF
this.fFileIndexToTitle

WWHFileList_Entries;
WWHFiTleList_AddFile;
WWHF1ileList_AddFile;
WWHF1ileList_HREFToIndex;
WWHFiTleList_HREFToTitle;
WWHFileList_FileIndexToHREF;
WWHFiTleList_FileIndexToTitle;

}
function WwHFileList_Entries()
{
return this.mFileList.length;
function WwHFileList_AddFile(ParamTitle,
ParamHREF)
this.mFileHash[unescape(ParamHREF) + "~"] = this.mFileList.Tlength;
this.mFileList[this.mFileList.length] = new WwHFile_Object(ParamTitle, ParamHREF);
Eunction WWHF1iTeList_HREFToIndex(ParamHREF)
var MatchIndex = -1;
var Match;
Match = this.mFileHash[ParamHREF + "~"];
if (typeof(Match) != "undefined")
MatchIndex = Match;
return MatchIndex;
}
function WwHFileList_HREFToTitle(ParamHREF)
var Title = "";
var MatchIndex;
MatchIndex = this.fHREFToIndex(ParamHREF) ;
if (MatchIndex != -1)
Title = this.mFileList[MatchIndex].mTitle;
else

Title

WWHStringutilities_EscapeHTML(ParamHREF) ;

return Title;

}
Eunction WWHF1iTeList_FileIndexToHREF(ParamIndex)

return this.mFileList[ParamIndex].mHREF;

function WwHFileList_FileIndexToTitle(ParamIndex)

return this.mFileList[ParamIndex].mTitle;
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function WwHFileHash_object()

}
Validation In Response:
N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/scripts/handler.j
s

Total of 1 security issues in this URL

[1 of 1] Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/comm
on/scripts/handler.js

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46156]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET fcamod/WebHe1p/caMOD_0n1ine_He1p/wwhe1p/wwhimp1/common/scr1pts/hand1er.js
HTTP/1.1

Cookie: switchmenu=; JSESSIONID=AB79ABB7719ED3384C2604776B3F0D90;
validuserkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 2315

Date: Tue, 25 Sep 2012 20:31:15 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"2315-1347465170000"

Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
content-Type: text/javascript

X-Pad: avoid browser bug
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;? Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.

Eunction WwHHandTer_object()
this.mbInitialized = false;

this.fInit
this.fFinalize
this.fGetFrameReference
this.fGetFrameName
this.fIsReady
this. fupdate
this.fsyncToC
this.fFavoritesCurrent
this.fProcessAccesskey
this.fGetCurrentTab

) this.fSsetCurrentTab

function wwHHandler_Init()

WwHHandler_Init;
wWwHHandler_Finalize;
wWwHHandler_GetFrameReference;
WwHHandler_GetFrameName;
WwHHandTer_IsReady;
WwHHandler_Update;
WwHHandTer_SyncToOC;
WwHHandler_FavoritesCurrent;
WwHHandler_ProcessAccessKey;
WwHHandler_GetCurrentTab;
WwWHHandler_SetCurrentTab;

this.mbInitialized = true;
} WWHFrame.wWwHHeTp. fHandlerInitialized(Q);

Eunction wwHHandler_Finalize()
}

function wwHHandler_GetFrameReference(ParamFrameName)

var VvarFrameReference;
// Nothing to do

//

return varFrameReference;

function wwHHandler_GetFrameName(ParamFrameName)

var VarName = null;
// Nothing to do

//

return varName;

function wwHHandler_IsReady()

var bvarIsReady = true;
return bvarIsReady;
function wwHHandler_uUpdate(ParamBookIndex,

ParamfFileIndex)
{

}

function WwHHandler_SyncToC(ParamBookIndex,
ParamfFileIndex,
ParamAnchor,
bParamReportError)

setTimeout("WwHFrame.wwHControls.fswitchToNavigation();", 1);
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function wwHHandler_FavoritesCurrent(ParamBookIndex,
ParamFileIndex)
{

3
function WwHHandler_ProcessAccessKey(ParamAccessKey)
switch (ParamAccessKey)
case 1: ) ) )
WWHFrame .WwHControls.fswitchToNavigation("contents");
break;
case 2: . ) ) .
WWHFrame .WwHControls. fswitchToNavigation("index");
break;
case 3:

WWHFrame .WwHControls. fswitchToNavigation("search");
break;

3
function WwHHandler_GetCurrentTab()
{

var VarcurrentTab;

// Initialize return value

varcurrentTab = ;

return varcCurrentTab;

}

function WwwHHandler_SetCurrentTab(ParamTabName)

}

Validation In Response:

N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/scripts/highit.js

Total of 1 security issues in this URL
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[1 of 1] Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/comm
on/scripts/highlt.js

CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46146]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_0OnT11ine_Help/wwheTlp/wwhimpl/common/scripts/highlt.js

HTTP/1.1

cookie: switchmenu=; JSESSIONID=AB79ABB7719ED3384C2604776B3F0D90;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152;
Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK
Ccontent-Length: 595

7

Date: Tue, 25 Sep 2012 20:31:15 GMT
X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1

Accept-Ranges: byte

S

ETag: W/"5957-1347465170000"

Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
content-Type: text/javascript

X-Pad: avoid browser bug

.NET CLR 3.5.30729)

;; Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.

function WwwHHighTlightwords_object()

this.mwordList = null;

this.fSetwordList
this.fExec
}

function WwwHHighTightwords_SetwordList(ParamwordList)

WWHHighTightwords_SetwordList;
WWHHighTightwords_Exec;

if (WwHFrame.wwHHelp.mSettings.mbHighlightingEnabled)

this.mwordList
else
this.mwordList
3
3

ParamwordList;

null;

Eunction WWHH1ighTightwords_Exec()

var MaxIndex;
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var 1Index;

var Wordexpressions;

var LongestwordeExpression;
var MaxExpressionIndex;

var ExpressionIndex;

var ExpressionHash = null;
var EXpressionEntry;

var Expression;

var varbDocumentFrame;

var LongestwWordExpressionKey;
var NewHighlightedwords =_null
var Highlightedwords = null;
var TextRange;

var LastCharTextRange;

var bMatchFound;

var bFirstMatch;

var NewHighlightedwordsKey;

if (this.mwordList != null)
// only works under IE on windows

if ((WwHFrame.wwHBrowser.mBrowser == 2) & // Shorthand for IE
(WWHFrame .WwHBrowser.mPlatform == 1)) // Shorthand for windows

w WwHHighlightwords_ExpressionHash_object();

ExpressionHash =
= new WwHHighlightwords_Highlightedwords_Object();

Highlightedwords =
bFirstMatch = true;

nel
nel

// Access search words
for (MaxIndex = this.mwordList.Tlength, Index = 0 ; Index < MaxIndex ; Index++)
}f (this.mwordList[Index].length > 0)
// Determine Tlongest sub-expression between '*'
wordExpressions = this.mwordList[Index].split("*");
LongestwordeExpression = ""; ) )
. for (MaxExpressionIndex = WordExpressions.length, ExpressionIndex = 0 ;
ExpressionIndex < MaxExpressionIndex ; ExpressionIndex++)

if (Wordexpressions[ExpressionIndex].length >
LongestwordExpression. length)

LongestwordExpression = Wordexpressions[ExpressionIndex];
}
// Store search expression keyed by longest sub-expression

ExpressionEntry = ExpressionHash[Lon%estWordExpress1on + "~"71;
if (typeof(ExpressionEntry) == "undefined"
{

ExpressionEntry = new WWHH1gh11ghtWOrds"Express1onEntry_0bJect(),

ExpressionHash[LongestwordeExpression + "~"] = ExpressionEntry;
) Expression = WwHStringutilities_WordToRegExpwithsSpacePattern
(this.mwordList[Index]); ) ] )
ExpressionEntry.mExpressions[ExpressionEntry.mexpressions.length] = new
RegExp(Expression, "i");
}

}

// Search document based on longest sub-expressions

varbDocumentFrame = eval(WwHFrame.wwHHelp.fGetFrameReference
("wwHDocumentFrame")); ) ) )

for (LongestWordExpressionkey in ExpressionHash)

LongestwordExpression = LongestwordExpressionKey.substring(0,
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Longestwordexpressionkey.length - 1);

NewHighTightedwords = new WwHHighlightwords_Highlightedwords_oObject();
TextRange = VarbDocumentFrame.document.body.createTextRange();
TextRange.collapse(); .

while (TextRange.findText(LongestwordExpression, 1))

{

TextRange.expand("word"); )
EXpressionEntry = ExpressionHash[LongestWordExpression + "~"];

;? Check word against search expression
bmMatchFound = false;
MaxExpressionIndex = ExpressionEntry.mExpressions.length;
ExpressionIndex = 0;
while ((C ! bMmatchFound) &&
(ExpressionIndex < MaxExpressionIndex))
if (ExpressionEntry.mExpressions[ExpressionIndex].test(TextRange.text))
// Highlight text if not processed already
zf (typeof(Highlightedwords[TextRange.text + "~"]) == "undefined")
// Record text highlighted for this expression
NewHighlightedwords[TextRange.text + "~"] = true;

/; Try to trim off trailing whitespace or .s

Validation In Response:

N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/scripts/popup.js

Total of 1 security issues in this URL

[1 of 1] Encryption Not Enforced

Severity:
Test Type:
Vulnerable URL:

Low
Application

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD _Online_Help/wwhelp/wwhimpl/comm

on/scripts/popup.js
CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=45917]
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The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_OnT1ine_Help/wwhelp/wwhimpl/common/scripts/popup.js HTTP/1.1
cookie: switchmenu=; JSESSIONID=38F5CE4EF79C7690EDFO31E9A70DCDDS;
validuserkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

content-Length: 15723

Date: Tue, 25 Sep 2012 20:24:26 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"15723-1347465170000"

Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
Content-Type: text/javascript

;? Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.

function WwHPopup_Object(ParamThisPopupRef,
ParamwindowRef,
ParamPopupTranslateFunc,
ParamPopupFormatFunc,

ParambDiviID,
ParamTextiID,
ParamTimeout,
paramoffsetX,
Paramoffsety,

; Paramwidth)
this.mThisPopupRef = ParamThisPopupRef;
this.mwindowRef = ParamwindowRef;
this.mDivID = ParamDivID;
this.mTextID = ParamTextID;
this.mTimeout = (ParamTimeout > 0) ? ParamTimeout : O;
this.moffsetX = ParamoffsetX;
this.moffsety = Paramoffsety;
this.mwidth = Paramwidth;

;/ Updated when popup triggered

this.mbvisible = false;
this.mPositionX = 0;
this.mPositiony =0;
this.mText = "";
this.mSetTimeoutID = null;

this.fTranslate
this.fFormat
this.fEventString
this.fDivTagText
this. fshow
this.fPositionPopup
this. fPopup

; this.fHide

Eunction WWHPopup_EventString()

ParamPopupTranslateFunc;
ParamPopupFormatFunc;
WWHPopup_EventString;
WWHPopup_DivTagText;
WWHPopup_Show;
WWHPopup_PositionPopup;
WWHPOpuUp_Popup;
WWHPopup_Hide;

var EventString = "null";
var Browser = WWHFrame.WwHBrowser.mBrowser;
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// Set event string based on browser type

if ((Browser == 1) Shorthand for Netscape

[ //
(Browser == 2) || // Shorthand for IE
(Browser == 4) || // shorthand for Netscape 6.0 (Mozilla)
(Browser == 5)) // Shorthand for safari
EventString = "event";
else

EventString = "null";

return EventString;

3
Eunction WWHPopup_DivTagText()

var DivTagText = "";
var Browser = WwWHFrame.WwHBrowser.mBrowser;

var VisibleAttribute = "visibility: hidden";

// Update VvisibleAttribute based on browser

if ((Browser == 2) // Shorthand for Internet Explorer

[ |
(Browser == 3) || // shorthand for icab
(Browser == 4) || // shorthand for Netscape 6.0 (Mozilla)
(Browser == 5)) // Shorthand for safari

VisibleAttribute += " ; display: none";

// Open DIV tag
//

DivTagText += "<div id=\"" + this.mDivID + "\" style=\"position: absolute ; z-
index: 1 ; " + visibleAttribute + " ; top: Opx ; left: Opx\">\n";

// Expand out popup in browsers that support innerHTML accessor

if ((Browser == 2) || // Shortcut for IE
(Browser == 3) || // Shortcut for icCab
(Browser == 4) || // shorthand for Netscape 6.0 (Mozilla)

(Browser == 5)) // Shorthand for safari
DivTagText += this.fFormat(this.mwidth, this.mTextID,
"Popup™);
}
;? Close out DIV tag
DivTagText += "</div>\n";

return DivTagText;

}

function wwHPopup_Show(ParamText,
. Paramevent)

var Browser = WWHFrame.WwHBrowser.mBrowser;

var bStartTimer = false; ] ]

var PopupDocument = eval(this.mwindowRef + ".document™);
var TranslatedText;

// Reset the timeout operation to display the popup

}f (this.mSetTimeoutID != null)

clearTimeout(this.mSetTimeoutID);
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this.mSetTimeoutID = null;

// Check to see if there is anything to display

//
if ((ParamText != null) &&
(ParameEvent != null))

}f (Browser == 1) // shorthand for Netscape 4.x

this.mPositionXx

i iti ParamEvent.layerX;
this.mPositiony

= Paramgvent.layery;
this.mText = ParamText;
bstartTimer = true;

}
else if (Browser == 2) // Shorthand for IE

if ((typeof(PopupbDocument.documentElement) != "undefined") &&
(typeof (PopupbDocument.documentElement.clientwidth) != "undefined") &&
(typeof (PopupbDocument.documentElement.clientHeight) != "undefined") &&
((PopupbDocument.documentElement.scrollLeft != 0) ||
(PopupDocument.documentElement.scrollTop != 0)))

this.mPositionX = PopupDocument.documentElement.scrol...
Validation In Response:
N/A
Reasoning:
The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.
CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/scripts/related.js

Total of 1 security issues in this URL

1 of 1] _Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/comm
on/scripts/related.js

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46127]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:
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GET ;camod/WebHe1p/caMOD_0n1ine_He1p/wwhe1p/wwhimp1/common/scripts/re1ated.js
HTTP/1.1

Ccookie: switchmenu=; JSESSIONID=AB79ABB7719ED3384C2604776B3F0D90;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

content-Length: 38216

Date: Tue, 25 Sep 2012 20:31:14 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"38216-1347465170000"

Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
Content-Type: text/javascript

;? Copyright (c) 2000-2003 qQuadralay Corporation. All rights reserved.

function wwHRelatedTopics_Object()

this.mRelatedTopicList
this.mPopup

new Array(Q); . .
new WwHPopup_Object("wWwHFrame.wwHRelatedTopics.mPopup",
WWHFrame .WwHHelp. fGetFrameReference

("wwHDocumentFrame"),
WwHRelatedTopicsPopup_Translate,
WwHReTatedTopicsPopup_Format,
"WwHRelatedTopicsDIV",
"wwHReTlatedTopicsText", 10, 0, O,

WWHFrame .WwHHeTp.mSettings.mRelatedTopics.mwidth);

this.fHasRelatedTopics

i WwHRelatedTopics_HasRelatedTopics;
this.fClear

WwHRelatedTopics_Clear;

this.fInTlineHTML
; this. fPopupHTML

function wwHRelatedTopics_HasRelatedTopics()
{

WwHRelatedTopics_InTineHTML;
WwHRelatedTopics_PopupHTML ;

this.fAdd = WwHRelatedTopics_Add;
this.fHTML = WwWHRelatedTopics_HTML;
this.fDisplayTopic = WwHRelatedTopics_DisplayTopic;
this. fShow = WwWHRelatedTopics_Show;
this.fShowAtEvent = WwHRelatedTopics_ShowAtEvent;
this.fHide = WwHRelatedTopics_Hide;

var bvarHasRelatedTopics = false;

if (this.mrRelatedTopicList.length > 0)

bvarHasRelatedTopics = true;
return bvarHasRelatedTopics;

function wwHRelatedTopics_Clear()

this.mRelatedTopicList.length = 0;

function wwHRelatedTopics_Add(ParamText,
ParamContext,
ParamFileURL)

this.mRelatedTopicList[this.mRelatedTopicList.length] = new
WwHRelatedTopicEntry_Object(ParamText, ParamContext, ParamFileURL);
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}
function wwHRelatedTopics_HTMLQ)

var HTML = new WwHStringBuffer_object();

var Settings = WwHFrame.WwHHelp.mSettings.mRelatedTopics;
var FontFamily = "";

var FontSize;

var MaxIndex;

var 1Index;

var contextBook;

I WwHFrame.WwHBrowser .mbSupportsPopups)

r-"-\—‘

f (
// Determine font family if running Netscape 4.x
// Required due to errors processing style attributes

//
}f (WwHFrame.WwHBrowser.mBrowser == 1) // Shorthand for Netscape 4.x

_ FontFamily = WwHStringUtilities_ExtractStyleAttribute("font-family",
Settings.mInlineFontStyle);

_ FontSize = wWwHStringutilities_ExtractStyleAttribute("font-size",
Sett;ngs.mIn11neFontSty1e);
}
for (MaxIndex = this.mRelatedTopicList.Tlength, Index = 0 ; Index < MaxIndex ;
Index++)

contextBook = WwWHFrame.wWwHHelp.mBooks.fGetContextBook(this.mRelatedTopicList
[Index].mContext) ;
if (ContextBook != null)

}f (WWHFrame . WwHBrowser .mbSupportsPopups)

HTML. fAppend("<table width=\"100%\" border=\"0\" cellpadding=\"0\"
cellspacing=\"2\">");

HTML. fAppend("<tr>");

HTML. fAppend("<td width= =\"17\" valign=\"middle\">")

HTML. prpend(”<a")

g H;Mt prpend( href= =\"javascript:WwHFrame.wwHRelatedTopics.fDisplayTopic("

Index + " "

HTML. prpend("<1mg border=\"0\" src=\"" + WwHFrame.wwHHelp. mHe]pURLPref1x +
"wwhe1p/wwh1mp1/common/1mages/doc gif\" width=\"17\" height=\"17\">")

HTML. fAppend("</a>™)

HTML. prpend("</td>" ;

HTML . fAppend ("<td width= =\"100%\" align=\"Teft\" valign=\"middle\">")

HTML. fAppend("<a");

HTML . fAppend (" href=\"javascript:WwHFrame.wwHRelatedTopics.fDisplayTopic(" +
Index + |v)'\||vl)_

HTML. fAppend (" style=\"text-decoration: none ; color: " +
Settings.mForegroundColor + " ; " + Settings.mFontStyle + "\">")

HTML. fAppend(this.mRelatedTopicList[Index].mText);

HTML. fAppend("</a>");

HTML. fAppend("</td>");

HTML. fAppend("</tr>");

HTML. fAppend("</table>\n");

else
if (HTML.fsize() == 0)
HTML . fAppend("<u1>\n");
HTML. fAppend("<1i>");
if (FontFamily.length > 0)

HTML . fAppend("<font face=\"" + FontFamily + "\" point-size=\"" + FontSize
"" 4+ Settings.mForegroundColor + "\">");

+ " color=\
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HTM. . .

Validation In Response:

N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/scripts/strutils.js

Total of 1 security issues in this URL

1 of 1] _Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/comm
on/scripts/strutils.js

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=38244]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET ;camod/WebHe1p/caMOD_On1ine_He1p/wwhe1p/wwhimp]/common/scripts/struti1s.js
HTTP/1.1

cookie: switchmenu=; JSESSIONID=3CI9F50A125F1E53733D2653CF6C21DF1;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; wWindows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Ccontent-Length: 15579

Date: Tue, 25 Sep 2012 19:41:10 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"15579-1347465170000"

Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
content-Type: text/javascript

;? Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.

function WWHStringutilities_GetBaseURL(ParamuRL)
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var BaseURL;
var Parts;

// Remove URL parameters

BaseURL = ParamuURL;
if (BaseURL.indexof("?") != -1)

Parts = BaseURL.split("?");
BaseURL = Parts[O?;

;? Trim down to Tast referenced directory

BaseURL = ParamURL.substring(0, ParamuURL.lastIndexof("/"));

;? Attempt to match known wwHelp directories

Parts = BaseURL.split("/wwhelp/wwhimpl/common/html");
}f (Parts[0] == BaseURL)

Parts = BaseURL.split("/wwhelp/wwhimpl1/js/htm1");

;? Append trailing slash for this directory
BaseURL = Parts[0] + "/";

return BaseURL;

}

function WwHStringutilities_SearchReplace(Paramstring,
ParamSearchstring,
ParamrReplaceString)

var ResultString;
var 1Index;

ResultString = ParamString;

if ((ParamSearchstring.length > 0) &&
(Resultstring.length > 0))

Index = 0;
Yhi1e ((Index = Resultstring.indexof(ParamSearchstring, Index)) != -1)

Resultstring = ResultString.substring(0, Index) + ParamReplaceString +
Resultstring.substring(Index + ParamSearchString.length, ResultString.length);
Index += ParamReplaceString.length;

}
}
return ResultString;

function WwHStringutilities_FormatMessage(ParamMessage,
ParamReplacementl,
ParamReplacement2,
ParamReplacement3,
ParamRepTlacement4)

var VvarFormattedMessage;

var VvarSearchstring;

var VvarReplacementStringIndex;
var VarIndex;

var VarReplacementString;

VarFor‘mattedMessage = ParamMessage;

9/26/2012 11:13:58 AM 198/415



}f (varFormattedvessage.length > 0)

varsSearchstring = "%s";

varReplacementStringIndex = 1;

varIndex = 0;

while ((varIndex = varFormattedMessage.indexof(varsearchstring, varIndex)) != -

{
varReplacementString = null;
if (varrReplacementStringIndex <= 4)

D)

varReplacementString = eval("ParamReplacement" + VarReplacementStringIndex);
if ((typeof(varRep1acementStrin?) I= "undefined") &&
(varrReplacementString != null))
varFormattedvessage = varFormattedvessage.substring(0, varIndex) +
varReplacementString + varFormattedMessage.substring(varIndex +
varSearchString.length, varFormattedMessage.length);
varindex += VarReplacementString.length;
else

varindex += varSearchstring.length;

varrReplacementStringIndex += 1;

}

return varFro r‘mattedMessage ;

function WwHStringutilities_EscapeHTML(ParamHTML)
{

var EscapedHTML = ParamHTML;

// Escape problematic characters

/) & <> "

// .

EscapedHTML = WwHStringutilities_SearchReplace(EscapedHTML, "&", "&amp;");
EscapedHTML = WwHStringUtilities_SearchReplace(EscapedHTML, "<", "&1t;");
EscapedHTML = WwHStringutilities_SearchReplace(EscapedHTML, ">", "&gt;");
EscapedHTML = WwHStringUtilities_SearchReplace(EscapedHT™ML, "\"", "&quot;");

return EscapedHTML;
}

function WwHStringutilities_UnescapeHTML(ParamHTML)
{

var Text = ParamHTML;

var EscapedExpression;

var EscapedCharacterMatches;
var EscapeSequence;

var CharactercCode;

var JavaScriptCharacter;

// Unescape problematic characters

// & <> "

// .

Text = WwWHStringUtilities_SearchReplace(Text, "&amp;", "&");
Text = WwHStringutilities_SearchReplace(Text, "&I1t;", "<");
Text = WwHStringutilities_SearchReplace(Text, "&gt;", ">");
Text = WwWHStringuUtilities_SearchReplace(Text, "&quot;", "\"");

;? If any still exist, replace them with normal character
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1f (Text.indexof("&#") != -1)
EscapedExpression = new RegExp("&#([0-9]+);");

EscapedCharacterMatches = EscapedExpression.exec(Text)
while (EscapedCharactermatches != null)

EscapeSequence = EscapedCharacterMatches[0];
CharacterCode = parseInt(EscapedCharactermatches[1])...

Validation In Response:

N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/scripts/switch.js

Total of 1 security issues in this URL

1 of 1] Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/comm
on/scripts/switch.js

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=38263]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET ;camod/WebHe1p/caMOD_On1ine_He1p/wwhe1p/wwhimp1/common/scripts/switch.js
HTTP/1.1

Ccookie: switchmenu=; JSESSIONID=3C9F50A125F1E53733D2653CF6C21DF1;
validuserkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 5946

Date: Tue, 25 Sep 2012 19:41:11 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"5946-1347465170000"
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Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
content-Type: text/javascript
X-Pad: avoid browser bug

;? Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.

Eunction WwWHSwitch_object()
this.mParameters "y
this.mImplementation
this.mSettings
this.mMessages

L
"javascript"; ) )
new WwHCommonSettings_object();
new WwHCommonMessages_Object();

WWHSwitch_Exec;
WWHSwitch_ParseURLParameters;
WWHSw1itch_ProcessuRL;

WWHSwi tch_Switch;

this.fExec
this.fParseURLParameters
this.fProcessurL
this.fswitch

// Load up messages

this.mMessages.fSetByLocale(WwHFrame.wwHBrowser.mLocale);

}
function WwwHSwitch_Exec(bParamNormalizeURL,
‘ ParamuRL)

var TargetURL ParamuRL;

var FrameSetURL = ’

// Determine cookie path
ééHFrame.WWHBrowser.fSetCookiePath(WWHStringUti1ities_GetBaseURL(ParamURL));
// Normalize URL if necessary

if (bParamNormalizeURL)

TargetURL = WWHFrame.wwHBrowser.fNormalizeURL (ParamurL) ;

// Process parameters
this.fProcessURL(TargetuURL);

// Pick frameset to use

if (this.mImplementation == "single")
FrameSetURL = "../../common/html/wwhelp.htm";
else
FrameSetURL = "../../js/html/wwhelp.htm";

// Switch to frameset

this.fswitch(FrameSetURL);
}

function WwwHSwitch_ParseURLParameters(ParamurL)

var Result = new Array(null, null, null, "");
var Parts;

var MaxIndex;

var 1Index;

var SingleMarker

var ForceJlSMarker
var AccessiblemMarker
var Value;

"single=";
"forcejs=";
"accessible=";
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// Parse URL parameters

}f (ParamurL.indexof("?") != -1)
// Get parameters
Parts = ParamURL.split("?");
Parts[0] = Parts[1];
Parts.length = 1;
}f (Parts%O].indexof("&") I= -1)

Parts = Parts[0].split("&");

// Process parameters, preserve non-switch related options
for (MaxIndex = Parts.length, Index = 0 ; Index < MaxIndex ; Index++)
¢ if (Parts[Index].indexof(singleMarker) == 0)
{ value = Parts[Index].substring(SingleMarker.length, Parts[Index].length);
if (value == "true')

Result[0] = true;

}

?1se if (Parts[Index].indexof(Forcelsmarker) == 0)
value = Parts[Index].substring(ForcelsMarker.length, Parts[Index].length);
if (value == "true")

Result[1l] = true;

}
%1se if (Parts[Index].indexof(Accessiblemarker) == 0)

value = Parts[Index].substring(AccessibleMarker.length, Parts
[Index].Tlength);

if ((value == "true") ||
(value == "false") ||
(value == "ask'))

ResuTt[2] = value;

else
if (Result[3].Tength > 0)
¢ ResuTt[3] += "&";
Result[3] += Parts[Index];

3
}

return Result;

function WwHSwitch_ProcessURL(ParamuRL)
{

var VarURLParameters;

var VvarURLParam_Single;

var VvarURLParam_ForceJsS;

var VarURLParam_Accessible;

var VarAccessibleCookie = "wwH" + this.mSettings.mCookiesID + "_Acs";
var VarAccessible;
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var VarImplementation;

// Parse URL parameters

varURLParameters = this.fParseURLParameters(ParamuRL) ;
varURLParam_Single varURLParameters[0];
varURLParam_ForceJs varURLParameters[1];
varURLParam_Accessible = varURLParameters[2];
this.mParameters varURLParameters[3];

;? Check for accessibility support

varAccessible = "false"; )
if ((this.mSettings.mAccessible == "true") ||
(varUrRLParam_Accessible == "true"))
varAccessible = "true";
else if ((this.mSettings.mAccessible == "ask") ||
( (varURLParam_Accessible == "ask"))

// Attempt to retrive setting from cookies, if allowed

varAccessible = "ask";
}F (this.mSettings.mbCookies)

varAccessible = wwHFrame.wwHBrowser.fGetCookie(varAccessibleCookie);
if (varAccessible == null)

varAccessible = "ask";

}
// Ask if cookie not set...
Validation In Response:
N/A
Reasoning:
The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.
CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/html/navigate.htm

Total of 1 security issues in this URL
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[1 of 1] Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/html
/navigate.htm

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46483]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_0OnTine_Help/wwhelp/wwhimpl/js/html/navigate.htm HTTP/1.1
Cookie: switchmenu=; JSESSIONID=024E121B50B5CC1AF30794645308A833;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Referer: https://cancermodels-
ga.nci.nih.gov/camod/webHelp/camoD_oOnline_Help/wwhelp/wwhimp1/js/htm1/wwhelp.htm
Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 2074

Date: Tue, 25 Sep 2012 20:39:21 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"2074-1347465170000"

Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
content-Type: text/html

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Frameset//EN" "http://www.w3.org/TR/REC-
htm140/frameset.dtd">

<html>

<!-- Copyright (c) 2000-2006 Quadralay Corporation. All rights reserved. -->

<head> )
<meta http-equiv="content-type" content="text/html">
<meta http-equiv="charset" content="UTF-8">

<!-- MOTW-DISABLED saved from url=(0014)about:internet -->
<title>navigation.htm</title>

<script type="text/javascript" Tanguage="JavaScriptl.2">
<!l--

// set reference to top level help frame

var WwHFrame = eval("parent");

// Netscape Resize Fix
function WwwHNavigationFrame_HandleResize()
if (WwWHFrame.wWwHBrowser.mBrowser == 1) // Shorthand for Netscape
WWHFrame.wwHJavascript.mPanels.fSavesScrollPosition();
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WWHFrame .WwHHelp. fReloadLocation("wwHTabsFrame") ;
WWHFrame .wwHHeTp. fReloadLocation("wwHPanelFrame");

}
function wwHNavigationFrame_HandleKeyDown(ParamgEvent)
{

return WwHFrame.wwHHelp.fHandleKeyDown(Paramevent) ;

function WwwHNavigationFrame_HandleKeyPress(Paramevent)

return WwHFrame.wwHHelp.fHandleKeyPress(Paramevent);

function WwwHNavigationFrame_HandleKeyUp(Paramevent)
return WwHFrame.wwHHelp.fHandleKeyUp(ParameEvent) ;
/] -=>

</script>
</head>

<frameset rows="36,*" border="0" frameborder="0" framespacing="0"
onResize="wwHNavigationFrame_HandleResize();"
onKeyDown="wwHNavigationFrame_Hand1eKeyDown
((document.all||document.getElementById||document.layers)?event:null);"
onKeyPress="WwHNavigationFrame_HandleKeyPress
((document.all||document.getElementById||document.layers)?event:null);"
onKeyUp="wwHNavigationFrame_HandleKeyUp

((document.all| |document.getElementById| |document.layers)?event:null);">

<frame name="" src="../../common/html/bTank.htm" scrolling="no" frameborder="0"
marginwidth="0" marginheight="0">
<frame name="" src="../../common/html/bTank.htm" scrolling="auto" frameborder="0">
</frameset>
</html>
Validation In Response:
N/A
Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/html/wwhelp.htm

Total of 1 security issues in this URL
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[1 of 1] Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/html
/wwhelp.htm

CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=45877]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camMmoD_0OnTine_Help/wwhelp/wwhimpl/js/html/wwhelp.htm HTTP/1.1
Cookie: switchmenu=; JSESSIONID=38F5CE4EF79C7690EDF031E9A70DCDDS;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Referer: https://cancermodels-
ga.nci.nih.gov/camod/wWebHelp/camMmoD_oOnline_Help/wwhelp/wwhimp1/common/html1/switch.htm
Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 5722

Date: Tue, 25 Sep 2012 20:24:24 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"5722-1347465170000"

Last-Modified: wed, 12 Sep 2012 15:52:50 GMT
content-Type: text/html

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Frameset//EN" "http://www.w3.org/TR/REC-
htm140/frameset.dtd">

<html>

<!-- Copyright (c) 2000-2006 Quadralay Corporation. All rights reserved. -->

<head> )
<meta http-equiv="content-type" content="text/html">
<meta http-equiv="charset" content="UTF-8">

<!-- MOTW-DISABLED saved from url=(0014)about:internet -->

<script type="text/javascript" Tanguage="JavaScriptl.2"

src="../../common/private/title.js"></script>

<script type="text/javascript" Tanguage="JavaScriptl.2"
src="../../common/private/popupf.js'></script>

<script type="text/javascript" language="JavaScriptl.2"
src="../../common/private/options.js"></script>

<script type="text/javascript" Tanguage="JavaScriptl.2"
src="../../common/private/locale.js"></script>

<script type="text/javascript" language="JavaScriptl.2"
src="../../common/scripts/browser.js" ></script>

<script type="text/javascript" language="JavaScriptl.2"
src="../../common/scripts/popup.js"></script>

<script type="text/javascript" Tanguage="JavaScriptl.2"
src="../../common/scripts/filelist.js"></script>

<script type="text/javascript" Tanguage="JavaScriptl.2"
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src="
<S
src='
<s

<s

<S

<S
src='
<s
src='

<S

<Ss
src='
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src='
<S
src='
<S
src='
<s

<s
src='
<S
src='
<S
src='
<s
src='
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src='
<S
src='
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src='
<s
src='
<s
src='

<script type="text/javascript" language="JavaScriptl.
<l
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/. /common/scr1pts/book11st js ></scr1pt>

cr1pt type="text/javascript” language="Javascriptl.

../../common/scr1pts/bookgrps js ></scr1pt>

gript type="text/javascript" language="JavaScriptl.
Src=gript type="text/javascript” 1anguage— Javascriptl.
Src=ﬁr1pt type="text/javascript" 1anguage— Javascriptl.
Sr‘C=CI."1pt type="text/javascript"” 1anguage— Javascriptl.

../../common/scripts/he]p.js"></scr1pt>
../../common/scr1pts/contro1s js ></scr1pt>
./../common/scr1pts/re1ated js ></scr1pt>

/. ./common/scr1pts/strut11s js ></scr1pt>

cr1pt type="text/javascript" language="JavaScriptl.

./../common/scripts/highlt.js"></script>

cript type="text/javascript" language="JavaScriptl.
src=".
cr1pt type=' text/]avascript" Tanguage="JavasScriptl.

./scripts/hand]er.js"></scr1pt>

/pr1vate/opt1ons js ></scr1pt>

cr1pt type=' text/]avascr1pt Tanguage="JavaScriptl.

/pr1vate/1oca1e js ></scr1pt>

cr1pt type=' text/Javascr1pt language="3JavaScriptl.

/scr1pts/tabs js ></scr1pt>

cr1pt type=' text/Javascr1pt Tanguage="3JavaScriptl.

/scr1pts/out11ne js'></script>

cr1pt type="text/javascript" Tlanguage="JavaScriptl.
src=".
cript type:"text/javascript" Tanguage="JavaScriptl.

./scripts/outlsafe.js"></script>

/scr1pts/out1fast js"></script>

cr1pt type=' text/Javascr1pt" Tanguage="3JavaScriptl.

/scr1pts/1ndex js"></script>

cr1pt type=' text/Javascr1pt" Tanguage="3JavaScriptl.

/scr1pts/pa1rs js"></script>

cr1pt type=' text/3avascr1pt" Tanguage="JavaScriptl.

/scr1pts/phrase js"></script>

cr1pt type=' text/]avascr1pt" language="JavaScriptl.

/scr1pts/m1tphrs js ></scr1pt>

cr1pt type="text/j avascr1pt Tanguage="3JavaScriptl.

/scr1pts/searc ></scr1pt>

cr1pt type=' text/3avascr1pt language="3JavaScriptl.

/scr1pts/favor1te js ></scr1pt>

cr1pt type=' text/]avascr1pt Tanguage="JavaScriptl.

/scr1pts/pane1s js ></scr1pt>

cr1pt type=' text/3avascr1pt language="JavaScriptl.

./scripts/javascpt.js"></script>
// Set reference to top level help frame

var WwHFrame = eval("window.self");
window.name = "WwHFrame";

// Create browser info object
var WwHBrowser = new WwHBrowser_Object();

// Create new help object

//
var WwHHelp = new WwHHelp_Object(Tocation.href);

// Create controls object
var WwHControls = new WwHControls_Object();

;; Create related topics object

.
.
.
.
.
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

2">

var WwHRelatedTopics = new WwHRelatedTopics_Object();

;? Create alinks object

var WwHALinks = new WwWHALinks_Object();

M
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// Create highlight words object
var WwHHighTightwords = new WwHHighlightwords_object();
// Create new handler object

var WwHHandler = new WwHHandler_Object...
Validation In Response:
N/A
Reasoning:
The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.
CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/private/options.js

Total of 1 security issues in this URL

[1 of 1] Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/priv
ate/options.js

CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46194]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_0On11ine_Help/wwhelp/wwhimpl/js/private/options.js HTTP/1.1
Cookie: switchmenu=; JSESSIONID=AB79ABB7719ED3384C2604776B3F0D90;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 2836

Date: Tue, 25 Sep 2012 20:31:16 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"2836-1347465222000"

Last-Modified: wed, 12 Sep 2012 15:53:42 GMT
content-Type: text/javascript
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X-Pad: avoid browser bug

;; Copyright (c) 2001-2003 Quadralay Corporation. All rights reserved.

function WwwHJavaScriptSettings_Object()
{

this.mHoverText = new WwHJavaScriptSettings_HoverText_Object();

this.mTabs
this.mToC
this.mIndex
this.mSearch
this.mFavorites

new WwHJavasScriptSettings_Tabs_Object();

new WwHJavaScriptSettings_TOC_Object();

new WwHJavaScriptSettings_Index_Object();

new WwHJavaScriptSettings_Search_oObject();
new WwHJavascriptSettings_Favorites_Object();

}
function WwHJavaScriptSettings_HoverText_Object()
{

this.mbEnabled = true;

¢ this.mFontStyle = "font-family: Verdana, Arial, Helvetica, sans-serif ; font-size:
pt";

this.mwidth = 150;

this.mForegroundColor = "#000000";

this.mBackgroundColor = "#FFFFCC";

this.mBordercolor = "#999999";

}
function WwwHJavascriptSettings_Tabs_object()

this.mFontstyle = "font-family: verdana, Arial, Helvetica, sans-serif ; font-size:
9pt ; font-weight: normal”;

this.mSelectedTabForegroundColor = "#FFFFFF";

this.mbefaultTabForegroundColor = "#666666";

function WwHJavaScriptSettings_TOC_Object()
{

this.mbShow = true;

0 this.mFontStyle = "font-family: verdana, Arial, Helvetica, sans-serif ; font-size:
pt";

this.mHighTightColor = "#cccccc”;

this.mEnabledColor = "#315585";

this.mbisabledColor = "black";

this.mIndent = 17;

function WwwHJavascriptSettings_Index_Object()

this.mbShow = true;

g this.mFontstyle = "font-family: verdana, Arial, Helvetica, sans-serif ; font-size:
pt";

this.mHighlightColor = "#cccccc";

this.mEnabTledColor = "#315585";

this.mbisabledColor = "black";

this.mIndent = 17;

this.mNavigationFontStyle = "font-family: verdana, Arial, Helvetica, sans-
serif ; font-size: 7pt ; font-weight: bold";

this.mNavigationCurrentColor = "black";

this.mNavigationHighlightColor - "#cceecec";
this.mNavigationEnabledcColor = "#315585";
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this.mNavigationDisabledColor = "#999999";

function wwHJavascriptSettings_Index_Displayoptions(ParamIndexoptions)
{
ParamIndexOptions.fSetThresho1d(500);
ParamIndexOptions.fsetSeperator(" - ");
function WwwHJavascriptSettings_Search_object()

this.mbShow = true;

this.mFontStyle = "font-family: verdana, Arial, Helvetica, sans-serif ; font-size:
8pt";

this.mHighTightColor = "#cccccc";

this.mEnabTledColor = "#315585";

this.mDisabledColor = "black";

this.mbResultsByBook = true;

this.mbShowRank = true;

3
function WwwHJavascriptSettings_Favorites_oObject()

this.mbShow = true;

this.mFontStyle = "font-family: verdana, Arial, Helvetica, sans-serif ; font-size:
8pt";

this.mHighTightColor = "#cccccc”;

this.mEnabledColor = "#315585";

this.mbisabledColor = "black";

Validation In Response:

N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/favorite.js

Total of 1 security issues in this URL
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[1 of 1] Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scri
pts/favorite.js

CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46425]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_0On11ine_Help/wwhelp/wwhimpl/js/scripts/favorite.js HTTP/1.1
Cookie: switchmenu=; JSESSIONID=024E121B50B5CC1AF30794645308A833;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 22469

Date: Tue, 25 Sep 2012 20:39:19 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"22469-1347465222000"

Last-Modified: wed, 12 Sep 2012 15:53:42 GMT
content-Type: text/javascript

;; Copyright (c) 2005-2005 Quadralay Corporation. All rights reserved.

function WwHFavorites_oObject()

this.mbPanelInitialized
this.mPanelAnchor
this.mPanelTabTitle
this.mPanelTabIndex
this.mPanelFilename
"panelfsf.htm");
this.mEventString
this.mFavorites
this.mCurrent
this.mbispTlayIndex
this.mHTMLSegment

false;
null; ) )
WWHFrame.wwHJavascript.mMessages.mTabsFavoritesLabel;

_1’
((WwHFrame .WwHBrowser.mBrowser == 1) ? "panelfnf.htm" :

WWHPopup_EventString(Q);
new Array(Q);
new WwHFavoritesentry_oObject(-1, -1, "");

new WWHStringBuffer_object();

this.fInitHeadHTML
this.fInitBodyHTML
this.fNavigationHeadHTML
this.fNavigationBodyHTML
this.fHeadHTML
this.fStartHTMLSegments
this.fAdvanceHTMLSegment
this.fGetHTMLSegment
this.fEndHTMLSegments
this.fPanelNavigationLoaded
this.fPanelviewLoaded

WWHFavorites_InitHeadHTML;
WWHFavorites_InitBodyHTML;
WWHFavorites_NavigationHeadHTML;
WWHFavorites_NavigationBodyHTML;
WwWHFavorites_HeadHTML;
WWHFavorites_StartHTMLSegments;
WWHFavorites_AdvanceHTMLSegment;
WwWHFavorites_GetHTM LSegment;
WWHFavorites_EndHTMLSegments;
WWHFavorites_PanelNavigationLoaded;
WwHFavorites_PanelVviewLoaded;
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WwWHFavorites_HoverTextTranslate;
WwWHFavorites_HoverTextFormat;
WWHFavorites_GetPopupAction;
WwHFavorites_ReadCookie;
WWHFavorites_WriteCookie;
WwHFavorites_ClearcCurrent;
WWHFavorites_SetCurrent;
WWHFavorites_Recorded;
WwHFavorites_Add;
WWHFavorites_Remove;
WwHFavorites_ClickedAdd;
WwHFavorites_cCTlickedRemove;
WwHFavorites_ClickedEntry;

this.fHoverTextTranslate
this.fHoverTextFormat
this.fGetPopupAction
this.fReadCookie
this.fwriteCookie
this.fClearcCurrent
this.fSetCurrent
this.frRecorded
this.fAadd
this.frRemove
this.fclickedadd
this.fclickedremove

) this.fcClickedEntry

Eunction WwHFavorites_InitHeadHTML()

nn

return ;

Eunction WwHFavorites_InitBodyHTML()
this.mHTMLSegment.fReset();
// Display initializing message

this.mHTMLSegment. fAppend("<h2>" +
WWHFrame .WwHJavascript.mMessages.mInitializingMessage + "</h2>\n");

// Read cookie
{ﬁis.fReadCookie();

// Initialized!
this.mbPanelInitialized = true;

return this.mHTMLSegment.fGetBuffer();
}

function WwHFavorites_NavigationHeadHTML()

{
var Settings = WwHFrame.wWwHJavaScript.mSettings.mFavorites;
this.mHTMLSegment.fReset()
// Generate style section
this.mHTMLSegment. fAppend("<style type=\"text/css\">\n");
this.mHTMLSegment. fAppend(" <!--\n");
this.mHTMLSegment. fAppend(" div\n");
this.mHTMLSegment. fAppend(" {\n');
this.mHTMLSegment. fAppend (" margin-top: 1lpt;\n");
this.mHTMLSegment. fAppend(" margin-bottom: 1pt;\n");
this.mHTMLSegment. fAppend(" " + Settings.mFontStyle + ";\n");
this.mHTMLSegment. fAppend(” 3\n");
this.mHTMLSegment. fAppend(" -->\n");
this.mHTMLSegment. fAppend("'</style>\n");

return this.mHTMLSegment.fGetBuffer();
}

Eunction WwWHFavorites_NavigationBodyHTML ()

var VaronSubmitAttribute;
var VarButtonLabel;

this.mHTMLSegment.fReset();
// Current valid and/or known?

[/
if ((this.mCurrent.mBookIndex >= 0) &&

9/26/2012 11:13:59 AM

212/415



(this.mCurrent.mFileIndex >= 0))
// Recorded?

if (this.fRecorded(this.mCurrent.mBookIndex,
this.mCurrent.mfFileIndex))

""vaFOnSubmitAttribute ="
O;\"";

varButtonLabel = WwHFrame.wwHJavasScript.mMessages.mFavoritesRemoveButtonLabel;

onsubmit=\"WWHFrame.WwHFavorites.fClickedRemove

else

varonsubmitAttribute = " onSubmit=\"WwHFrame.wwHFavorites.fClickedAdd();\"";
varButtonLabel = WwHFrame.wWwHJavasScript.mMessages.mFavoritesAddButtonLabel;

this.mHTMLSegment. fAppend("<form name=\"wwHFavoritesForm\"" +
varonSubmitAttribute + ">\n");

this.mHTMLSegment. fAppend(" <table width=\"100%\" border=\"0\" cellpadding=\"0\"
cellspacing=\"4px\">\n");...

Validation In Response:

N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/handler.js

Total of 1 security issues in this URL

[1 of 1] Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scri
pts/handler.js

CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46166]
The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'
Request/Response:
GET /camod/webHelp/camoD_0OnT11ine_Help/wwhelp/wwhimpl/js/scripts/handler.js HTTP/1.1
Cookie: switchmenu=; JSESSIONID=AB79ABB7719ED3384C2604776B3F0D90;

validuserkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID
Accept: */*
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Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR

1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Ccontent-Length: 10513

Date: Tue, 25 Sep 2012 20:31:15 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1

Accept-Ranges: bytes

ETag: W/"10513-1347465222000"

Last-Modified: wed, 12 Sep 2012 15:53:42 GMT

Content-Type: text/javascript

;? Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.

function wwHHandler_object()
this.mbInitialized = false;
this.fInit = WwHHandler_Init;
this.fFinalize = WWHHandler_Finalize;
this.fGetFrameReference = WwHHandler_GetFrameReference;
this.fGetFrameName = WWHHandler_GetFrameName;
this.fIsReady = WWHHandler_IsReady;
this.fupdate = WwHHandler_Update;
this.fSyncToC = WWHHandler_SyncToC;
this.fFavoritesCurrent = WwHHandler_FavoritesCurrent;
this.fProcessAccesskey = WwHHandler_ProcessAccessKey;
this.fGetCurrentTab = WWHHandler_GetCurrentTab;

} this.fSetCurrentTab = WwHHandler_SetCurrentTab;

function wwHHandler_Init()
WWHFrame.wwHJavascript.finit(Q;

function WwHHandler_Finalize()
var_VvarImageDirectory = WwHFrame.wwHHelp.mHelpURLPrefix +

"wwhelp/wwhimpl/js/images";
var VarImage = new Image(Q);
;? Preload graphics
varImage.src = VarImageDirectory + "/btn_bg.gif";
varImage.src = VarImageDirectory + "/btn_bgx.gif";
varImage.src = VarImageDirectory + "/btn_e.gif";
varImage.src = VarImageDirectory + "/btn_ex.gif";
varImage.src = VarImageDirectory + "/btn_n.gif";
varImage.src = VarImageDirectory + "/btn_ne.gif";
varImage.src = VarImageDirectory + "/btn_nex.gif";
varImage.src = VarImageDirectory + "/btn_nw.gif";
varImage.src = VarImageDirectory + "/btn_nwx.gif";
varImage.src = VarImageDirectory + "/btn_nx.gif";
varImage.src = VarImageDirectory + "/btn_s.gif";
varImage.src = VarImageDirectory + "/btn_se.gif";
varImage.src = VarImageDirectory + "/btn_sex.gif";
varImage.src = VarImageDirectory + "/btn_sw.gif";
varImage.src = VarImageDirectory + "/btn_swx.gif";
varImage.src = VarImageDirectory + "/btn_sx.gif";
varImage.src = VarImageDirectory + "/btn_w.gif";
varImage.src = VarImageDirectory + "/btn_wx.gif";
varImage.src = VarImageDirectory + "/navbg.gif";
varImage.src = VarImageDirectory + "/spc_e.gif";
varImage.src = VarImageDirectory + "/spc_n.gif";
varImage.src = VarImageDirectory + "/spc_s.gif";
varImage.src = VarImageDirectory + "/spc_sx.gif";
varImage.src = VarImageDirectory + "/spc_tabl.gif";

9/26/2012 11:13:59 AM 214/415



vVarImage.src
varImage.src
vVarImage.src
vVarImage.src
varImage.src
vVarImage.src

varImageDirectory
varImageDirectory
varImageDirectory
varImageDirectory
varImageDirectory
varImageDirectory

"/spc_tabm.gif";
"/spc_tabr.gif";
"/spc_top.gif";
"/spc_topx.gif";
"/spc_w.gif";
"/viewbg.gif";

// Display tab and panel
{é (WWHFrame .WwHHelp.mInitialTabName != null)
WWHFrame.wWwHJavascript.fstartChangeTab(WwHFrame.wwHJavascript.mInitialTab);
else
WWHFrame.wWwHJavascript.fclickedChangeTab (WwHFrame.wwHJavascript.mInitialTab);
}}
function WwwHHandler_GetFrameReference(ParamFrameName)

var VarFrameReference;

switch (ParamFrameName)

case "wWwHTabsFrame": )
// WwWHFrame.wwHNavigationFrame.wwHTabsFrame
//

varFrameReference = WwHFrame.wwHHelp.fGetFrameReference("wwHNavigationFrame")
+ ".frames[0]";
break;

case "wwHPanelFrame": )
;; WWHFrame .wWwHNavigationFrame.wwHPanelFrame

varFrameReference = WwHFrame.wwHHelp.fGetFrameReference("wwHNavigationFrame'™)
+ ".frames[1]";
break;

case "wwHPaneINavigationFrame": ) ]
// WwHFrame.wwHNavigationFrame.wWwHPanelFrame.WwHPaneINavigationFrame

VarFrameReference = WwHFrame.wwHHelp.fGetFrameReference("wwHPanelFrame") +
".frames[0]";
break;

case "wwHPanelviewFrame": )
// WWHFrame.wwHNavigationFrame.wWwHPanelFrame.WwHPanelviewFrame

if (WwHFrame.wwHJavascript.mPanels.fGetCurrentPanelobject() .mPanelFilename ==
"panelvie.htm™)

vVarFrameReference = WwHFrame.wWwHHelp.fGetFrameReference("wwHPanelFrame");
else

- %aEFrameReference = WWHFrame.wwHHelp.fGetFrameReference("wwHPanelFrame") +
" frames[1]";

break;

return VarFrameReference;

function WwwHHandler_GetFrameName(ParamFrameName)

var VvarName = null;

// Determine name for this frame
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switch (ParamFrameName)
ca...

Validation In Response:
N/A
Reasoning:
The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.
CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/index.js

Total of 1 security issues in this URL

1 of 1] _Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scri
pts/index.js

CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46328]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_0OnTine_Help/wwhelp/wwhimpl/js/scripts/index.js HTTP/1.1
Cookie: switchmenu=; JSESSIONID=9E8500454DF268CCI95FAAGAES564CEALE;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 44159

Date: Tue, 25 Sep 2012 20:31:20 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"44159-1347465222000"

Last-Modified: wed, 12 Sep 2012 15:53:42 GMT
content-Type: text/javascript

;; Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.
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Eunction WWHIndex_oObject()

false;
null; )
WWHFrame..wwHJavasScript.mMessages.mTabsIndexLabel;

this.mbPanelInitialized
this.mPanelAnchor
this.mPanelTabTitle
this.mPanelTabIndex

ki
this.mPanelFilename ((WwHFrame.wwHBrowser .mBrowser == 1) ? "panelfni.htm"
"panelfsi.htm");
this.mInitIndex 0;

this.moptions
this.mTopEntry
this.mMaxLevel
this.mEntryCount
this.mSeeAlsoArray
this.mSectionIndex
this.mbThresholdExceeded
this.mSectionCache
this.mIterator
this.mHTMLSegment
this.mEventString
this.mClickedEntry

new WwHIndexoOptions_Object();
new WwHIndexEntry_object(false, -1, null);
0;

new Array(Q;

’
null;
new WwHSectionCache_Object();
new WWHIndexIterator_O%ject();
new WwHStringBuffer_object();
wwq$opup_EventStr1ng();
null;

this.fInitHeadHTML
this.fIni tBOdyHTML
this.fInitLoadBookIndex
this.fAddSeeAlsoEntry
this.fProcessSeeAlsoEntries
this.fNavigationHeadHTML
this.fNavigationBodyHTML
this.fHeadHTML
this.fstartHTMLSegments
this.fAdvanceHTMLSegment
this.fGetHTMLSegment
this.fEndHTMLSegments
this.fPanelNavigationLoaded
this.fpPanelviewLoaded
this.fHoverTextTranslate
this.fHoverTextFormat
this.fGetPopupAction
this.fThresholdExceeded
this.fGetSectionNavigation
this.fDisplaySection
this.fselectionListHeadHTML
this.fSelectionListBodyHTML
this.fselectionListLoaded
this.fDisplayLink
this.fGetEntry
this.fclickedEntry
this.fClickedSeeAlsoEntry

WWHIndex_InitHeadHTML;
WwWHIndex_InitBodyHTML;
WWHIndex_InitLoadBookIndex;
WwHIndex_AddSeeAlsoEntry;
WWHIndex_ProcessSeeAlsoEntries;
WwHIndex_NavigationHeadHTML;
WwHIndex_NavigationBodyHTML;
WWHIndex_HeadHTML ;
WwWHIndex_StartHTMLSegments;
WwHIndex_AdvanceHTMLSegment;
WwWHIndex_GetHTMLSegment;
WwWHIndex_EndHTMLSegments;
WwHIndex_PanelNavigationLoaded;
WwWHIndex_PanelVviewlLoaded;
WwWHIndex_HoverTextTranslate;
WwHIndex_HoverTextFormat;
WWHIndex_GetPopupAction;
WwHIndex_ThresholdExceeded;
WwHIndex_GetSectionNavigation;
WWHIndex_DisplaySection;
WwHIndex_SelectionListHeadHTML;
WwWHIndex_SelectionListBodyHTML;
WwHIndex_SelectionListLoaded;
WwWHIndex_DisplayLink;
WWHIndex_GetEntry;
WwHIndex_ClickedEntry;
WwHIndex_CT1ickedSeeAlsoEntry;

// Set options
//

WWHJavasScriptSettings_Index_DisplayOptions(this.mOptions);
}

function WwHIndex_InitHeadHTML()

var InitHeadHTML = "";
return InitHeadHTML;

function wwHIndex_InitBodyHTML()
{

var VarHTML = new WwHStringBuffer_oObject(); )
var VarBookList = WwHFrame.wwHHelp.mBooks.mBookList;
var VvarParameters;

// Workaround safari reload bug
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//

varParameters = ""; )
%f (WWHFrame .WwHBrowser .mBrowser == 5) // Shorthhand for Safari
varParameters = "?" + (new Date() * 1);

// Display initializing message

varHTML . fAppend("<h2>" + WwWHFrame.wwHJavascript.mMessages.mInitializingMessage +
"</h2>\n");

// Load index data
//

this.mInitIndex = 0;
for (MaxIndex = varBookList.length, Index = 0 ; Index < MaxIndex ; Index++)

// Reference Index data

varHTML. fAppend("<script language=\"JavaScriptl.2\" src=\"" +
WWHFrame .WwHHe Ip.mHeTpURLPrefix + WwHFrame.wwHBrowser.fRestoreEscapedSpaces
(varBookList[Index].mDirectory) + "wwhdata/js/index.js" + varParameters +
"\'"></script>\n");

// Load Index data for current book

VarHTML.fA?pend("<script 1anguage=\"JavaScri?tl.2\" src=\"" +

WWHFrame .WwHHe Ip.mHeTpURLPrefix + "wwhelp/wwhimpl/js/scripts/indexls.js" +
varpParameters + "\"></script>\n");

return varHTML.fGetBuffer();

Eunction WWHIndex_InitLoadBookIndex(ParamAddIndexEntriesFunc)
var VarMaxIndex;
var VarIndex;
// Load Index
// ) )
ParamAddIndexeEntriesFunc(this.mTopEntry);
// Increment init book index
this.mInitIndex++;
// Check if done

if (this.mInitIndex ==...
Validation In Response:
N/A
Reasoning:
The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.
CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/javascpt.js

Total of 1 security issues in this URL

9/26/2012 11:13:59 AM 218/415



[1 of 1] Encryption Not Enforced

Severity:
Test Type:
Vulnerable URL:

CVE ID(s):

CWE ID(s):

Remediation Tasks:
Variant 1 of 1 [ID=46463]

Low
Application

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scri
pts/javascpt.js

N/A
311
Enforce the use of HTTPS when sending sensitive information

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_0On11ine_Help/wwhelp/wwhimpl/js/scripts/javascpt.js HTTP/1.1
Cookie: switchmenu=; JSESSIONID=024E121B50B5CC1AF30794645308A833;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 5452

Date: Tue, 25 Sep 2012 20:39:20 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"5452-1347465222000"

Last-Modified: wed, 12 Sep 2012 15:53:42 GMT
content-Type: text/javascript

X-Pad: avoid browser bug

;? Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.

Eunction WwHJavascript_Object()

this.mSettings

i new WwHJavaScriptSettings_Object();
this.mMessages

new WwHJavaScriptMessages_Object();

this.mInitialTab = -1;
this.mbClickedChangeTab = false;
this.mbChangingTabs = false;
this.mCurrentTab = -1;
this.mPanels = null;
this.mTabs = null;

this.mMaxHTMLSegmentSize 8192; // Best tested value is 8192
this.fInit
this.fclickedchangeTab
this.fclickedChangeTabwithDelay
this.fStartChangeTab
this.fEndChangeTab
this.fSyncToC
this.fFavoritesCurrent

WwHJavascript_Init;
WwHJavascript_ClickedChangeTab;
WwHJavascript_cClickedChangeTabwithDelay;
WwHJavascript_sStartChangeTab;
WwHJavascript_EndChangeTab;
WwHJavascript_SyncToC;
WwHJavascript_FavoritesCurrent;

// Load up messages

this.mMessages.fSetByLocale(WwHFrame.wwHBrowser.mLocale);
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// Disable hover text for accessibility or if popups are not supported

if (C ! WWHFrame.WWHBrowser.mb$u?portsPopups) |
(WwHFrame.wWwHHelp.mbAccessible))

this.mSettings.mHoverText.mbEnabled = false;
}}
function wwHJavasScript_Init()
{ // Create panels and tabs objects

this.mPanels = new wWwHPanels_object(); )
this.mTabs = new wWwHTabs_oObject(this.mPanels.mPanelEntries.length);

// Determine initial tab setting

//

iwitch (WwHFrame.wwHHelp.mInitialTabName)
case "contents":

this.mInitialTab = WwHFrame.wwHOutline.mPanelTabIndex;
break;

case "index":
Eh1skm1n1t1a1Tab = WWHFrame.WwWHIndex.mPanelTabIndex;
reak;

case "search":
this.mInitialTab = WwHFrame.wwHSearch.mPanelTabIndex;
break;
case "favorites": )
this.mInitialTab = WwHFrame.WwHFavorites.mPanelTabIndex;
} break;
f (this.mInitialTab < 0)

this.mInitialTab = 0;

// Complete initialization process
/

i

.i
{
}
: ( ! WwHFrame.wwHHandler.mbInitialized)

WWHFrame.wWwHHandler.mbInitialized = true;
WWHFrame.wWwHHeTp.fHandlerInitialized(Q);
}
function wwHJavascript_ClickedChangeTab(ParamIndex)
if (! this.mbClickedChangeTab)
¢ // Change tabs
this.mbClickedChangeTab = true;
this.fstartChangeTab(ParamIndex);
}}
function WwwHJavaScript_ClickedChangeTabwithDelay(ParamIndex)

setTimeout("wwHFrame.wwHJavascript.fclickedChangeTab(" + ParamIndex + ");", 1);

function wwHJavascript_StartChangeTab(ParamIndex)

if (C ! this.mbChangingTabs) &&
(this.mCurrentTab != ParamIndex))

// Signal that we are changing tabs
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{éis.mbchangingTabs = true;
// Update tab index
{éis.mCurrentTab = ParamIndex;
// Update tab frame
this.mTabs.frReload();
}}
function wwHJavascript_EndChangeTab()
¢ if (this.mbClickedChangeTab)

this.mbCTickedChangeTab = false;

// Signal that the change tab process is complete
this.mbChangingTabs = false;

// Perform additional processing if initial tab specified
if (WwHFrame.wwHHelp.mInitialTabName == "contents")

WWHFrame.WwHHeTp.mInitialTabName = null;
WWHFrame .WwHHelp .mbAutoSyncTOC = true;

}
} setTimeout ("WwHFrame.wwHHelp.fAutoSyncTtoCc();", 1);

function WwwHJavascript_SyncToC(ParamBookIndex,
ParamFileIndex,
ParamAnchor,
bParamreportError)
var TabIndex;
var 1Index;
// Confirm TOC is available as a tab
//
if (this.mSettings.mTOC.mbShow)
// Confirm file is part of a known book

//
if ((ParamBookIndex >= 0) &&
(ParamFileIndex >= 0))

// Determine visibility

~if (this.mpPanels.fGetCurrentPanelobject() .mPanelTabTitle ==
this.mMessages.mTabsToCLabel)

// Sync TOC
//

WWHFrame.wwHoutTine. fSync(ParamBookIndex, ParamFileIndex, ParamAnchor, true,
bParamreportError);

else

{

Validation In Response:
N/A
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Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/mlitphrs.js

Total of 1 security issues in this URL

[1 of 1] Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scri
pts/mitphrs.js

CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46396]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_0OnT1ine_Help/wwhelp/wwhimpl/js/scripts/mltphrs.js HTTP/1.1
Cookie: switchmenu=; JSESSIONID=024E121B50B5CC1AF30794645308A833;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 4508

Date: Tue, 25 Sep 2012 20:39:18 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"4508-1347465222000"

Last-Modified: wed, 12 Sep 2012 15:53:42 GMT
content-Type: text/javascript

X-Pad: avoid browser bug

function MultiPhrase_oObject(ParamText, ParamBookSearchInfooObject)

this.mSearchText
this.mwords
this.mPhrases
this.mPhraseobjects
this.mMatchRecords
this.mBookSearchiInfo

ParamText;

new Array();

new Array()

new Array();

new Arrai();
pParamBookSearchinfoobject;
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;? Define functions for this Object

this.fGetwords
this.fGetPhrases
this.fPhraseCount
this.fGetMatches
this.fResetMatches
this.fcheckFormatch
this.fParse

this.t

this.fTest

MultiPhrase_Getwords;
MultiPhrase_GetPhrases;
MuTltiPhrase_PhraseCount;
MultiPhrase_GetMatchingPhrases;
MultiPhrase_ResetMatches;
MuTltiPhrase_CheckForMatch;
MultiPhrase_Parse;
MultiPhrase_Test;
MultiPhrase_Test;

Fededed FREd kR kR RNk T ACcCeSSOrS FEwww kA kG kwdkwd 7':1'::‘::'::’:/
/ Returns all the search words that are not part of
; phrases and that are valid search terms for the book
unction MultiPhrase_Getwords()

return this.mwords;

T NN

// Returns all the_phrases that for the current search text
// This includes all stop words. The phrases are as they were
// typed in by the user
function MultiPhrase_GetPhrases()
return this.mPhrases;
// Returns the count_of valid phrases ) )
// If this return value is 0, then no valid phrases exist

function MultiPhrase_PhraseCount()

-~

return this.mPhraseoObjects.length;

; Returns an Array of Phrases that have matched
unction MultiPhrase_GetMatchingPhrases()

AmhNN S

var matchArray = new Array();
var index;

for(index = 0; index < this.mPhraseObjects.length; ++index)
if(this.mPhraseobjects[index].fIsmMatch())

matchArray[matchArray.length] = this.mPhraseobjects[index];

3
}
return matchArray;
}**** < End Accessors ¥ widskiokdonidokdoidoiok /
;; 2a11s ParsewordsAnd Phrases to construct the mwords and mPhrases
rray

function MultiPhrase_pParse()

var wordsAndPhrases;
var Index;

var words;

var PhraseIndex;

var Phrase;

var PhraseObject;

wordsAndPhrases = WwHStringutilities_ParsewordsAndPhrases(this.mSearchText);
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for(Index = 0; Index < wWordsAndPhrases.length; ++Index)
words = WwHStringutilities_ParsewordsAndPhrases(wWordsAndPhrases[Index]);
if(words.length == 1)
if(this.mBookSearchinfo.fvalidsearchword(words[0]))

this.mwords[this.mwords.Tlength] = words[0];

?1se if(words.length > 1)
// The entry is a phrase, construct the phrase here

Phrase = ;
this.mPhrases[this.mPhrases.length] = wordsAndPhrases[Index];
for(PhraseIndex = 0; PhraseIndex < Words.length; ++PhraseIndex)

if(this.mBookSearchiInfo.fvalidSsearchword(words[PhraseIndex]))

Phrase += Words[PhraseIndex] + ;

}f(Phrase.]ength > 0)
PhraseObject = new Phrase_Object(Phrase.substring(0, Phrase.length - 1));

Phraseobject.fpParse();
this.mPhraseObjects[this.mPhraseobjects.length] = PhraseoObject;

}
}
}

// Tests all the phrases in mPhrases for matches on the
// Parameter words

function MultiPhrase_Test(ParamFirst, ParamSecond)

var index;
var currentPhrase;

for(index = 0; index < this.mPhraseobjects.length; ++index)
this.mPhraseobjects[index].fTestPhrase(ParamFirst, ParamSecond);

}

// After the word pair file runs its tests on the multi phrase object

// this method will be called to see if all the phrases matched. If they
// did then the book and file index will be recorded and stored.

function MultiPhrase_CheckForMatch(ParamBookIndex, ParamFileIndex)

var result = false;
var matchingPhrases = new Array(Q;

matchingPhrases = this.fGetMatches();
if(this.mPhraseobjects.length > 0 &&
matchingPhrases.length > 0 &&
matchingPhrases.length == this.mPhraseobjects.length)
result = true;

return result;

}

// This function will be called between each pair file test to
// reset the matches from the previous pair file test. The
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Validation In Response:
N/A
Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/outifast.js

Total of 1 security issues in this URL

1 of 1] Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scri
pts/outifast.js

CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46289]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camob_onTline_Help/wwhelp/wwhimpl/js/scripts/outlfast.js HTTP/1.1
cookie: switchmenu=; JSESSIONID=AB79ABB7719ED3384C2604776B3F0D90;
validuserkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 8613

Date: Tue, 25 Sep 2012 20:31:19 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"8613-1347465222000"

Last-Modified: wed, 12 Sep 2012 15:53:42 GMT
content-Type: text/javascript

X-Pad: avoid browser bug

;; Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.

function wwHOutlineImagingFast_Object()
{
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this.mIterat
this.mImages
this.mEvents
this.mHTMLSe
this.mbuUseLji

this.fGetIco
this.fGetPop

or
rcbir
tring
gment
st

NURL
upAction

this.fGetLink

this.fGetEnt

ryHTML

this.fGenerateStyles

this.fReset

this.fAdvanc
this.fopenLe
this.fCloseL
this.fSameLe

e
vel
evel
vel

this.fDisplayEntry

this.fupdate
this.fReveal

Entry
Entry

new WwHOutlineIterator_Object(true);
wwHOutTineImaging_ImageSrcDir();
WWHPopup_Eventstring();

new WwHStringBuffer_object();

true;

wwHOutTineImaging_GetIconURL;
wwHoutTineImaging_GetPopupAction;
wwHOutTineImaging_GetLink;
wwHOutTineImaging_GetEntryHTML;

wwHOutTineImagingFast_GenerateStyles;
wwHoutTineImagingFast_Reset;
wwHOutTineImagingFast_Advance;
wwHoutTineImagingFast_OpenLevel;
wwHoutTineImagingFast_CloselLevel;
wwHOutTineImagingFast_SameLevel;
wwHoutTineImagingFast_DisplayEntry;
wwHOutTlineImagingFast_UpdateEntry;
wwHOutTineImagingFast_RevealEntry;

// Workaround for windows IE

1/
if ((WwHFrame.wwHBrowser.mBrowser == 2) & & // Shorthand for
(WWHFrame.WwHBrowser.mPlatform == 1)) // Shorthand for

this.mbUseList = false;

}
}

function wwHoOutTlineImagingFast_GenerateStyles()

var StyleBu

ffer = new wwHStringBuffer_object();

Py

SstyleBuffer. prpend(“<sty1$ tgpe \"text/css\">\n");

StyleBuffer.
StyleBuffer.
StyleBuffer.
StyleBuffer.
StyleBuffer.

fAppend("
fAppend("
fAppend("
prpend("
fAppend("

? act1ve\n"),

text-decoration: none;\n");
background-color: " +

WWHFrame WwHJavascript. mSett1ngs mTOC.mHighlightColor + ";\n");

y1eBuffer

ll’\n
Sty1eBuffer
StyleBuffer.
StyleBuffer.
StyleBuffer.
SstyleBuffer.

fAppend ("

fAppend("

fAppend("
fAppend("
fAppend("
fAppend("

" 4+ WwHFrame.wwHJavaScript.mSettings.
\n");

a:hover\n");
{\n"); ) )
text-decoration: underline;\n");

color: +

WWHFrame .WwHJavascript.mSettings.mToC.mEnabledColor + ";\n");

Sty1eBuffer

Sty1eBuffer
SstyleBuffer.
StyleBuffer.
StyleBuffer.
StyleBuffer.

fAppend ("

fAppend("
fAppend("
fAppend ("
fAppend("
fAppend ("

I\n");

a\n");

{\n"); )
text-decoration: none;\n");
color: " +

WWHFrame WwHJavascript.mSettings.mToC.menabledColor + ";\n");

y1eBuffer
ll’\n
Sty1eBuffer.
StyleBuffer.
StyleBuffer.
StyleBuffer.
SstyleBuffer.
StyleBuffer.
StyleBuffer.
StyleBuffer.
. Stx1eBuffer.
StyleBuffer.
if (this.mbu
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fAppend ("

fAppend("
fAppend("
fAppend("
fAppend("
fAppend("
fAppend("
fAppend("
fAppend("
fAppend ("

fAppend ("
seList)

N\n");

td\n");

{\n");
margin-top: Opt;\n");
margin-bottom: Opt;\n");
margin-left: Opt;\n");
text-align: Teft;\n");
vertical-align: middle;\n");

\n");

+ WwWHFrame.wwHJavaScript.mSettings.

+ WwWHFrame.wwHJavaScript.mSettings.

+ WWHFrame.wwHJavascript.mSettings.

IE
windows

mTOC.mFontStyle

mTOC.mFontStyle

mTOC.mFontStyle

mTOC.mFontStyle
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StyleBuffer.fAppend(" ul\n");
styleBuffer.fAppend("” {\n");

styleBuffer.fAppend(" Tist-style-type: none;\n");
StyleBuffer. fAppend(" padding-Teft: Opt;\n');
styleBuffer.fAppend(" margin-top: Opt;\n");
StyleBuffer.fAppend(" margin-bottom: Opt;\n");
StyleBuffer. fAppend(" margin-left: Opt;\n");

styleBuffer.fAppend(" 3}\n");
StyleBuffer.fAppend(" Ti\n");
styleBuffer.fAppend(" {\n");

styleBuffer.fAppend(" margin-top: Opt;\n");
StyleBuffer. fAppend(" margin-bottom: Opt;\n");
styleBuffer.fAppend(" margin-left: Opt;\n');

) SstyleBuffer.fAppend(" I\n");

else

{

styleBuffer.fAppend(" div.list\n");
styleBuffer.fAppend("” {\n");

StyleBuffer. fAppend(" margin-top: Opt;\n");
styleBuffer.fAppend(" margin-bottom: Opt;\n");
StyleBuffer. fAppend(" mgrgin—1eft: Opt;\n");

styleBuffer.fAppend(" }\n™);

3
StyleBuffer.fAppend(" -->\n");
styleBuffer.fAppend("</style>\n");

} return StyleBuffer.fGetBuffer();

function wwHOutlineImagingFast_Reset()

this.mIterator.fReset(WwHFrame.WwwHOutline.mTopEntry);

Validation In Response:
N/A
Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/outline.js

Total of 1 security issues in this URL
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[1 of 1] Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scri
pts/outline.js

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46251]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_0OnT11ine_Help/wwhelp/wwhimpl/js/scripts/outline.js HTTP/1.1
Cookie: switchmenu=; JSESSIONID=AB79ABB7719ED3384C2604776B3F0D90;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 30114

Date: Tue, 25 Sep 2012 20:31:18 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"30114-1347465222000"

Last-Modified: wed, 12 Sep 2012 15:53:42 GMT
content-Type: text/javascript

;; Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.

function WwwHoOutline_oObject()

var buUseSafeMethods = true;

// Determine display method based on browser type

//
if ((WwHFrame.wWwWHBrowser.mBrowser == 2) // Shorthand for IE

[ |
(WwWHFrame.wWwHBrowser .mBrowser == 3) || // Shorthand for icCab
(WWHFrame .WwHBrowser .mBrowser == 4) || // Shorthand for Netscape 6.0
(Mozilla)
(WWHFrame.wWwWHBrowser .mBrowser == 5)) // Shorthand for Safari

busesafemethods = false;

this.mbPanelInitialized
this.mPanelAnchor
this.mPanelTabTitle
this.mPanelTabIndex
this.mPanelFilename
this.mInitIndex
this.mBookEntryArray
this.mEntryHash
this.mTopEntry

false;
null; )
WWHFrame.wWwHJavascript.mMessages.mTabsTOCLabel;

-1;
"panelvie.htm";
néw Array(Q);

new WwHOutlineEntryHash_oObject();
new WwHOutlineEntry_Top_Object();
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this.mNextEntryID = 0;
this.mMaxLevel = 0;
this.mSyncBookIndex = null;
this.mSyncFileIndex = null;
this.mSyncAnchor = null;

this.mImagingobject = (busesafeMethods) 7?7 new wwHOutlineImagingSafe_object()
new WwHOutlineImagingFast_Object();

this.fInitHeadHTML
this.fInitBodyHTML
this.fInitGroupings
this.fInitLoadBookTOC
this.fHeadHTML
this.fcl1ickedExpand
this.fcClickedColTlapse
this.fclickeddisplayboc
this.fStartHTMLSegments
this.fAdvanceHTMLSegment
this.fGetHTMLSegment
this.fEndHTMLSegments
this.fpPanelNavigationLoaded
this.fpPanelviewLoaded
this.fHoverTextTranslate
this.fHoverTextFormat
this. fExpand
this.fCollapse
this.fDisplayboc

} this.fsync

Eunction wwHOutTine_InitHeadHTML()

WwHOutTine_InitHeadHTML;
WwHOutTine_InitBodyHTML;
wWwHOut1ine_InitGroupings;
WwHOutTine_InitLoadBookTOC;
WWHOutT1ine_HeadHTML;
wwHout1ine_cC1ickedExpand;
wwHoutTine_ClickedcColTlapse;
wwHOutTine_CT1ickedDisplayboc;
wwHOutline_StartHTMLSegments;
wWwHOut11ine_AdvanceHTMLSegment;
WwHOut1ine_GetHTMLSegment;
WwHOut1ine_EndHTMLSegments;
wwHOutline_PanelNavigationLoaded;
WwHOutT1ine_PanelviewLoaded;
WwHOut1ine_HoverTextTranslate;
WwWHOut1ine_HoverTextFormat;
wwHOut1ine_Expand;
wWwHOoutTine_ColTlapse;
WwHOutline_DisplayDoc;
wwHoutline_Sync;

var InitHeadHTML = "";
return InitHeadHTML;

Eunction wwHOutTine_InitBodyHTML()

var HTML = new WWHStringBuffer_object();

var BookList = WwHFrame.wwHHelp.mBooks.mBookList;
var VvarParameters;

var MaxIndex;

var 1Index;

;; workaround safari reload bug

varParameters = ""; )
if (WwHFrame.wwHBrowser.mBrowser == 5) // Shorthhand for Safari
varParameters = "?" + (new Date() * 1);

// Display initializing message

7gMLiprpend("<h2>" + WWHFrame.wwHJavascript.mMessages.mInitializingMessage +
"</h2>\n");

// Create top level entries for groups and books
this.fInitGroupings(this.mTopEntry, WwHFrame.wwHHelp.mBookGroups);
// Load book TOC data

//

this.mInitIndex = 0;
for (MaxIndex = BookList.length, Index = 0 ; Index < MaxIndex ; Index++)

// Reference TOC data

nn

//
HTML . fAppend("<script language=\"JavasScriptl.2\" src=\"" +
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WWHF rame .WwHHe 1p.mHeTpURLPrefix + wwHFrame.wwHBrowser.fRestoreEscapedSpaces(BookList
[Index] .mDirectory) + "wwhdata/js/toc.js" + varParameters + "\'"></script>\n");

// Load TOC data for current book

//

HTML. fAppend("<script language=\"Javascriptl.2\" src=\"" +
WWHFrame .WwHHeTp.mHeTpURLPrefix + "wwhelp/wwhimpl/js/scripts/outlinls.js" +
varpParameters + "\'"></script>\n");

return HTML.fGetBuffer();
function wwHOutline_InitGroupings(ParamParentEntry,
( ParamGroup)

var MaxIndex;

var 1Index;

var Groupentry;
var TOCEntry;

Ingg;+£¥ax1ndex = ParamGroup.mChildren.length, Index = 0 ; Index < MaxIndex ;
GroupEntry = ParamGroup.mcChildren[Index];
if (GroupEntry.mbGrouping)
¢ // Create entry in TOC
'/r(/)CEntry = ParamP...
Validation In Response:
N/A
Reasoning:
The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.
CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/outlsafe.js

Total of 1 security issues in this URL

[1 of 1] Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scri
pts/outlsafe.js

CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46270]
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The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_0On11ine_Help/wwhelp/wwhimpl/js/scripts/outlsafe.js HTTP/1.1
Cookie: switchmenu=; JSESSIONID=AB79ABB7719ED3384C2604776B3F0D90;
va11dUserKey—123456789 ncbi_sid=396E1D48058183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 5109

Date: Tue, 25 Sep 2012 20:31:18 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"5109-1347465222000"

Last-Modified: wed, 12 Sep 2012 15:53:42 GMT
content-Type: text/javascript

X-Pad: avoid browser bug

;? Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.

Eunction wWwHOut1ineImagingSafe_object()

this.mIterator

this.mImageSrcDir
this.mEventString
this.mHTMLSegment

new WwHOutlineIterator_Object(true);
wwHoutTineImaging_ImagesrcDir();
WWHPopup_Eventstring();

new WwHStringBuffer_object();

this.fGetIconURL
this.fGetPopupAction
this.fGetLink
this.fGetEntryHTML

wwHOutTineImaging_GetIconURL;
wwHoutTineImaging_GetPopupAction;
wwHOutTineImaging_GetLink;
wwHOoutTineImaging_GetEntryHTML;

this.fGenerateStyles
this.fReset
this.fAdvance
this.fopenLevel
this.fCloseLevel
this.fsameLevel
this.fDisplayEntry
this.fupdateEntry

} this.fRevealEntry

Eunction wWwHOutTineImagingSafe_Generatestyles()

wwHOutTineImagingSafe_GenerateStyles;
wwHOutTineImagingSafe_Reset;
wwHOutTineImagingSafe_Advance;
wwHOutTineImagingSafe_f OpenLeve1
wwHOutTineImagingSafe_ C1oseLeve1
wwHOutTineImagingSafe_SameLevel;
WWHOut1ineImagingSafe_Disp1ayEntry;
wwHOutTineImagingSafe_UpdateEntry;
wwHOutTineImagingSafe_RevealEntry;

var StyleBuffer = new WwHStringBuffer_object();
var MaxLevel;
var Level;

styleBuffer. prpend("<sty1e type= \"text/css\">\n");
StyleBuffer. fAppend(" <!--\n");
StyleBuffer.fAppend(" a: act1ve\n"),
styleBuffer.fAppend(" {\n'
StyleBuffer. fAppend(" text-decoration: none;\n");
styleBuffer.fAppend(" background-color: " +
WWHFrame .WwHJavascript.mSettings.mToC.mHighlightColor + ";\n");
' ity1eBuffer . TAppend (" " + WWHFrame.wwHJavaScript.mSettings.mTOC.mFontStyle +

StyleBuffer.fAppend("” 3}\n");

StyleBuffer.fAppend(" a:hover\n");

styleBuffer.fAppend("” {\n");

StyleBuffer. fAppend(" text-decoration: underline;\n");
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styleBuffer.fAppend(" color: +
WWHFrame .WwwHJavascript.msettings.mToC.menabledColor + ";\n");
Sty1eBuffer fAppend (" " 4+ WwHFrame.wwHJavaScript.mSettings.mTOC.mFontStyle +

Sty1eBuffer fAppend(" I\n");
styleBuffer.fAppend(" a\n");
StyleBuffer.fAppend("” {\n");

StyleBuffer. fAppend(" text-decoration: none;\n");
styleBuffer.fAppend(" color: " +

WWHFrame WwHJavascript. mSettings.mTOC.mEnab1edCo1or + ";\n");

wd y1eBuffer fAppend (" " 4+ WwHFrame.wwHJavaScript.mSettings.mTOC.mFontStyle +
;\n

Sty1eBuffer.prpend( N\n");
styleBuffer.fAppend(" td\n");
StyleBuffer.fAppend("” {\n");

StyleBuffer. fAppend(" margin-top: Opt;\n");
styleBuffer.fAppend(" margin-bottom: Opt;\n");
StyleBuffer. fAppend(" margin-left: Opt;\n");
styleBuffer.fAppend(" text-align: Tleft;\n");
styleBuffer.fAppend(" vertical-align: middle;\n");

ity1eBuffer.prpend(" + WwWHFrame.wWwHJavaScript.mSettings.mTOC.mFontStyle +
", nll .

’Sty1éBuffer fAppend(" I\n");
StyleBuffer. fAppend(" -->\n");
styleBuffer.fAppend("</style>\n");

return StyleBuffer.fGetBuffer();

function wwHOutlineImagingSafe_Reset()
{

this.mIterator.fReset(WwHFrame.wwHOutline.mTopEntry);

Eunction wwHOutTineImagingSafe_Advance(ParamMaxHTMLSegmentSize)
var Entry;
this.mHTMLSegment.fReset();
while (((ParamMaxHTMLSegmentSize == -1) || ]
(this.mHTMLSegment.fSize() < ParamMaxHTMLSegmentSize)) &&
(this.mIterator.fAdvance(this)))
Entry = this.mIterator.mentry;
// Process current entry

if (Entry.mbShow)

this.mHTMLSegment.fAppend(this.fDisplayEntry(Entry));

3

}
} return (this.mHTMLSegment.fSize() > 0); // Return true if segment created
function wwHOutlineImagingsafe_openLevel()
}
function wwHOutlineImagingSafe_CloseLevel(bParamScopeComplete)
}
function wwHOutlineImagingsafe_SameLevel()
}

function WwwHOutlineImagingSafe_DisplayEntry(Paramentry)

var VarentryHTML = H
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VarentryHTML += this.fGetEntryHTML(Paramentry);
VarentryHTML += "\n";

return vVareEntryHTML;

function wwHOutlineImagingSafe_UpdateEntry(Paramentry)
{

var EntryURL;

?? Reload page to display expanded/collapsed entry

WWHFrame.wWwHJavascript.mPanels.fReloadview();

function wwHoOutlineImagingSafe_RevealEntry(Paramentry,

Validation In Response:
N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/pairs.js

Total of 1 security issues in this URL

1 of 1] _Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scri
pts/pairs.js

CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46349]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_oOnTine_Help/wwhelp/wwhimpl/js/scripts/pairs.js HTTP/1.1
Ccookie: switchmenu=; JSESSIONID=9E8500454DF268CCI95FAAGAES564CEALE;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us
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User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

content-Length: 3067

Date: Tue, 25 Sep 2012 20:31:21 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"3067-1347465222000"

Last-Modified: wed, 12 Sep 2012 15:53:42 GMT
content-Type: text/javascript

X-Pad: avoid browser bug

function Pairs_oObject(ParamArray)
// Store oOriginal Array
4éis.morigina1Array = ParamArray;
// Hash of word pairs to test, keys are prefixed by '~'
this.mPairsHash = new Object();
// Define Functions for this object
this.fGetPairs
this.fResetMatches
this.fTestPair

this.fIsMatch
this.fCreateHash

Pairs_GetPairs;
Pairs_ResetMatches;
Pairs_TestPair;
Pairs_IsMatch;
Pairs_CreateHash;

/ Create the Hash of word Pairs
/
u

nction Pairs_CreateHash()

NN

var index = 0;

var innerHash;

var lastword;

var currentword;

var currentInnerHash;
var innerHashvalue

for(index = 0; index < this.moriginalArray.length; index++)

innerHash = new Object();
if (index == 0)

lastword = "~" + this.moriginalArray[index];
else
currentword = "~" + this.moriginalArray[index];

currentInnerHash = this.mPairsHash[lastword];
if(currentInnerHash != null

innerHashvalue = currentInnerHash[currentword]
if(innerHashvalue == null)

currentInnerHash[currentword] = 0;

}

else

innerHash[currentword] =_0;
this.mPairsHash[lastword] = innerHash;

lastword = currentword;

}
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}
}

// Accessor function to return the hash
function Pairs_gGetPairs(Q)

return this.mPairsHash;

// After each doc is tested for the occurrence

// of the pairs in the search phrase, the recorded
// matches in the hash can be reset for the next
// doc to test

function Pairs_ResetMatches()

var outerKey;
var innerkey;
var innerHash;

for(outerKkey in this.mPairsHash)

innerHash = this.mPairsHash[outerkey];
for(innerKey in innerHash)

innerHash[innerKkey] = 0;

}

}

// The 1ist of word pairs generated during output

// calls this function with each word pair in the doc
// if the word pair is present in the hash created

;; from the search phrase, then that match is recorded.

function Pairs_TestPair(ParamFirst, ParamSecond)

var innerHash;

" + ParamFirst];

+ ParamFirst] != null &&

+ ParamFirst]["~" + ParamSecond] !'= null)

innerHash = this.mPairsHash["~
if(this.mPairsHash["~"
this.mPairsHash["~

non non

this.mPairsHash["~" + ParamFirst]["~" + ParamSecond]++;

}

// IsMatch iterates all keys of mPairsHash testing
// whether the inner hashes have values greater than 0
// If all inner hash values are greater than 0, then
// There is a match on the phrase in the doc.
function Pairs_IsMatch()
var result = true;
var outerKey;
var innerkey;
var matchvalue;
for(outerKkey in this.mPairsHash)
for(innerKkey in this.mPairsHash[outerKkey])
matchvalue = this.mPairsHash[outerkey][innerKkey];
if(matchvalue <= 0)

result = false;
break;
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}
if(lresult)
break;
}

return result;

Validation In Response:

N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/panels.js

Total of 1 security issues in this URL

[1 of 1] Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scri
pts/panels.js

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46453]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camob_online_Help/wwhelp/wwhimpl/js/scripts/panels.js HTTP/1.1
Cookie: switchmenu=; JSESSIONID=024E121B50B5CC1AF30794645308A833;
validuserkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 14438

Date: Tue, 25 Sep 2012 20:39:20 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes
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ETag: W/"14438-1347465222000"
Last-Modified: wed, 12 Sep 2012 15:53:42 GMT
Content-Type: text/javascript

;? Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.

function WwwHPanelsEntry_oObject(ParamPanelobject)

this.mbShowInitMessage
this.mPanelobject
this.mScrol1Position

true;
ParamPanelObject;
new Array(0, 0);

Eunction WwHPaneTls_object()

0;

new Array(Q);

new WwHPopup_Object("wwHFrame.wwHJavaScript.mPanels.mPopup",
"REPLACE ME",
wWwHPanelHoverText_Translate,

this.mCurrentpPanel
this.mPanelEntries
this.mPopup

wWwHPanelHoverText_Format,

1000, 12, 20,

"WwHPanelPopupDIV", "wwHPanelPopupText",

WWHFrame .WwHJavascript.mSettings.mHoverText.mwidth);

this.mbChangingPanels = false;
this.mbLoading = false;
this.mbReTloadOnTyNavigation = false;

this.fGetCurrentPanelEntry
this.fGetCurrentPanelobject
this.fInitHeadHTML
this.fInitBodyHTML
this.fInitLoaded

this. fPopupHTML
this.fclearscrollpPosition
this.fsaveScrollPosition
this.fRestorescrollPosition
this.fJumpToAnchor
this.fChangePanel
this.fReloadPanel
this.fReloadNavigation
this.fReloadview
this.fpPanelNavigationLoaded
this.fpPanelviewLoaded

WwHPanels_GetCurrentPanelEntry;
WwHPanels_GetCurrentPanelObject;
WwWHPanels_InitHeadHTML;
WwHPanels_InitBodyHTML;
WwWHPanels_InitLoaded;
WwWHPanels_PoOpupHTML ;
WwHPanels_ClearscrollPosition;
WwHPanels_SaveScrollPosition;
WwWHPanels_RestoreScrollPosition;
WwHPanels_JumpToAnchor;
WwHPanels_ChangePanel;
WwHPanels_ReloadPanel;
WwHPanels_ReloadNavigation;
WwHPanels_Reloadview;
WwHPanels_PanelNavigationLoaded;
WwHPanels_PanelviewLoaded;

;; Add visible panels

}f (WwHFrame.wwHJavascript.mSettings.mTOC.mbShow)
WwHFrame.wwHOutTine.mPanelTabIndex = this.mPanelEntries.length; )
this.mPanelEntries[this.mPanelEntries.length] = new wwHPanelsEntry_Object

(WWHFrame.wWwHOut1ine);

}

}f (WwHFrame.wwHJavascript.mSettings.mIndex.mbShow)
WwHFrame.wwHIndex.mPanelTabIndex = this.mPanelEntries.length; )
this.mPanelEntries[this.mPanelEntries.length] = new wWwHPanelsEntry_Object

(WwWHFrame.wWwHIndex) ;

if (WwHFrame.wwHJavaScript.mSettings.mSearch.mbShow)

{

WwWHFrame.wwHSearch.mpanelTabIndex = this.mPanelEntries.length; )
this.mPanelEntries[this.mPanelEntries.length] = new wWwHPanelsEntry_Object
(WWHFrame.wwHSearch) ;

if ((WwHFrame.wwHHelp.fCookiesEnabled()) &&
(WwHFrame.wwHJavascript.mSettings.mFavorites.mbShow))

WWHFrame.wWwHFavorites.mPanelTabIndex = this.mPanelEntries.length; )
this.mPanelEntries[this.mPanelEntries.Tength] = new WwHPanelsEntry_Object
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(WWHFrame.wWwHFavorites);
}
function wwHPanels_GetCurrentPanelEntry()

return this.mPanelEntries[this.mCurrentPanel];

Eunction WwHPaneTls_GetCurrentPanelobject ()

return this.mPanelEntries[this.mCurrentPanel].mPanelObject;

Eunction wwHPaneTs_InitHeadHTML()

var HTML = H

var PanelEntry;

if (WwHFrame.wwHHelp.mInitStage > 0)

¢ // Access panel entry
PanelEntry = this.fGetCurrentPanelEntry();
if (PanelEntry.mbShowInitMessage)

// Nothing to do
//

else
HTML = PanelEntry.mPanelObject.fInitHeadHTMLQ);
} 3
return HTML;

function WwwHPanels_InitBodyHTML()
{

var HTML = H
var PanelEntry;
if (WwHFrame.wwHHelp.mInitStage > 0)
¢ // Access panel entry
PanelEntry = this.fGetCurrentPanelEntry();
if (PanelEntry.mbShowInitMessage)
// Display initializing message

HTML = "<h2>" + WwHFrame.wwHJavaScript.mMessages.mInitializingMessage +
"</h2>\n";

// only show message once
PanelEntry.mbShowInitMessage = false;
else
HTML = PanelEntry.mPanelobject.fInitBodyHTMLQ);
} 3
return HTML;
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function WwHPanels_InitLoaded()

this.fClearscrollPosition();
this.mbLoading = false;
this.fReloadPanel();

function WwwHPanels_PopupHTML()

va...
Validation In Response:
N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/phrase.js

Total of 1 security issues in this URL

1 of 1] _Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scri
pts/phrase.js

CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46377]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_0Online_Help/wwhelp/wwhimpl/js/scripts/phrase.js HTTP/1.1
Cookie: switchmenu=; JSESSIONID=024E121B50B5CC1AF30794645308A833;
validuserkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 2338

Date: Tue, 25 Sep 2012 20:39:18 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes
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ETag: W/"2338-1347465222000"
Last-Modified: wed, 12 Sep 2012 15:53:42 GMT
Content-Type: text/javascript
X-Pad: avoid browser bug
function Phrase_oObject(ParamPhrase)
// Array of search words
this.mwords = new Array();
// original Search Phrase
this.mPhrase = ParamPhrase;
// Pairs object containing the word pairs of the phrase
this.mPairs = null;
this.fTestPhrase
this.fIsmatch

this.fParse
this.fIsvalidPhrase

Phrase_TestPhrase;
Phrase_IsMatch;
Phrase_Parse;
Phrase_IsvalidPhrase;

// Accessors and other methods for testing

this.fGetwords
this.fGetPairsHash
this.fResetMatches

Phrase_Getwords;
Phrase_GetPairs;
Phrase_ResetMatches;

}

// Tests the word pair passed in as parameter to check
// if it exists in the word pair hash

function Phrase_TestPhrase(ParamFirst, ParamSecond)
this.mPairs.fTestPair(ParamFirst, ParamSecond);

// calls_the Pairs object's IsMatch function to see

// if all word pairs are present in the search text

Eunction Phrase_IsMatch()
return this.mPairs.fIsmatch(Q);

// Parses out the words in the_phrase adding them to the

// Pairs object if they are valid search words for the current book

function Phrase_pParse()

var StringwithSpace = "x x";

var phrasesplit;

var index;

var currentsplit;

phraseSplit = this.mPhrase.split(StringwithSpace.substring(l, 2));
for(index = 0; index < phrasesplit.length; ++index)

currentSplit = phrasesplit[index];
if(currentsplit.length > 0)

} this.mwords[this.mwords.Tength] = currentSplit;
}
}f(this.mWords.1ength > 0)

this.mPairs = new Pairs_Object(this.mwords);
this.mPairs.fCreateHash();
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}

else
this.mPairs = null;
3
}
// Returns the word array that is the phrase
// minus the skip wors

function Phrase_Getwords()

return this.mwords;

// Returns the stored hash of pairs from the pair object
function Phrase_getPairs()

return this.mPairs.fGetPairs(Q);

// Resets the match count for the pairs object

function Phrase_ResetMatches()
this.mPairs.fResetMatches();

// Tests to see if any word pairs exist for this phrase

// Returns_true if there are any word pairs, meaning there

// is a valid phrase object

function Phrase_IsvalidPhrase()

return this.mPairs != null;

Validation In Response:
N/A

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:

311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/search.js

Total of 1 security issues in this URL
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[1 of 1] Encryption Not Enforced

Severity: Low
Test Type: Application
Vulnerable URL: https://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scri
pts/search.js

CVE ID(s): N/A
CWE ID(s): 311
Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46406]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camoD_0OnT11ine_Help/wwhelp/wwhimpl/js/scripts/search.js HTTP/1.1
Cookie: switchmenu=; JSESSIONID=024E121B50B5CC1AF30794645308A833;
validuserKkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.2; Trident/4.0; .NET CLR
1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 46151

Date: Tue, 25 Sep 2012 20:39:19 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"46151-1347465222000"

Last-Modified: wed, 12 Sep 2012 15:53:42 GMT
content-Type: text/javascript

;; Copyright (c) 2000-2005 Quadralay Corporation. All rights reserved.

Eunction WwHSearch_object()

this.mbPanelInitialized
this.mPanelAnchor
this.mPanelTabTitle
this.mPanelTabIndex
this.mPanelFilename
"panelfns.htm" : "panelfss.ht
this.mInitIndex
this.mBookSearchInfolList
this.mMultiPhraseList
this.mSearchState
this.mSearchscopeInfo
this.mSavedSearchwords
this.mSavedSearchScope
this.mSearchwordList
this.mSearchwordrRegExpList
this.mBookIndex
this.mBookMatchesList
this.mCombinedResults
this.mCombinedResultsIndex

false;
null; )
WWHFrame.WwHJavascript.mMessages.mTabsSearchLabel;

—dy
((WwWHFrame.wwHBrowser .mBrowser == 1) ?

new Array();
new Array(Q);
null;
null;

new Array(Q);
new Array();

néw Array(Q;
new WwHSearchResults_Object();

1 T {1 = 1 T [ O [

o

this.fInitHeadHTML = WwHSearch_InitHeadHTML;
this.fInitBodyHTML = WwHSearch_InitBodyHTML;
this.fInitLoadBookSearchinfo = wwHSearch_InitLoadBookSearchinfo;
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this.fNavigationHeadHTML
this.fNavigationBodyHTML
this.fHeadHTML
this.fStartHTMLSegments
this.fAdvanceHTMLSegment
this.fGetHTMLSegment
this.fEndHTMLSegments
this.fpPanelNavigationLoaded
this.fpPanelviewLoaded
this.fHoverTextTranslate
this.fHoverTextFormat
this.fDisplaySearchForm
this.fsubmit
this.fsetSearchwords
this.fcheckForMatch
this.fSearchwordsComplete
this.fcheckForPhrasematch
this.fSearchpairsComplete
this.fCombineresults

} this.fShowEntry

Eunction wwHSearch_1InitHeadHTML()

wWwHSearch_NavigationHeadHTML ;
WwHSearch_NavigationBodyHTML ;
WwHSearch_HeadHTML ;
wWwHSearch_Sta rtHTMLSegments;
WwHSearch_AdvanceHTMLSegment;
WwWHSearch_GetHTMLSegment;
WwHSearch_EndHTMLSegments;
WwHSearch_PaneINavigationLoaded;
WwHSearch_ranelviewLoaded;
WWHSearch_HoverTextTranslate;
WwHSearch_HoverTextFormat;
wwHSearch_bisplaySearchForm;
WWHSearch_Submit;
WwHSearch_SetSearchwords;
wwHSearch_cCheckForMatch;
WwHSearch_SearchwordsComplete;
wwHSearch_checkForPhrasematch;
WwHSearch_SearchPairsComplete;
WwHSearch_combineResults;
wWwHSearch_ShowEntry;

var InitHeadHTML = "";

// Create search scope info
this.mSearchscopeInfo = new WwHSearchScope_oObject();

} return InitHeadHTML;

Eunction wWwHSearch_InitBodyHTML()

var HTML = new WwHStringBuffer_object();
var VvarParameters;

var BookList;

var MaxIndex;

var 1Index;

// Workaround safari reload bug

varParameters = ; ]
}f (WWHFrame .WwHBrowser .mBrowser == 5) // Shorthhand for Safari
varParameters = "?" + (new Date() * 1);

// Display 1initializing message

HTML . fAppend("<h2>" + wWwHFrame.wwHJavaScript.mMessages.mInitializingMessage +
"</h2>\n");

/; Load search info
this.mInitIndex = 0;

BookList = WwHFrame.wwHHelp.mBooks.mBookList;
for (MaxIndex = BookList.length, Index = 0 ; Index < MaxIndex ; Index++)

;; Reference search info
HTML . fAppend("<script language=\"JavaScriptl.2\" src=\"" +

WwWHFrame .wwHHeTp .mHeTpURLPrefix + WwHFrame.wwHBrowser.fRestoreEscapedSpaces(BookList
[Index] .mDirectory) + "wwhdata/js/search.js" + varpParameters + "\'"></script>\n");

// Load search info for current book

nn

HTML . fAppend(“<script language=\"Javascriptl.2\" src=\"" +
WWHFrame .WwHHe Tp.mHeTpURLPrefix + "wwhelp/wwhimpl/js/scripts/searchls.js" +
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varParameters + "\"></script>\n");
return HTML.fGetBuffer();

function wwHSearch_InitLoadBookSearchinfo(ParamSearchFileCount,
ParamMinimumwordLength,
ParamSearchskipwordsFunc)

// Load book search info
{éis.mBookSearchInfoList[this.mInitIndex] = new WwHBookSearchInfo_oObject
(ParamSearchFileCount, ParamMminimumwordLength);
ParamsearchskipwordsFunc(this.mBookSearchinfoList[this.mInitIndex]);
// Create match objects for each book
this.mBookMatchesList[this.mBookMatche...
Validation In Response:
N/A
Reasoning:
The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.
CWE ID:
311

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/tabs.js

Total of 1 security issues in this URL

1 of 1] Encryption Not Enforced

Severity: Low

Test Type: Application

Vulnerable URL: https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scri
pts/tabs.js

CVE ID(s): N/A

CWE ID(s): 311

Remediation Tasks: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1 [ID=46232]

The following changes were applied to the original request:
» Set HTTP header to 'cancermodels-ga.nci.nih.gov:80'

Request/Response:

GET /camod/webHelp/camob_online_Help/wwhelp/wwhimpl/js/scripts/tabs.js HTTP/1.1
cookie: switchmenu=; JSESSIONID=AB79ABB7719ED3384C2604776B3F0D90;
validuserkey=123456789; ncbi_sid=396E1D4805B183E1_0122SID

Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; Trident/4.0; .NET CLR
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1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Host: cancermodels-ga.nci.nih.gov

HTTP/1.1 200 OK

Content-Length: 9357

Date: Tue, 25 Sep 2012 20:31:17 GMT

X-Powered-By: Servlet 2.5; JBoss-5.0/JBossweb-2.1
Accept-Ranges: bytes

ETag: W/"9357-1347465222000"

Last-Modified: wed, 12 Sep 2012 15:53:42 GMT
Content-Type: text/javascript

X-Pad: avoid browser bug

;; Copyright (c) 2000-2003 Quadralay Corporation. All rights reserved.

Eunction WwWHTabs_oObject(ParamPanels)
this.mwidth = null;

this.fReload
this.fHeadHTML
this.fBodyHTML
this.fLoaded

WwHTabs_Reload;
WwHTabs_HeadHTML ;
WwHTabs_BodyHTML ;
WwHTabs_Loaded;

// Calculate width based on number of panels
if (Parampanels > 0)
this.mwidth = "" + (100 / ParamPanels) + "%"

}}
function wwHTabs_Reload()
¢ WWHFrame .wwHHeTp. fReplaceLocation("wwHTabsFrame", wwHFrame.wWwHHelp.mHeTpURLPrefix
; "wwheTp/wwhimp1/js/html/tabs.htm");
Eunction WwHTabs_HeadHTML ()

var StylesHTML = "";

// Generate style section

//
StylesHTML += <sty1e type \"text/css\">\n";
StylesHTML += " <!--\n"};

StylesHTML += " a. act1ve\n ;
StylesHTML += " {\n";
StylesHTML += " text-decoration: none;\n";
StylesHTML += " color: " +
WWHFrame . WWHJava5cr1pt mSettings.mTabs.mSelectedTabForegroundColor + ";\n";
StylesHTML += " + WWHFrame.wwHJavasScript.mSettings.mTabs.mFontStyle + ";\n";
StylesHTML += " }\n";
StylesHTML += " a. 1nact1ve\n
StylesHTML += " {\n";
StylesHTML += " text-decoration: none;\n";
StylesHTML += " color: " +
WWHF rame. WWHJavaScr1pt mSettings.mTabs.mbDefaultTabForegroundColor + ";\n";
StylesHTML += " 4+ WwHFrame.wwHJavaScript.mSettings.mTabs. mFontSty]e + ";\n";
StylesHTML += " }\n";
StylesHTML += " th\n";
StylesHTML += " {\n";
StylesHTML += " color: " +
WWHFrame . WWHJavaScr1pt mSettings.mTabs.mSelectedTabForegroundColor + ";\n";
StylesHTML += " 4+ WwHFrame.wwHJavaScript.mSettings.mTabs.mFontStyle + ";\n";
StylesHTML += " }\n";
StylesHTML += " td\n";
StylesHTML += " {\n";
StylesHTML += " color: " +
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WWHFrame . WWHJava5cr1pt mSettings.mTabs.mbefaultTabForegroundColor + ";\n";

StylesHTML += + WWHFrame.wwHJavascript.mSettings.mTabs.mFontStyle + ";\n";
StylesHTML += " }\n“'
StylesHTML += " -->\n";

StylesHTML += </sty1e>\n

; return StylesHTML;

Eunct‘ion WwHTabs_BodyHTML ()

var TabsHTML = "";

var 1ImageDir = WwHFrame.wWwHHelp.mHelpURLPrefix + "wwhelp/wwhimpl/js/images";
var MaxIndex;

var 1Index;

var VarTabTitle;

var VarAccessibilityTitle = "";
var CellType;

var WrapPrefix;

var Wwrapsuffix;

var StyleAttribute;

var oncClick;

var ImgSuffix;

var Tablewidth;

// Set style attribute to insure small image height

StyleAttribute = " style=\"font-size: 1px; Tine-height: 1px;\"";

// Force on one Tine with a table, except for Netscape 4.x

if (WwHFrame.wwHBrowser.mBrowser != 1) // Shorthand for Netscape
TabsHTML += "<table border=\"0\" cellspacing=\"0\" cellpadding=\"0\"

width=\"100%\">\n";

TabsHTML += "<tr>";

// Tabs

for (MaxIndex = WwHFrame.wwHJavaScript.mPanels.mPanelEntries.length, Index = 0 ;
Index < MaxIndex ; Index++)

// Get tab title
//

varTabTitle = WwHFrame.wWwHJavascript.mPanels.mPanelEntries
[Index] .mPaneloObject.mPanelTabTitle;

// Display anchor only if not selected
if (Index == WwHFrame.wwHJavascript.mCurrentTab)
¢ // Determine title for accessibility

}f (WWHFrame.wWwHHelp.mbAccessible)

varAccessibilityTitle = wwHStringutilities_FormatMessage
(WWHFrame.wWwHJavascript.mMessages.mAccessibilityActiveTab,

varTabTitle);
varAccessibilityTitle = " title=\"" + WWHStringutilities_EscapeHTML

(VarAc;essibi1ityTit1e) + "\"";

CellType = "th";

WrapPrefix = "<b><a class=\"active\" name=\"tab" + Index + "\"
href=\"javascript: vo1d(0) \"" + VarAccessibilityTitle + ">"

wrapsuffix = </a></b>

onClick = "";

Imgsuffix = "";

else
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;? Determine title for accessibility
if (WwHFrame.wwHHelp.mbAccessible)

varAccessibilityTitle = WwHStringutilities_FormatMessage
(WWHFrame.wWwHJavascript.mMessages.mAccessibilityInactiveTab,

o ) ) ) o varTabTitle);
varAccessibilityTitle = " title=\"" + WwWHStringutilities_EscapeH...
Validation In Response:
N/A
Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

CWE ID:
311
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Remediation Tasks

URL Remediation Tasks Addressed Security Issues

https://cancermodels-qa.nci.nih.gov/ (1)

Update your SSL certificate, and make sure SSL Certificate Domain Name Mismatch
that all attributes are valid (Low)

https://cancermodels-qa.nci.nih.gov/icamod/LoginAction.do (2)

Add the 'Secure' attribute to all sensitive Missing Secure Attribute in Encrypted
cookies (Low) Session (SSL) Cookie
Cookie: validUserKey

Verify that parameter values are in their Application Error
expected ranges and types. Do not output
debugging error messages and exceptions
(Low)
Parameter: password
Parameter: username

https://cancermodels-qa.nci.nih.gov/icamod/ReturnUserModels.do (1)
Always use SSL and POST (body) parameters  Query Parameter in SSL Request

when sending sensitive information. (Low)
Parameter: method

https://cancermodels-qa.nci.nih.gov/icamod/ReturnUserQueries.do (1)
Always use SSL and POST (body) parameters  Query Parameter in SSL Request

when sending sensitive information. (Low)
Parameter: method

https://cancermodels-qa.nci.nih.gov/icamod/ReturnUserSavedQueries.do (1)
Always use SSL and POST (body) parameters  Query Parameter in SSL Request

when sending sensitive information. (Low)
Parameter: method

https://cancermodels-ga.nci.nih.gov/camod/SimpleSearchPopulateAction.do (1)
Always use SSL and POST (body) parameters  Query Parameter in SSL Request

when sending sensitive information. (Low)
Parameter: unprotected_method
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https://cancermodels-ga.nci.nih.gov/camod/login.do (1)

Correctly set the "autocomplete" attribute to Autocomplete HTML Attribute Not Disabled
"off" (Low) for Password Field

https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=3A3A111005CF52CF7B91ABBBFA320
DCE (1)

Always use SSL and POST (body) parameters  Query Parameter in SSL Request
when sending sensitive information. (Low)

Parameter:
__patternParameter  JSESSIONID_ 0

Parameter: aModellD

Parameter: method

https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=4B1122012B8878784C3EEC309194E6
8B (1)

Always use SSL and POST (body) parameters  Query Parameter in SSL Request
when sending sensitive information. (Low)

Parameter:
__patternParameter_ JSESSIONID___ 0

Parameter: aModellD

Parameter: method

https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=BB812C07FCD096CCBEF8C9C430952
29A (1)

Always use SSL and POST (body) parameters  Query Parameter in SSL Request
when sending sensitive information. (Low)

Parameter:
__patternParameter_ JSESSIONID_ 0

Parameter: method

https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=C14EFAA220C9BA8D51CA6A6C1958
1F28 (3)

Always use SSL and POST (body) parameters  Query Parameter in SSL Request
when sending sensitive information. (Low)

Parameter:
__patternParameter  JSESSIONID_ 0

Correctly set the "autocomplete" attribute to Autocomplete HTML Attribute Not Disabled
"off" (Low) for Password Field

Remove sensitive information from HTML HTML Comments Sensitive Information
comments (Low) Disclosure
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https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=D76B2A7A8A9693F47C27F91BF03D1
FE7 (1)

Always use SSL and POST (body) parameters  Query Parameter in SSL Request
when sending sensitive information. (Low)

Parameter:
__patternParameter  JSESSIONID_ 0

Parameter: aModellD

Parameter: method

https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=E79AD24F5C001F3830C93DB65688E1
3C(1)

Always use SSL and POST (body) parameters  Query Parameter in SSL Request
when sending sensitive information. (Low)

Parameter:
__patternParameter  JSESSIONID_ 0

Parameter: lab

Parameter: method

https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=E8829A8065D84C5CD1E27A7198FEB
063 (1)

Always use SSL and POST (body) parameters  Query Parameter in SSL Request
when sending sensitive information. (Low)

Parameter:
__patternParameter JSESSIONID 0

Parameter: aModellD

Parameter: method
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https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E058461B2
E9A (1)

Always use SSL and POST (body) parameters  Query Parameter in SSL Request
when sending sensitive information. (Low)
Parameter:
__patternParameter  JSESSIONID_ 0
Parameter: affiliation
Parameter: email
Parameter: firstName
Parameter: lastName
Parameter:
org.apache.struts.taglib.html.CANCEL
Parameter: phone
Parameter: piEmail
Parameter: piFirstName
Parameter: piLastName
Parameter: piUsername
Parameter: principallnvestigator

https://cancermodels-qa.nci.nih.gov/icamod/scripts/TipCode.js (2)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

Remove e-mail addresses from the website Email Address Pattern Found
(Low)

https://cancermodels-ga.nci.nih.gov/camod/scripts/global.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-qa.nci.nih.gov/camod/scripts/script.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/index.html (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
html/blank.htm (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)
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https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
html/content.htm (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
html/pagenav.htm (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
html/switch.htm (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
html/wwhelp.htm (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
private/locale.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
private/options.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
private/popupf.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

9/26/2012 11:13:59 AM 252/415



https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
private/title.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
scripts/bookgrps.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
scripts/booklist.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
scripts/browser.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
scripts/controls.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
scriptsf/filelist.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
scripts/handler.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)
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https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
scripts/highit.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
scripts/popup.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
scripts/related.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
scripts/strutils.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/
scripts/switch.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/html/na
vigate.htm (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/html/w
whelp.htm (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)
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https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/private/
options.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/
favorite.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/
handler.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/
index.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/
javascpt.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/
mltphrs.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/
outlfast.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)
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https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/
outline.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/
outlsafe.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/
pairs.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/
panels.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/
phrase.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/
search.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/js/scripts/
tabs.js (1)

Enforce the use of HTTPS when sending Encryption Not Enforced
sensitive information (Low)
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Application Data

Script Parameters

URL Name Type Value
http://cancermodels-qa.nci.nih.gov/icamod/AdminCommentsAssignmentPopulateAction.do
org.apache.struts.tagli  Higden 2336a25eff897b6f02beade01cc5ef5¢
b.html. TOKEN
currentState Select Screened-approved

http://cancermodels-
ga.nci.nih.gov/icamod/AdminRolesPopulateAction.do;jsessionid=22420689254AF3C8E21A1B3F0
C5FBODE

__patternParameter__  gimple Link 22420689254AF3C8E21A1B3FOC5FBODE
JSESSIONID____ 0

http://cancermodels-qa.nci.nih.gov/camod/AdminUserSettingsAction.do

org.apache.struts.tagli  Higden 2336a256ff897b6f02beade01cc5ef5e
b.html. TOKEN

affiliation Text SAIC

firstName Text camod

lastName Text curator

phone Text 555-555-5555

email Text ncicbiitsecurityteam@mail.nih.gov
principallnvestigator Hidden true

org.apache.struts.tagli  g,pmit Cancel

b.html.CANCEL

affiliation Text 1234

firstName Text 1234

lastName Text 1234

phone Text 555-555-5555

email Text ncicbiitsecurityteam@mail.nih.gov
principallnvestigator Hidden false

org.apache.struts.tagli  g,pmit Cancel

b.html.CANCEL

http://cancermodels-
ga.nci.nih.gov/icamod/AdminUserSettingsPopulateAction.do;jsessionid=F9B543DCA51EB3E405
6538C36C1AO0FA1

__patternParameter__  gjmple Link FOB543DCA51EB3E4056538C36C1A0FAT
JSESSIONID 0
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URL Name Type Value

http://cancermodels-qa.nci.nih.gov/camod/AdvancedSearchPopulateAction.do

unprotected_method Simple Link populate

http://cancermodels-qa.nci.nih.gov/camod/AnimalModelAction.do

method Simple Link delete

org.apache.struts.tagli - Higden 53e05594fd 1b2ff9aa3ade7b327970d4
b.html. TOKEN

modelDescriptor Text 1234

principallnvestigator Select abrahamd

isToolStrain Checkbox no

scientificName Select Danio rerio

ethinicityStrain Multiple Selection

developmentalStage Select

genotype Text

nomenclature Text

experimentDesign Text Area

description Text Area 1234
type Select

breedingNotes Text

url Text

releaseDate Checkbox after

calendarReleaseDate  Hidden
comments Text Area
ethinicityStrain Select

http://cancermodels-qa.nci.nih.gov/camod/AnimalModelPopulateAction.do

method Invalid setStrainDropdown

page Invalid newModel

org.apache.struts.tagli  gjmple Link 53e05594fd1b2ff9aa3ade7b327970d4
b.html. TOKEN

modelDescriptor Simple Link test

principallnvestigator Simple Link abrahamd

isToolStrain Simple Link no
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URL Name Type Value
scientificName Simple Link Danio rerio
developmentalStage Simple Link
genotype Simple Link
nomenclature Simple Link
experimentDesign Simple Link
description Simple Link
type Simple Link
breedingNotes Simple Link
url Simple Link
releaseDate Simple Link immediately
calendarReleaseDate  Simple Link
comments Simple Link
method Simple Link dropdown
method Simple Link delete
page Simple Link newModel
org.apache.struts.tagli  Higden de53cdc8e08ef4577b0fc170cc15df42
b.htm|. TOKEN
modelDescriptor Text test
principallnvestigator Select abrahamd
isToolStrain Radio no
scientificName Select Bos taurus
developmentalStage Select Older than 2 years
genotype Text 1234
nomenclature Text 1234
experimentDesign Text 1234
description Text test
type Select Both Sexes
breedingNotes Text 1234
url Text 1234
releaseDate Radio immediately
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URL Name Type Value

calendarReleaseDate  Hidden
comments Text 1234

http://cancermodels-
ga.nci.nih.gov/icamod/AnimalModelPopulateAction.do;jsessionid=22420689254AF3C8E21A1B3F
0C5FBODE

method Simple Link dropdown

__patternParameter__ Simple Link 22420689254AF3C8E21A1B3FOC5FBODE
JSESSIONID 0

__patternParameter__ Simple Link 3CB36B7D79EADEEADF1243D5B6D0CD9
JSESSIONID 0 4

http://cancermodels-qa.nci.nih.gov/icamod/AntibodyPopulateAction.do

method Simple Link dropdown

http://cancermodels-qa.nci.nih.gov/camod/BacteriaPopulateAction.do

method Simple Link dropdown

http://cancermodels-qa.nci.nih.gov/icamod/CellLinePopulateAction.do

method Simple Link delete

http://cancermodels-qa.nci.nih.gov/camod/ChangeAnimalModelToCompleteAction.do

modelld Hidden 150107289

modelDescriptor Hidden

assignedTo Hidden ulrike

event Hidden complete

remark Hidden Model has been moved to complete

http://cancermodels-qa.nci.nih.gov/icamod/ChemicalDrugPopulateAction.do

method Simple Link dropdown

http://cancermodels-
ga.nci.nih.gov/camod/CustomizeSearchResultsPopulateAction.do;jsessionid=F9B543DCA51EB3
E4056538C36C1A0FA1

__patternParameter__  gjmple Link FOB543DCA51EB3E4056538C36C1AOFAT
JSESSIONID 0

http://cancermodels-qa.nci.nih.gov/camod/DeleteAnimalModelAction.do
method Simple Link delete
aModellD Simple Link 150106693
http://cancermodels-qa.nci.nih.gov/icamod/DrugScreenSearchAction.do
NSCNumber Text 9876543210
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URL Name Type Value

doYeast Checkbox on
dolnvivo Checkbox on
doPreClinical Checkbox on
doClinical Checkbox on

http://cancermodels-qa.nci.nih.gov/icamod/DuplicateAnimalModelAction.do
method Simple Link delete
aModellD Simple Link 150106693

http://cancermodels-qa.nci.nih.gov/icamod/EngineeredTransgenePopulateAction.do

method Simple Link dropdown

http://cancermodels-qa.nci.nih.gov/camod/EnvironmentalFactorPopulateAction.do

method Simple Link dropdown

http://cancermodels-qa.nci.nih.gov/icamod/GeneDeliveryPopulateAction.do

method Simple Link delete

http://cancermodels-ga.nci.nih.gov/icamod/GenomicSegmentPopulateAction.do

method Simple Link dropdown

http://cancermodels-qa.nci.nih.gov/icamod/GrowthFactorPopulateAction.do

method Simple Link delete

http://cancermodels-ga.nci.nih.gov/icamod/HistopathologyPopulateAction.do

method Simple Link delete

http://cancermodels-qa.nci.nih.gov/icamod/HormonePopulateAction.do

method Simple Link delete

http://cancermodels-qa.nci.nih.gov/camod/ImagePopulateAction.do

method Simple Link delete

http://cancermodels-qa.nci.nih.gov/icamod/InducedMutationPopulateAction.do

method Simple Link dropdown

http://cancermodels-qa.nci.nih.gov/camod/InvestigatorPopulateAction.do
method Simple Link delete

lab Simple Link Investigator

http://cancermodels-qa.nci.nih.gov/icamod/JacksonLabPopulateAction.do
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URL Name Type Value

method Simple Link dropdown
lab Simple Link Jackson Laboratory

http://cancermodels-
ga.nci.nih.gov/camod/LogoutAction.do;jsessionid=BAAC048D9CEA756050B17F9FE0984789

__patternParameter__  gimple Link 5AD1AE 1B8919743AF04A0B350B964A8B
JSESSIONID____ 0

http://cancermodels-qa.nci.nih.gov/camod/MorpholinoPopulateAction.do

method Simple Link delete

aConceptCode Simple Link C60700
http://cancermodels-qa.nci.nih.gov/icamod/NCIMouseRepoPopulateAction.do

method Simple Link delete

lab Simple Link NCI Mouse Repository
http://cancermodels-qa.nci.nih.gov/icamod/NutritionalFactorPopulateAction.do

method Simple Link delete
http://cancermodels-qa.nci.nih.gov/camod/PlasmidPopulateAction.do

method Simple Link delete
http://cancermodels-qa.nci.nih.gov/icamod/PublicationPopulateAction.do

method Simple Link delete
http://cancermodels-qa.nci.nih.gov/camod/RadiationPopulateAction.do

method Simple Link delete

http://cancermodels-qa.nci.nih.gov/icamod/RegisterUserAction.do

affiliation Text 1234

firstName Text 1234

lastName Text 1234

phone Text 555-555-5555

email Text ncicbiitsecurityteam@mail.nih.gov
principallnvestigator Checkbox on

piUsername Select vandersanden;j
org.apache.struts.tagli  g,pmit Cancel

b.html.CANCEL

affiliation Text 1234
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URL Name Type Value
firstName Text 1234
lastName Text 1234
phone Text 555-555-5555
email Text ncicbiitsecurityteam@mail.nih.gov
principallnvestigator Checkbox on
piUsername Select liangd
piFirstName Text 1234
piLastName Text 1234
piEmail Text ncicbiitsecurityteam@mail.nih.gov
org.apache.struts.tagli  g,pmit Cancel

b.html.CANCEL
http://cancermodels-

ga.nci.nih.gov/icamod/RegisterUserAction.do;jsessionid=28D91C94460FC5BEC8973E6574AD7A1

9
affiliation
firstName
lastName
phone
email
principallnvestigator

piUsername

org.apache.struts.tagli
b.html.CANCEL

__patternParameter__
JSESSIONID 0

affiliation

firstName

lastName

phone

email
principallnvestigator
piUsername

piFirstName

9/26/2012 11:14:00 AM

Text

Text

Text

Text

Text
Checkbox
Select

Submit
Simple Link

Text

Text

Text

Text

Text
Checkbox
Select

Text

1234

1234

1234

555-555-5555
ncicbiitsecurityteam@mail.nih.gov
on

vandersandenj

Cancel
1CC16CC29B8F6AF6BFC3E2474A 132764

1234

1234

1234

555-555-5555
ncicbiitsecurityteam@mail.nih.gov
on

liangd

1234
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URL Name Type Value

piLastName Text 1234

piEmail Text ncicbiitsecurityteam@mail.nih.gov
org.apache.struts.tagli  g,pmit Cancel

b.html.CANCEL

__patternParameter__  gimple Link 1CC16CC29B8FB6AF6BFC3E2474A132764

JSESSIONID 0

http://cancermodels-
ga.nci.nih.gov/camod/RegisterUserPopulateAction.do;jsessionid=C4694532253F62B66F7EF 366
D2A9BCA9

__patternParameter__ Simple Link C4694532253F62B66F7EF366D2A9BCA9

JSESSIONID 0

__patternParameter__ Simple Link 6C2A9EE92099F97FA24C39CEDAEOABS

JSESSIONID 0 9
http://cancermodels-qa.nci.nih.gov/icamod/ReturnUserModels.do

method Simple Link returnUserModels

method Simple Link returnUserModels

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jsessionid=9862C640D40C164D98792EF8A8D519D7

method Simple Link returnUserModels

__PpatternParameter__ Simple Link 9862C640D40C164D98792EF8A8D519D7
JSESSIONID____ 0

__patternParameter__ Simple Link 190CC8A7183F45DA060FD56BE7BAESA
JSESSIONID____ 0 C

__patternParameter__ Simple Link 6C2A9EE92099F97FA24C39CEDAEOABS
JSESSIONID____ 0 9

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jsessionid=C14EFAA220C9BA8D51CA6A6C19581F2
8

method Simple Link returnUserModels

__patternParameter__  gimple Link 76193423B3B181A4B044B2CEDC1C8FC8
JSESSIONID____ 0

http://cancermodels-qa.nci.nih.gov/camod/ReturnUserQueries.do

method Simple Link delete

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserQueries.do;jsessionid=F9B543DCA51EB3E4056538C36C1A0F
A1

method Simple Link delete

__patternParameter__ Simple Link FOB543DCA51EB3E4056538C36C1AOFAT
JSESSIONID 0

http://cancermodels-qa.nci.nih.gov/icamod/ReturnUserSavedQueries.do
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URL Name Type Value

method Simple Link delete

http://cancermodels-
ga.nci.nih.govicamod/ReturnUserSavedQueries.do;jsessionid=F9B543DCA51EB3E4056538C36C
1A0FA1

method Simple Link delete

__patternParameter__  gjmple Link FO9B543DCA51EB3E4056538C36C1A0FA1
JSESSIONID___ 0

http://cancermodels-qa.nci.nih.gov/camod/SaveQueryAction.do

method Simple Link delete

org.apache.struts.tagli  Higden 2336a25eff897b6f02beade01cc5ef5c
b.html. TOKEN

queryName Text My Saved Query

saveAsNew Hidden yes

method Simple Link returnSavedUserQueries

method Simple Link delete

queryName Text My Saved Query

saveAsNew Hidden yes

http://cancermodels-ga.nci.nih.gov/icamod/SearchAdminAssignmentAction.do

org.apache.struts.tagli - Hjggen 2336a25eff897b6f02beade01cc5ef5¢
b.html. TOKEN

currentState Select Complete-not screened

currentState Select Complete-not screened

http://cancermodels-qa.nci.nih.gov/camod/SearchSimpleAction.do

keyword Text 1234
modelDescriptor Text test

piName Select Lowell*, Bradford
species Select Equus caballus
organTissueCode Hidden

organTissueName Hidden

organ Text 1234
submitAction Submit Clear

keyword Text 1234
modelDescriptor Text test
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URL Name Type Value

piName Select Herlyn, Meenhard

http://cancermodels-qa.nci.nih.gov/camod/SearchTableOfContentsPopulateAction.do

unprotected_method Simple Link populate

http://cancermodels-qa.nci.nih.gov/icamod/SignalingMoleculePopulateAction.do

method Simple Link delete

http://cancermodels-qa.nci.nih.gov/camod/SimpleSearchPopulateAction.do

unprotected_method Simple Link populate
unprotected_method Simple Link setSpeciesForOrganTree
keyword Text

modelDescriptor Text

piName Select Zornig, Martin

species Select

organTissueCode Hidden

organTissueName Hidden

organ Text

http://cancermodels-
ga.nci.nih.gov/icamod/SimpleSearchPopulateAction.do;jsessionid=69CB1E0152BE4BD12C6C06
D40228D9DA

__patternParameter__ Simple Link FB312E7162B83DDE41699DDE41965D81
JSESSIONID 0

http://cancermodels-
ga.nci.nih.gov/camod/SimpleSearchPopulateAction.do;jsessionid=C14EFAA220C9BA8D51CA6A
6C19581F28

unprotected_method Simple Link populate

__patternParameter__ Simple Link 69CB1E0152BE4BD12C6C06D40228D9D
JSESSIONID 0 A

unprotected_method Simple Link populate

__patternParameter__  gimple Link 22A5647C1B85D655A35F 74F03BDF0AB6

JSESSIONID___ 0
http://cancermodels-qa.nci.nih.gov/camod/SirnaPopulateAction.do

method Simple Link delete

aConceptCode Simple Link C2191
http://cancermodels-qa.nci.nih.gov/icamod/SpontaneousMutationPopulateAction.do

method Simple Link dropdown
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URL Name Type Value

http://cancermodels-qa.nci.nih.gov/icamod/SubmitAction.do
method Simple Link returnSavedUserQueries

aModellD Simple Link 150106693

http://cancermodels-
ga.nci.nih.gov/camod/SubmitAction.do;jsessionid=22420689254AF3C8E21A1B3FO0C5FBODE

method Simple Link delete

aModellD Simple Link 150106693

__patternParameter__  gjmple Link 190CC8A7183F45DA060FDS6BE7BAESA
JSESSIONID 0 C

http://cancermodels-
ga.nci.nih.gov/camod/SubmitAction.do;jsessionid=51BE5F39E8F10D857B33F36E46B1C35A

method Simple Link returnUserModels
aModellD Simple Link 150107289
__patternParameter__  gimple Link E8829A8065D84C5CD1E27A7198FEB063

JSESSIONID___ 0
http://cancermodels-qa.nci.nih.gov/camod/SurgeryPopulateAction.do

method Simple Link delete
http://cancermodels-qa.nci.nih.gov/icamod/TargetedModificationPopulateAction.do

method Simple Link dropdown
http://cancermodels-qa.nci.nih.gov/camod/TherapyPopulateAction.do

method Simple Link delete
http://cancermodels-qa.nci.nih.gov/icamod/TransplantationPopulateAction.do

method Simple Link delete
http://cancermodels-qa.nci.nih.gov/camod/TransposonPopulateAction.do

method Simple Link delete
http://cancermodels-qa.nci.nih.gov/icamod/ViewModelAction.do

aModellD Simple Link 136

unprotected_method Simple Link populateCarcinogeniclnterventions
http://cancermodels-qa.nci.nih.gov/camod/ViewTOCSearchResultsAction.do

aTOCQueryKey Simple Link Rattus_Norvegicus_Query
http://cancermodels-qa.nci.nih.gov/camod/ViralTreatmentPopulateAction.do

method Simple Link delete
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URL Name Type Value

http://cancermodels-qa.nci.nih.gov/icamod/ZFINPopulateAction.do
method Simple Link delete
lab Simple Link ZFIN

http://cancermodels-
ga.nci.nih.gov/camod/infoAccessibility.do;jsessionid=C14EFAA220C9BA8D51CA6A6C19581F28

__patternParameter__ Simple Link 44383BB2477788AB218EO0AD745DE2587
JSESSIONID 0
__patternParameter__ Simple Link 76193423B3B181A4B044B2CEDC1C8FC8

JSESSIONID 0

http://cancermodels-
ga.nci.nih.govicamod/infoApplicationSupport.do;jsessionid=C14EFAA220C9BA8D51CA6A6C195
81F28

__patternParameter__ gimple Link 69CB1E0152BE4BD12C6C06D40228D9D
JSESSIONID___ 0 A
—_patternParameter__  simple Link 76193423B3B181A4B044B2CEDC1C8FC8

JSESSIONID 0

http://cancermodels-
ga.nci.nih.gov/camod/infoContactUs.do;jsessionid=C14EFAA220C9BA8D51CA6A6C19581F28

__patternParameter__ Simple Link C4694532253F62B66F7EF366D2A9BCA9
JSESSIONID 0
__patternParameter__ Simple Link 22A5647C1B85D655A35F74F03BDF0OABG

JSESSIONID 0

http://cancermodels-
ga.nci.nih.gov/camod/infoDisclaimer.do;jsessionid=C14EFAA220C9BA8D51CA6A6C19581F28

—_patternParameter__  gimple Link C4694532253F62B66F 7EF366D2A9BCA9
JSESSIONID___ 0

__patternParameter__ gimple Link 6DAB87517F6D6E2FB7E99F 7ECAESCF 1
JSESSIONID___ 0 9

http://cancermodels-
ga.nci.nih.gov/camod/infoReleaseNotes.do;jsessionid=C14EFAA220C9BA8D51CA6A6C19581F2
8

__patternParameter__ Simple Link C4694532253F62B66F 7EF366D2A9BCA9
JSESSIONID 0
__patternParameter__ Simple Link 22A5647C1B85D655A35F74F03BDFOAB6

JSESSIONID 0

http://cancermodels-
ga.nci.nih.gov/camod/infoViewLicense.do;jsessionid=C14EFAA220C9BA8D51CA6A6C19581F28

__patternParameter__  gimple Link 80CEAAD68396FBA238BIF7AC2D9014A2
JSESSIONID 0
__patternParameter__  gjmple Link 22A5647C1B85D655A35F 74F03BDF0AB6

JSESSIONID 0

http://cancermodels-
ga.nci.nih.gov/camod/infoWhatsNew.do;jsessionid=C14EFAA220C9BA8D51CA6A6C19581F28
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URL Name Type Value

__patternParameter__ Simple Link BB812C07FCD096CCBEF8C9C43095229
JSESSIONID 0 A
__PpatternParameter__ Simple Link 22A5647C1B85D655A35F74F03BDF0AB6

JSESSIONID 0

http://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=C14EFAA220C9BA8D51CA6A6C19581F28

__patternParameter__ Simple Link 69CB1E0152BE4BD12C6C06D40228D9D
JSESSIONID 0 A
__PpatternParameter__ Simple Link 79775987E1D75BCC8EDFA19487E8517F

JSESSIONID 0

http://cancermodels-qa.nci.nih.gov/camod/jsp/searchResults.jsp

d-16544-0 Simple Link 2
aTOCQueryKey Simple Link Rattus_Rattus_Query
d-16544-s Simple Link 1

http://cancermodels-qa.nci.nih.gov/camod/jsp/protected/adminModelsAssignment.jsp
d-16544-p Simple Link 2

https://cancermodels-qa.nci.nih.gov/icamod/LoginAction.do

username Text camodcurator2
password Password DataEntry9
username Text camodcurator2
password Password DataEntry9!
username Text camodcurator2
password Password DataEntry9!

https://cancermodels-qa.nci.nih.gov/icamod/ReturnUserModels.do

method Simple Link returnUserModels
method Simple Link returnUserModels
https://cancermodels-qa.nci.nih.gov/camod/ReturnUserQueries.do
method Simple Link delete
https://cancermodels-qa.nci.nih.gov/icamod/ReturnUserSavedQueries.do
method Simple Link delete

https://cancermodels-ga.nci.nih.gov/camod/SimpleSearchPopulateAction.do
unprotected_method Simple Link populate

unprotected_method Simple Link populate
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URL Name Type Value

https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=22420689254AF3C8E21A1B3F0C5FBODE

__patternParameter__ Simple Link 22420689254AF3C8E21A1B3FOC5FBODE
JSESSIONID 0

https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=3A3A111005CF52CF7B91ABBBFA320DCE

method Simple Link returnSavedUserQueries

aModellD Simple Link 150106710

__patternParameter__  gjmple Link 3A3A111005CF52CF7B91ABBBFA320DC
JSESSIONID 0 E

https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=4B1122012B8878784C3EEC309194E68B

method Simple Link dropdown
aModellD Simple Link 150106693
—_patternParameter__ - gimpje Link 4B1122012B8878784C3EEC309194E68B

JSESSIONID 0

https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=BB812C07FCD096CCBEF8C9C43095229A

method Simple Link returnUserModels

__patternParameter__ Simple Link BB812C07FCD096CCBEF8C9C43095229
JSESSIONID____ 0 A

method Simple Link returnUserModels

__patternParameter__ Simple Link 22A5647C1B85D655A35F74F03BDFOAB6

JSESSIONID 0

https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=C14EFAA220C9BA8D51CA6A6C19581F28

__PpatternParameter__ Simple Link 76193423B3B181A4B044B2CEDC1C8FC8
JSESSIONID___ 0

__patternParameter__ Simple Link 69CB1E0152BE4BD12C6C06D40228D9D
JSESSIONID___ 0 A

__patternParameter__ Simple Link 0C3F2E6EDEECF801249CCE30958CD6E
JSESSIONID____ 0 8

https://cancermodels-
ga.nci.nih.gov/icamod/login.do;jsessionid=D76B2A7A8A9693F47C27F91BF03D1FE7

method Simple Link delete

aModellD Simple Link 150107169

__patternParameter__ Simple Link 57ACD0A1B522BC2C08FE7ABA9DEE38C
JSESSIONID 0 2

https://cancermodels-
ga.nci.nih.gov/camod/login.do;jsessionid=E79AD24F5C001F3830C93DB65688E13C
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URL Name Type Value
method Simple Link dropdown
lab Simple Link Jackson
__patternParameter__ Simple Link E79AD24F5C001F3830C93DB65688E13C

JSESSIONID 0

https://cancermodels-

ga.nci.nih.gov/camod/login.do;jsessionid=E8829A8065D84C5CD1E27A7198FEB063

method

aModellD

__patternParameter__

JSESSIONID 0

https://cancermodels-

Simple Link
Simple Link
Simple Link

returnUserModels
150107289
E8829A8065D84C5CD1E27A7198FEB063

ga.nci.nih.gov/camod/login.do;jsessionid=EF85CD5E6ECCD1FE7803E058461B2E9A

lastName
phone
email
affiliation
firstName

org.apache.struts.tagli
b.html.CANCEL

piUsername

principallnvestigator

__patternParameter__

JSESSIONID 0
piLastName

lastName
phone
piFirstName
piEmail
email
affiliation
firstName

org.apache.struts.tagli
b.html.CANCEL

piUsername

9/26/2012 11:14:00 AM

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

Simple Link
Simple Link
Simple Link

Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link
Simple Link

Simple Link

1234

555-555-5555
ncicbiitsecurityteam%40mail.nih.gov
1234

1234

Cancel

vandersanden]

on

EF85CDSE6ECCD1FE7803E058461B2E9
A

1234

1234

555-555-5555

1234
ncicbiitsecurityteam%40mail.nih.gov
ncicbiitsecurityteam%40mail.nih.gov
1234

1234

Cancel

liangd
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URL Name Type Value

principallnvestigator Simple Link on

__patternParameter__ Simple Link EF85CD5E6ECCD1FE7803E058461B2E9

JSESSIONID___ 0 A
https://cancermodels-ga.nci.nih.gov/camod/WebHelp/caMOD_Online_Help/index.html

single Simple Link true

context Simple Link caMOD_Online_Help

topic Simple Link login_page_help

single Simple Link true

context Simple Link caMOD_Online_Help

topic Simple Link login_page_help

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/html/switch.htm

single Simple Link true
context Simple Link caMOD_Online_Help
topic Simple Link login_page_help

https://cancermodels-
ga.nci.nih.gov/icamod/WebHelp/caMOD_Online_Help/wwhelp/wwhimpl/common/html/wwhelp.ht
m

context Simple Link caMOD_Online_Help
topic Simple Link login_page_help

Broken Links

Reason URL
Response Status 404 - Not Found http://cancermodels-
ga.nci.nih.gov/scripts/TipMessages.js
Response Status 404 - Not Found https://cancermodels-
ga.nci.nih.gov/scripts/TipMessages.js
Response Status 404 - Not Found http://cancermodels-
ga.nci.nih.gov/camod/scripts/RoboHelp_CSH.js
Response Status 404 - Not Found http://cancermodels-
ga.nci.nih.gov/camod/scripts/RoboHelp_CSH.js
Response Status 404 - Not Found https://cancermodels-
ga.nci.nih.gov/scripts/TipMessages.js
Response Status 404 - Not Found http://cancermodels-

ga.nci.nih.gov/camod/scripts/RoboHelp_CSH.js

Response Status 404 - Not Found http://cancermodels-
ga.nci.nih.gov/camod/scripts/RoboHelp CSH.js
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Reason

URL

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/scripts/RoboHelp_CSH.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/scripts/RoboHelp CSH.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/scripts/RoboHelp_CSH.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/scripts/RoboHelp_ CSH.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/scripts/RoboHelp CSH.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/scripts/RoboHelp_CSH.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/scripts/TipMessages.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/scripts/TipMessages.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/login.jsp

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/js/builder.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/js/dragdrop.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/js/slider.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/scripts/TipMessages.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/login.jsp

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/jsp/scripts/global.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/scripts/TipMessages.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/scripts/RoboHelp_CSH.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/scripts/RoboHelp CSH.js

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/submitMicroarrayData.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/EngineeredTransgeneActi
on.do

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/jsp/protected/scripts/globa
l.js
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Reason

URL

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/EngineeredTransgeneActi
on.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/TargetedModificationActio
n.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/InducedMutationAction.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/SpontaneousMutationActi
on.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/GenomicSegmentAction.d
0

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/EngineeredTransgeneActi
on.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/SimpleSearchPopulateAct
ion.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/SimpleSearchPopulateAct
ion.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/SimpleSearchPopulateAct
ion.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/SimpleSearchPopulateAct
ion.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/SimpleSearchPopulateAct
ion.do

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/scripts/EvsTree.js

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/CustomizeSearchResults
Action.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/CustomizeSearchResults
Action.do

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/jsp/scripts/global.js

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/CustomizeSearchResults
Action.do
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Reason

URL

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/CustomizeSearchResults
Action.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/SearchAdminAction.do

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/jsp/protected/jsp/viewLice
nse.jsp

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/jsp/protected/login.jsp

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/AdvancedSearchPopulate
Action.do

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/jsp/protected/scripts/globa
ljs

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/AdvancedSearchPopulate
Action.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/AdvancedSearchPopulate
Action.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/AdvancedSearchPopulate
Action.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/AdvancedSearchPopulate
Action.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/AdvancedSearchPopulate
Action.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/SearchAdvancedAction.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/SearchAdvancedAction.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/SearchSimpleAction.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/SearchSimpleAction.do

Response Status 500 - Internal Server Error

http://cancermodels-
ga.nci.nih.gov/camod/SearchSimpleAction.do

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/scripts/EvsTree.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/js/builder.js
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Reason

URL

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/js/dragdrop.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/js/slider.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/jsp/WebHelp/caMOD_Onli
ne_Help/index.html

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/login.jsp

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/scripts/TipMessages.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/login.jsp

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/scripts/TipMessages.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/scripts/TipMessages.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/camod/WebHelp/scripts/global.js

Response Status 404 - Not Found

http://cancermodels-
ga.nci.nih.gov/scripts/TipMessages.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/scripts/global.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwh|mpI/common/common/prlvate
ftitle.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/common/html/private/opti
ons.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/common/html/private/loca
le.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/common/html/scripts/bro
wser.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/common/html/scripts/strut
ils.js
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Reason

URL

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/common/html/scripts/swit
ch.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/WebHelp/wwhelp/wwhimpl/common/privat
eftitle.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/js/common/private/title.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/js/common/private/popupf
Js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/common/private/option
s.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/common/private/locale.
js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/common/scripts/brows
er.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/common/scripts/popup.
js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/js/common/scripts/filelist.j
s

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/common/html/privateftitle.
js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/common/scripts/booklis
t.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/common/html/private/pop
upf.js
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Reason

URL

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/common/scripts/bookgr
ps.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/common/scripts/help.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/common/scripts/control
s.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/js/common/scripts/related
Js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/common/html/scripts/pop
up.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/common/scripts/strutils.
js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/common/html/scripts/fileli
st.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/common/scripts/highlt.j
s

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/common/html/scripts/boo
klist.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/common/html/scripts/boo
kagrps.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/html/scripts/handler.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/html/private/options.js
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Reason

URL

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/common/html/scripts/help
Js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/html/private/locale.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/common/html/scripts/cont
rols.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/js/html/scripts/tabs.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/common/html/scripts/relat
ed.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/js/html/scripts/outline.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/js/html/scripts/outisafe.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/js/html/scripts/outlfast.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/common/html/scripts/han
dler.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/html/scripts/index.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/html/scripts/pairs.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/js/html/scripts/phrase.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/js/html/scripts/mltphrs.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/html/scripts/search.js
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Reason

URL

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/html/scripts/favorite.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/js/html/scripts/panels.js

Response Status 404 - Not Found

https://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/js/html/scripts/javascpt.js

JavaScripts

Script

URL

document.location.href="#"'

http://cancermodels-qa.nci.nih.gov/camod/

changeMenustyle ]
(this, 'subMenuSecondaryTitleover'),showCursor

O

http://cancermodels-qa.nci.nih.gov/camod/

changeMenustyle
(this, 'footerMenuItemover'),showCursor()

http://cancermodels-qa.nci.nih.gov/camod/

myRef = window.open
('./webHelp/camoD_Online_Help/UserGuide.pdf',
"mywin',

'lTeft=20,top=20,width=900, height=700,statu
s=1,scrollbars=1,toolbar=1,resizable=1") ;myRe
f.focus()

http://cancermodels-qa.nci.nih.gov/camod/

myRef = window.open
('./webHelp/camoD_onTine_Help/index.html", 'my
win',

'Teft=20, top=20,width=700,height=500,statu
s=1,scrollbars=1,toolbar=1,resizable=0") ;myRe
f.focus()

http://cancermodels-qa.nci.nih.gov/camod/

function blankCurrentstate() {

document.curationAssignmentForm.currentState.
T

value = ;

http://cancermodels-
ga.nci.nih.gov/camod/AdminRolesPopulateActio
n.do;jsessionid=22420689254AF3C8E21A1B3F
0C5FBODE

bTankCurrentState()

http://cancermodels-
ga.nci.nih.gov/camod/AdminRolesPopulateActio
n.do;jsessionid=22420689254AF3C8E21A1B3F
0C5FBODE

openHelpwindow
('webHelp/camMoD_oOnline_Help/index.htm1")

http://cancermodels-
ga.nci.nih.gov/camod/AdminRolesPopulateActio
n.do;jsessionid=22420689254AF3C8E21A1B3F
0C5FBODE

openHelpwindow
('webHelp/camMoD_OnTine_Help/index.html1?
single=true&context=camMoD_Online_Help&topic=a
dministration_roles_help")

http://cancermodels-
ga.nci.nih.gov/camod/AdminRolesPopulateActio
n.do;jsessionid=22420689254AF3C8E21A1B3F
0C5FBODE
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function enableuUsername() {
ideControl = document.forms
[0].username.disabled = false;

http://cancermodels-
ga.nci.nih.gov/camod/AdminUserSettingsPopula
teAction.do;jsessionid=F9B543DCA51EB3E405
6538C36C1AOFA1

openHelpwindow
("webHelp/camoD_0OnTine_Help/index.htm1?
single=true&context=caMOD_On1line_Help&topic=u
ser_settings_help")

http://cancermodels-
ga.nci.nih.gov/camod/AdminUserSettingsPopula
teAction.do;jsessionid=F9B543DCA51EB3E405
6538C36C1AOFA1

function bTlankkeyword() {
document.searchForm.keyword.value =

v,
’

}

function checkFields() {
toggleField
(document.searchForm.searchiEngineeredTransgen
e[0], document.searchForm.transgeneName);

toggleField o )
(document.searchForm.searchTargetedmodificati
on[0], document.searchForm.geneName);

toggleField ]
ﬁdoEuTent.searchForm.searchTherapeut1cApproac
es[0],
document.searchForm. therapeuticApproach);

function enableFields() {
document.searchForm.organ.disabled =
false;

document.searchForm. tumorcClassification.di
sabled = false;

function getoptions( control ) {
form = control.form;
form.action =
"AdvancedsearchpPopulateAction.do?
unprotected_method=setAgentNameDropdown";
form.submit();

function setAgentName() {
document.forms[0].agentName.value =
document.searchForm.agentName;

function getorganDiseaseTree( control ) {

http://cancermodels-
ga.nci.nih.gov/camod/AdvancedSearchPopulate
Action.do

myRef = window.open
("http://www.ncbi.nlm.nih.gov/entrez/query.fc
gi?db=PubMed', 'mywin',

'Teft=20, top=20,width=700,height=700,statu
s=1,scrollbars=1,toolbar=1,resizable=1");myRe
f.focus()

http://cancermodels-
ga.nci.nih.gov/camod/AdvancedSearchPopulate
Action.do

clearorganDiseaseTree( this );

http://cancermodels-
ga.nci.nih.gov/camod/AdvancedSearchPopulate
Action.do
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openHelpwindow
("webHelp/camoD_0OnTine_Help/index.htm1?
single=true&context=camMoD_Online_Help&topic=a
dvanced_search_help")

http://cancermodels-
ga.nci.nih.gov/camod/AdvancedSearchPopulate
Action.do

new AjaxJspTag.Autocomplete(
""/camod/autocomplete.view", {

source: "tumorcClassification",

target: "diagnosisCode",

minimumCharacters: "1",

className: "autocomplete",

parameters: "diagnosisCode={diagnosisCode}"

http://cancermodels-
ga.nci.nih.gov/camod/AdvancedSearchPopulate
Action.do

checkFields();
setAgentName();
getorganDiseaseTree();

http://cancermodels-
ga.nci.nih.gov/camod/AdvancedSearchPopulate
Action.do

var call = new CalendarpPopup(Q);

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelPopulateActi
on.do;jsessionid=22420689254AF3C8E21A1B3
FOC5FBODE

function chkotherstrain() {

var strain = document.forms
[0].ethinicityStrain;

var otherstrain = document.forms
[0].otherEthnicityStrain;

chkother(strain, othersStrain);

function getoptions( control ) {
form = control.form;
form.action =
"AnimaTModelPopulateAction.do?
method=setStrainDropdown&page=newModel";
form.submit();

function immediateRelease()

document. forms
[0].calendarrReleaseDateDisp.value = '';

document. forms
[0].calendarReleaseDate.value = '';

return true;

function selectFromCalendar()

call.select(document.forms
[0].calendarreleaseDateDisp,
'calendarreleasebateDisp',
"MM/dd/yyyy ') ;
return true;

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelPopulateActi
on.do;jsessionid=22420689254AF3C8E21A1B3
FOC5FBODE

return immediateRelease();

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelPopulateActi
on.do;jsessionid=22420689254AF3C8E21A1B3
FOC5FBODE
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return selectFromCalendar();

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelPopulateActi
on.do;jsessionid=22420689254AF3C8E21A1B3
FOC5FBODE

openHelpwindow
('webHelp/camoD_Online_Help/index.html?

single=true&context=camMOD_Online_Help&topic=m

odel_characteristics_help"')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelPopulateActi
on.do;jsessionid=22420689254AF3C8E21A1B3
FOC5FBODE

var focusControl = document.forms
['modelCharacteristicsForm"].elements
["modelDescriptor"];

if (focusControl.type != "hidden" && !
focusControl.disabled) {
focusControl.focus(Q;

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelPopulateActi
on.do;jsessionid=22420689254AF3C8E21A1B3
FOC5FBODE

chkotherstrain(Q);

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelPopulateActi
on.do;jsessionid=22420689254AF3C8E21A1B3
FOC5FBODE

SwitchMenu('subl')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

ChangeClass('menul’', 'masterTitleOver')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

SwitchMenu('sub2')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

ChangeClass('menu2', 'masterTitleOver')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModel TreePopulate
ActionFinal.do

SwitchMenu('sub3')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

ChangeClass('menu3’', 'masterTitleover"')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

SwitchMenu('sub4')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

ChangeClass('menu4', 'masterTitleOver')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

SwitchMenu('sub5")

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do
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ChangeClass('menu5', 'masterTitleOver')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

SwitchMenu('sub6')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

ChangeClass('menu6', 'masterTitleOver')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

SwitchMenu('sub7')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

ChangeClass('menu?7', 'masterTitleOver')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

SwitchMenu('sub8"')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

ChangeClass('menu8', 'masterTitleover')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

SwitchMenu('sub9')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

ChangeClass('menu9', 'masterTitleOver')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

SswitchMenu('subl0"')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

ChangeClass('menul0Q', 'masterTitleover')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

SswitchMenu('subll')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

ChangeClass('menull', 'masterTitleover')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

SwitchMenu('subl2")

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

ChangeClass('menul2', 'masterTitleover')

http://cancermodels-
ga.nci.nih.gov/camod/AnimalModelTreePopulate
ActionFinal.do

9/26/2012 11:14:00 AM
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?Pﬁggﬁng}gg;gD online_Help/index.htm1? http://cancermodels-
si n?1 e-true&context=caMoD_on1ine_Help&topic=m ga.nci.nih.gov/camod/AnimalModelTreePopulate

odel_status_help') ActionFinal.do

http://cancermodels-

function selectunselectMatchingoptions ga.nci.nih.gov/camod/CustomizeSearchResults
(obj, regex,which,only) {if(window.Regexp) {if PopulateAction.do
(which == "select"){var selectedl=true;var
selected2=false;}else if(which == "unselect")

{var selectedl=false;var selected2=true;}else
{return;}var re = new RegExp(re%ex);for(var
1=0;i<obj.options.Tength;i++){if(re.test
(Obj options[i]. text)){ob options
[i].selected = selectedl; %e]se{1f(on1y ==
true) {obj.options[i]. selected =
selected2;}}}13}}

function selectMatchingoptions(obj, regex)
{selectuUnselectMatchingoptions
(obj,regex,"select",false);}

function selectonlyMatchingoptions
(obj, regex){selectunselectMatchingOptions
(obj, regex, "select", true);}

function unSelectMatchingOptions
(obj, regex){se1ectUnse1ectMatch1ngOpt1ons
(obj, regex, "unselect",false);}

function sortSe1ect(obj){var 0 = new Array
();if(obj.options==nul1){return;}for(var
i 0 i<obj.options.length; 1++){o[o Tength] =
new Option( obj. opt1ons[1] text, ob% .options
[i].value, ob'.options[i].defau]tSe ected,
obj.options[ii.se]ected) ;3if(o.length==0)
{return;}o = o.sort(

function(a,b){if((a.text+"") <(b.text+""))
{return -1;}if(Ca.text+"") >(b.text+""))
{return 1;}return 0;});for(var
i=0;1i<o0.length;i++){obj.options[i] = new
option(o[i].text, o[i].value, o
[i].defaultselected, o[i].selected);}}

function selectAlloptions(obj){for(var
i=0;1i<obj.options.length;i++){obj.options
[i].selected = true;}}

function moveSelectedoptionsLeft(from,to)

if (document.forms
[g].se]ectedco]umnsToDisp]ay.options.1ength >
5

document.images['rightarrow'].src =
' /camod/images/blank.gif"';
} else {
document.images['rightarrow'].src
'/camodéﬁmages/rightarrow.gif';

}f(arguments.1ength>3)

var regex = arguments[3];
if(regex !=""

unselectMatchingoptions
(from,regex%;

}

for(var i=0;i<from.options.length;i++)
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openHelpwindow
("webHelp/camoD_0OnTine_Help/index.htm1?
single=true&context=caMoOD_Online_Help&topic=c
ustomizing_search_results_help')

http://cancermodels-
ga.nci.nih.gov/camod/CustomizeSearchResults
PopulateAction.do

moveSelectedoptionsRight(document.forms
[0].columnsToDisplay, document.forms
[0].selectedColumnsToDisplay);

http://cancermodels-
ga.nci.nih.gov/camod/CustomizeSearchResults
PopulateAction.do

moveSelectedoptionsLeft(document.forms
[0].selectedColumnsToDisplay, document.forms
[0].columnsToDisplay);

http://cancermodels-
ga.nci.nih.gov/camod/CustomizeSearchResults
PopulateAction.do

moveOoptionUp(document.forms
[0].selectedColumnsToDisplay);

http://cancermodels-
ga.nci.nih.gov/camod/CustomizeSearchResults
PopulateAction.do

moveOoptionDown (document. forms
[0].selectedColumnsToDisplay);

http://cancermodels-
ga.nci.nih.gov/camod/CustomizeSearchResults
PopulateAction.do

var focusControl = document.forms
["customizeSearchResultsForm"].elements
["coTumnsToDisplay"];

if (focusControl.type != "hidden" && !
focusControl.disabled) {
focuscControl.focus();

http://cancermodels-
ga.nci.nih.gov/camod/CustomizeSearchResults
PopulateAction.do

removeAllSelected();
chksizeofList();

http://cancermodels-
ga.nci.nih.gov/camod/CustomizeSearchResults
PopulateAction.do

function chkcConditional() {

if( document.forms[0].conditionedBy
[0].checked == true ) {
enableFieldunsized(document. forms
[0].description);

else {
disableFieldunsized(document.forms
[0].des%r1ption);

}

http://cancermodels-
ga.nci.nih.gov/camod/EngineeredTransgenePop
ulateAction.do

chkIntegration(this);

http://cancermodels-
ga.nci.nih.gov/camod/EngineeredTransgenePop
ulateAction.do

myRef = window.open
("http://zfin.org/', 'mywin',

'lTeft=20,top=20,width=700,height=700,statu
s=1,scrollbars=1,toolbar=1,resizable=1") ;myRe
f.focus()

http://cancermodels-
ga.nci.nih.gov/camod/EngineeredTransgenePop
ulateAction.do

openHelpwindow
('webHelp/camMoD_oOnline_Help/index.htm1?
single=true&context=caMoOD_On1line_Help&topic=t
ransgene_help')

http://cancermodels-
ga.nci.nih.gov/camod/EngineeredTransgenePop
ulateAction.do
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chkiIntegration();
chkcConditional();
chkName () ;
chkother_t1(Q);
chkother_t2(Q);
chkother_t3(Q);
chkother_ps();
chkother_ss();

http://cancermodels-
ga.nci.nih.gov/camod/EngineeredTransgenePop
ulateAction.do

var focusControl = document.forms
["engineeredTransgeneForm"].elements
["isrRandom"];

if (focusControl.type != "hidden" && !
focusControl.disabled) {
focusControl.focus(Q);

http://cancermodels-
ga.nci.nih.gov/camod/EngineeredTransgenePop
ulateAction.do

myRef = window.open
("http://www.informatics.jax.org/"', 'mywin',

'lTeft=20,top=20,width=700,height=700,statu
s=1,scrollbars=1,toolbar=1,resizable=1") ;myRe
f.focus()

http://cancermodels-
ga.nci.nih.gov/camod/EngineeredTransgenePop
ulateAction.do

openHelpwindow
('webHelp/camMoD_oOnline_Help/index.htm1?
single=true&context=caMoOD_On1line_Help&topic=g
enomic_segment_help')

http://cancermodels-
ga.nci.nih.gov/camod/GenomicSegmentPopulat
eAction.do

var focusControl = document.forms
enom1cSe%mentFormf].e1ements
ocationofIntegration"];

if (focusControl.type != "hidden" && !
focusControl.disabled) {
focusControl.focus();

http://cancermodels-
ga.nci.nih.gov/camod/GenomicSegmentPopulat
eAction.do

http://cancermodels-

gﬂtiﬁ%gg?ﬁ?@ﬁ oF ga.nci.nih.gov/camod/GenomicSegmentPopulat
eAction.do
myRef = window.open http://cancermodels-

(:http://chemfinder.cambridgesoft.com/','mywi

’

'left=20,top=20,width=700,height=700,statu
s=1,scrollbars=1,toolbar=1,resizable=1") ;myRe
f.focus()

ga.nci.nih.gov/camod/InducedMutationPopulate
Action.do

myRef = window.open
("http://www.ncbi.nlm.nih.gov/entrez/query.fc
gi?db=gene’, 'mywin',

'Teft=20, top=20,width=700,height=700,statu
s=1,scrollbars=1,toolbar=1,resizable=1");myRe
f.focus()

http://cancermodels-
ga.nci.nih.gov/camod/InducedMutationPopulate
Action.do

function chkInducingAgent() {
chkother(document.forms[0].type,
docgrent.forms[oj.otherType);

http://cancermodels-
ga.nci.nih.gov/camod/InducedMutationPopulate
Action.do

openHelpwindow
('webHelp/camMoD_oOnline_Help/index.htm1?
single=true&context=caMoD_On1line_Help&topic=i
nduced_mutation_help"')

http://cancermodels-
ga.nci.nih.gov/camod/InducedMutationPopulate
Action.do
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var focusControl = document.forms
["inducedMutationForm"].elements["name"];

if (focusControl.type != "hidden" && !
focusControl.disabled) {
focuscontrol.focus(Q;

http://cancermodels-
ga.nci.nih.gov/camod/InducedMutationPopulate
Action.do

chkInducingAgent(Q);
chkobservation();

http://cancermodels-
ga.nci.nih.gov/camod/InducedMutationPopulate
Action.do

function checkFields() {

_ideControl = document.forms
[0].principalInvestigator;

if( ideControl.checked == true ) {

document. forms
[0].piFirstName.disabled = true;

document. forms
[0].piFirstName.value= '';

document. forms
[0].piFirstName.className =
"formFieldSizedDisabled";

document.forms
[0].piLastName.disabled = true;

document.forms[0].piLastName.value=

document.forms
[0].piLastName.className =
"formFieldsizedDisabled";

document.forms
[0].piUsername.disabled = true;

document.forms[0] .piUsername.value=

document.forms
[0].piUsername.className =
"formFieldDisabled";

document.forms[0] .piEmail.disabled
= true;

document.forms[0] .piEmail.value=

document.forms[0].piEmail.className
= "formFieldSizedDisabled";

else {
document. forms
[0].piUsername.disabled = false;
document. forms
[0].piUsername.className =
"formFieldEnabled";

) jdecControl = document.forms
[0].piUsername;

if( ideControl.value == '" ) {

document. forms
[0].piFirstName.disabled = false;

document. forms
[0].piFirstName.className =
"formFieldsizedEnabled";

document. forms
[0].piLastName.disabled = false;

http://cancermodels-
ga.nci.nih.gov/camod/RegisterUserPopulateActi
on.do;jsessionid=C4694532253F62B66F7EF 36
6D2A9BCA9
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checkFields ()

http://cancermodels-
ga.nci.nih.gov/camod/RegisterUserPopulateActi
on.do;jsessionid=C4694532253F62B66F7EF36
6D2A9BCA9

bCancel=true;

http://cancermodels-
ga.nci.nih.gov/camod/RegisterUserPopulateActi
on.do;jsessionid=C4694532253F62B66F7EF36
6D2A9BCA9

openHelpwindow
('webHelp/camMoD_oOnline_Help/index.htm1?

single=true&context=caMoOD_Online_Help&topic=r

egister_user_help')

http://cancermodels-
ga.nci.nih.gov/camod/RegisterUserPopulateActi
on.do;jsessionid=C4694532253F62B66F7EF 36
6D2A9BCA9

checkFields();

http://cancermodels-
ga.nci.nih.gov/camod/RegisterUserPopulateActi
on.do;jsessionid=C4694532253F62B66F7EF36
6D2A9BCA9

openHelpwindow
('webHelp/camMoD_oOnline_Help/index.htm1?

single=true&context=caMOD_Online_Help&topic=s

ubmit_edit_models_help')

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

openHelpwindow
('./webHelp/camoD_Online_Help/index.html")

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to
dupTlicate this record (081312a)7?');

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to
delete this record (081312a)7?");

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to
dupTlicate this record (081312b)?');

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to
delete this record (081312b)?');

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to
duplicate this record (081312c)?');

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7
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return confirm('Are you sure you want to http://cancermodels-

delete this record (081312¢)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (081312d)7'J; ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (081312d)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (081312e)7'); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure_you want to http://cancermodels-

delete this record (081312e)7); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (081312)7'); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (081312f)7°); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (081412a)7'J; ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (081412a)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (081412b)7'J; ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to

delete this record (081412b)?");

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

9/26/2012 11:14:01 AM
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Script
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return confirm('Are you sure you want to http://cancermodels-

duplicate this record (0814120)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (081412c)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (081412d)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (081412d)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (081412)7'); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (081412f)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (0814129)7"J; ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (0814129)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (081412h)7"J; ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (081412h)7%); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to

duplicate this record (0814121)7');

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

9/26/2012 11:14:01 AM
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return confirm('Are you sure you want to http://cancermodels-

delete this record (0814121)7°); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (0814123)7'J; ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (0814123)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (08141207"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (081412l)77); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (0814121)7'); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (0814121)7%); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (081412m)7°); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (081412m)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (081412n)7"J; ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to

delete this record (081412n)7");

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

9/26/2012 11:14:01 AM
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return confirm('Are you sure you want to http://cancermodels-

duplicate this record (0814120)7'J; ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (0814120)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (081412p)7"J; ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (081412p)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (081412q)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure_you want to http://cancermodels-

delete this record (0814129)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (081412r)7"J; ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure_you want to http://cancermodels-

delete this record (081412r)?"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (081512a)7'); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (081512a)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to

duplicate this record (082112b)7?');

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

9/26/2012 11:14:01 AM
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return confirm('Are you sure you want to http://cancermodels-

delete this record (082112b)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (0912122)7'J; ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure_you want to http://cancermodels-

delete this record (0912122)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (091212b)7'J; ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (091212b)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (0912120)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (091212¢)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure_you want to http://cancermodels-

duplicate this record (Test)?"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (Test)?'); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure_you want to http://cancermodels-

duplicate this record (test)?"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to

delete this record (test)?');

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

9/26/2012 11:14:01 AM
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Script
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return confirm('Are you sure you want to http://cancermodels-

iﬂg}gg%iﬁ?‘-;r“"rd (Test Model ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

({f5§5§2521§?f§f°rd (Test Model ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to

duplicate this record (test081412c)?');

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (test081412c)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure ygL'J want to http://cancermodels-

duplicate this record (test_b)?'); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you surg'you want to http://cancermodels-

delete this record (test_b)?"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure ygg want to http://cancermodels-

duplicate this record (test_c)?'); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you surg'you want to http://cancermodels-

delete this record (test_c)?'); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (test_d)?'); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you surg}lyou want to http://cancermodels-

delete this record (test_d)?"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to

duplicate this record (test_e)?');

http://cancermodels-
ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

9/26/2012 11:14:01 AM
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Script URL

return confirm('Are you surg}lyou want to http://cancermodels-

delete this record (test_e)?"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (test_f)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (test_f)7"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (test_g)?'); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (test_g)?"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (test_h)?'); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you surg}lyou want to http://cancermodels-

delete this record (test_h)?"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (test_j)?'); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sqr‘g]'you want to http://cancermodels-

delete this record (test_j)?"); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

duplicate this record (test_l)?'); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

return confirm('Are you sure you want to http://cancermodels-

delete this record (test_k)?'); ga.nci.nih.gov/camod/ReturnUserModels.do;jses
sionid=9862C640D40C164D98792EF8A8D519
D7

?Pﬁggﬁl?gjgg%o online_Help/index.html? http://cancermodels-
single=true&context=caMoD_on1ine_Help&topic=s qa.nci.nih.gov/camod/SaveQueryAction.do

aving_search_query_help"')
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Script

URL

openHelpwindow
("webHelp/camoD_0OnTine_Help/index.htm1?
single=true&context=camMoOD_Online_Help&topic=t
oc_help")

http://cancermodels-
ga.nci.nih.gov/camod/SearchTableOfContentsP
opulateAction.do

function blankkeyword() {
document.searchForm.keyword.value =

}

function enableorgan() {
. document.searchForm.organ.disabled
alse;

function disableorgan() {
document.searchForm.organ.disabled

true;

function getorganTree( control ) {
form = control.form;
form.action =
"SimpleSearchpPopulateAction.do?
unprotected_method=setSpeciesFororganTree";
form.submit();

function clearorganTree( control ) {

document.searchForm.modelDescriptor.value
Ty,

tl
document.searchForm.keyword.value =
document.searchForm.piName.value = "';
document.searchForm.species.value =

document.searchForm.organTissueCode.value
Ty,

document.searchForm.organTissueName.value
Ty,

document.searchForm.organ.value = ;

form = control.form;

form.action =
"SimpleSearchpPopulateAction.do?
unprotected_method=clearSpeciesFororganTree";

http://cancermodels-
ga.nci.nih.gov/camod/SimpleSearchPopulateAct
ion.do;jsessionid=C14EFAA220C9BA8DS51CA6
AB6C19581F28

bTankkeyword()

http://cancermodels-
ga.nci.nih.gov/camod/SimpleSearchPopulateAct
ion.do;jsessionid=C14EFAA220C9BA8DS51CA6
AB6C19581F28

clearorganTree( this );

http://cancermodels-
ga.nci.nih.gov/camod/SimpleSearchPopulateAct
ion.do;jsessionid=C14EFAA220C9BA8D51CA6
ABC19581F28

openHelpwindow
('webHelp/camMoD_oOnline_Help/index.htm1?
sin?1e:true&context:caMOD_0n11ne_He1p&topic:s
imple_search_help')

http://cancermodels-
ga.nci.nih.gov/camod/SimpleSearchPopulateAct
ion.do;jsessionid=C14EFAA220C9BA8DS51CA6
AB6C19581F28

9/26/2012 11:14:01 AM
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Script
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new AjaxJspTag.Autocomplete(
"/camod/autocomplete.view", {
source: "modelDescriptor",
target: "modelDescriptor",
minimumCharacters: "1",
className: "autocomplete",
parameters: "modelDescriptor=
{modelDescriptor}"

http://cancermodels-
ga.nci.nih.gov/camod/SimpleSearchPopulateAct
ion.do;jsessionid=C14EFAA220C9BA8D51CA6
ABC19581F28

new AjaxJspTag.Autocomplete(
"/camod/autocomplete.view", {
source: "organ",

target: "organTissueCode",
minimumCharacters: "1",
className: "autocomplete",
parameters: "organTissueCode=
{organTissueCode}"

http://cancermodels-
ga.nci.nih.gov/camod/SimpleSearchPopulateAct
ion.do;jsessionid=C14EFAA220C9BA8D51CA6
ABC19581F28

var focusControl = document.forms
["searchForm"].elements["keyword"];

if (focusControl.type != "hidden" && !

focusControl.disabled) {
focusControl.focus(;

http://cancermodels-
ga.nci.nih.gov/camod/SimpleSearchPopulateAct
ion.do;jsessionid=C14EFAA220C9BA8DS51CA6
AB6C19581F28

getorganTree();

http://cancermodels-
ga.nci.nih.gov/camod/SimpleSearchPopulateAct
ion.do;jsessionid=C14EFAA220C9BA8D51CA6
ABC19581F28

openHelpwindow

('webHelp/camMoD_oOnline_Help/index.htm1?
single=true&context=caMoD_On1line_Help&topic=s

pontaneous_mutation_help')

http://cancermodels-
ga.nci.nih.gov/camod/SpontaneousMutationPop
ulateAction.do

var focuscControl = document.forms

["spontaneousMutationForm"].elements["name"];

if (focuscControl.type != "hidden" && !

focusControl.disabled) {
focuscontrol.focus(Q;

http://cancermodels-
ga.nci.nih.gov/camod/SpontaneousMutationPop
ulateAction.do

chkobservation();

http://cancermodels-
ga.nci.nih.gov/camod/SpontaneousMutationPop
ulateAction.do

9/26/2012 11:14:01 AM
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function chkTypemod() {
chkother(document.forms
[0] .modificationType, document.forms
[0].ftherModificationType);

function chkcConditional() {

if (document.forms[0].conditionedBy
[0].checked == true) {
enableField(document.forms
[0].description);

else {
disableField(document. forms
[0].desc;1ption);

}

http://cancermodels-
ga.nci.nih.gov/camod/TargetedModificationPopu
lateAction.do

myRef = window.open
("http://www.ncbi.nlm.nih.gov/entrez/query.fc
gi?db=gene’, 'mywin',

'lTeft=20,top=20,width=700,height=700,statu
s=1,scrollbars=1,toolbar=1,resizable=1") ;myRe
f.focus()

http://cancermodels-
ga.nci.nih.gov/camod/TargetedModificationPopu
lateAction.do

chkconditional(this);

http://cancermodels-
ga.nci.nih.gov/camod/TargetedModificationPopu
lateAction.do

openHelpwindow
('webHelp/camMoD_oOnline_Help/index.htm1?
single=true&context=caMOD_On1line_Help&topic=t
argeted_modification_help"')

http://cancermodels-
ga.nci.nih.gov/camod/TargetedModificationPopu
lateAction.do

var focusControl = document.forms
["targetedmodificationForm"].elements
["name"];

if (focusControl.type != "hidden" && !
focusControl.disabled) {
focusControl.focus();

http://cancermodels-
ga.nci.nih.gov/camod/TargetedModificationPopu
lateAction.do

chkTypeMod () ;
chkconditional();

http://cancermodels-
ga.nci.nih.gov/camod/TargetedModificationPopu
lateAction.do

rs
('commentwin', 'AddCommentsPopulateAction.do?
aModelID=136&aModelSectionName=General
Information Page',360,305);

http://cancermodels-
ga.nci.nih.gov/camod/ViewModelAction.do

myRef = window.open
("html/disclaimer.html#external', 'mywin',

'Teft=20, top=20,width=800,height=200,statu
s=1,scrollbars=1,toolbar=1,resizable=1");myRe
f.focus()

http://cancermodels-
ga.nci.nih.gov/camod/ViewModelAction.do

rs
('commentwin', 'AddCommentsPopulateAction.do?
amModelID=136&aModelSectionName=Genetic
Description Page',360,305);

http://cancermodels-
ga.nci.nih.gov/camod/ViewModelAction.do

9/26/2012 11:14:01 AM
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rs
('commentwin', 'AddCommentsPopulateAction.do?
aMode11D=330&aModelSectionName=PubTlications
page',360,305);

http://cancermodels-
ga.nci.nih.gov/camod/ViewModelAction.do

rs
('commentwin', 'AddCommentsPopulateAction.do?
aMode1ID=136&aModelSectionName=Carcinogenic
Interventions Page',360,305);

http://cancermodels-
ga.nci.nih.gov/camod/ViewModelAction.do

rs
("commentwin', 'AddCommentsPopulateAction.do?
aMode11D=136&aModelSectionName=Histopathology
Page',360,305);

http://cancermodels-
ga.nci.nih.gov/camod/ViewModelAction.do

rs
("commentwin', 'AddCommentsPopulateAction.do?
aMode1ID=136&aModeTlSectionName=Cell Lines
Page',360,305);

http://cancermodels-
ga.nci.nih.gov/camod/ViewModelAction.do

rs
("commentwin', 'AddCommentsPopulateAction.do?
aMode11D=136&aModelSectionName=Transplantatio
n Page',360,305);

http://cancermodels-
ga.nci.nih.gov/camod/ViewModelAction.do

openHelpwindow
("webHelp/camoD_0OnTine_Help/index.htm1?
single=true&context=camMOD_Online_Help&topic=c
omments_assignment_help"')

http://cancermodels-

ga.nci.nih.gov/camod/adminCommentsAssignm

ent.do

function blankmodelId() {

document.curationAssignmentForm.modelId.value
— .

3
function blankCurrentState() {

document.curationAssignmentForm.currentState.

value = ;

http://cancermodels-
ga.nci.nih.gov/camod/adminEditModels.do

blankModelzd()

http://cancermodels-
ga.nci.nih.gov/camod/adminEditModels.do

openHelpwindow
("webHelp/camoD_0Online_Help/index.htm1?
single=true&context=caMOD_On1ine_Help&topic=s
creening_model_help"')

http://cancermodels-
ga.nci.nih.gov/camod/adminEditModels.do

var focusControl = document.forms
["curationAssignmentForm"].elements
["modelzd"];

if (focusControl.type != "hidden" && !
focusControl.disabled) {
focusControl.focus();

http://cancermodels-
ga.nci.nih.gov/camod/adminEditModels.do

blankcurrentstate() ();

http://cancermodels-
ga.nci.nih.gov/camod/adminEditModels.do

function blankCurrentstate() {

document.curationAssignmentForm.currentState.

value = ;

http://cancermodels-

ga.nci.nih.gov/camod/adminModelsAssignment.

do
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openHelpwindow http://cancermodels-

("webHelp/camoD_0OnTine_Help/index.htm1? A . .
s1'n%ﬂe=true&context=caMon_0n11‘ne_He1p&t0p1'c=m ga.nci.nih.gov/camod/adminModelsAssignment.

odels_assignment_help"') do

http://cancermodels-

blankcurrentstate(; ga.nci.nih.gov/camod/adminModelsAssignment.
do
openHelpwindow http://cancermodels-

('webHelp/camMoD_oOnline_Help/index.htm1?
single=true&context=caMoD_On1line_Help&topic=d
rug_screening_help')

ga.nci.nih.gov/camod/searchDrugScreening.do

http://cancermodels-

new Ajaxjsprag.Autocomplete( ga.nci.nih.gov/camod/searchDrugScreening.do

"/camod/autocomplete.view", {
source: "NSCNumber'",

target: "NSCNumber",
minimumCharacters: "1",

className: "autocomplete",
parameters: "NSCNumber={NSCNumber}"

s

http://cancermodels-

f 1= .f A i
var Tocuscontro document . forms ga.nci.nih.gov/camod/searchDrugScreening.do

["drugscreensearchForm"] .elements
[""NSCNumber"];

if (focusControl.type != "hidden" && !
focusControl.disabled) {
focusControl.focus(Q);

http://cancermodels-

ar focuscontrol = document.forms A
M . d ga.nci.nih.gov/camod/searchResults.do

["saveQueryForm"].elements["queryName"];

if (focusControl.type != "hidden" && !
focusControl.disabled) {
focuscControl.focus(;

openHelpwindow http://cancermodels-

("webHelp/camoD_OnTine_Help/index.htm1? e
single=true&context=caMoD_online_Help&topic=s  da@.nci.nih.gov/camod/searchResults.do

earch_results_help')
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http://cancermodels-

Copyright 2005 barren L. Spurgeon ga.nci.nih.gov/camod/js/ajaxtags-1.2-beta2.js

“ Licensed under the Apache License, Version
2.0 (the "License");

* you may not use this file except 1in
compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable Tlaw or
agreed to in writing, software

* distributed under the License is
distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied

* See the License for the specific Tanguage
governing permissions and

* Timitations under the License.

var AjaxJspTag = {
version: '1.2

* Global variables

AJAX_DEFAULT_PARAMETER = "ajaxParameter";
AJAX_PORTLET_MAX = 1;
AJAX_PORTLET_MIN = 2;
AJAX_PORTLET_CLOSE = 3;
AJAX_CALLOUT_OVERLIB_DEFAULT = "STICKY,"
+ "CLOSECLICK, "
+ "DELAY,250,"
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http://cancermodels-

Copyright 2005 barren L. Spurgeon ga.nci.nih.gov/camod/js/ajaxtags-1.2-beta2.js

“ Licensed under the Apache License, Version
2.0 (the "License");

* you may not use this file except 1in
compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable Tlaw or
agreed to in writing, software

* distributed under the License is
distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied

* See the License for the specific Tanguage
governing permissions and

* Timitations under the License.

var AjaxJspTag = {
version: '1.2

* Global variables

AJAX_DEFAULT_PARAMETER = "ajaxParameter";
AJAX_PORTLET_MAX = 1;
AJAX_PORTLET_MIN = 2;
AJAX_PORTLET_CLOSE = 3;
AJAX_CALLOUT_OVERLIB_DEFAULT = "STICKY,"
+ "CLOSECLICK, "
+ "DELAY,250,"
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// Copyright (c) 2?05 Thomas Fuchs ] http://cancermodels-
(http: //SC”pEci‘cgogsuivantE,‘fs{{?r -aculo.us) oa nei.nih.govicamodijs/controls.js

/
Chttp://blogs.law.harvard.edu/ivan)
// (c) 2005 Jon Tirsen
Chttp://www.tirsen.com)

// contributors:

// Richard Livsey

// Rahul Bhargava

// Rob wills

// See scriptaculous.js for full Ticense.

// Autocompleter.Base handles all the
autocomp1et1on functionality

// that's independent of the data source for
autocompletion. This

// includes drawing the autocompletion menu,
observing keyboard

// and mouse events, and similar.

// Specific autocompleters need to provide,
at the very least,

// a getUpdatedCho1ces function that will be
invoked every time

// the text inside the monitored textbox
changes. This method

// should get the text for which to provide
autocompletion by

// invoking this.getToken(), NOT by directly
accessing

// this.element.value. This 1is to allow
incremental tokenized

// autocompletion. Specific auto-completion
Togic_(AJAX, etc)

// belongs in getUpdatedcChoices.

// Tokenized incremental autocompletion is
enabled automatically

// when an autocomp]eter is instantiated with
the 'tokens' option

// in the options parameter, e.g.

// new Ajax.Autocompleter(' 1d', upd'

‘Jurl/', { tokens: ',' });

// will dincrementally autocomp]ete with a
comma as the token.

// Additionally, ',' in the above example can
be replaced with
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7 Copyright (c) 2005 Thomas Fuchs : http:/cancermodels-
}fgg;,{ﬁg;;gﬁ;?“ 0-us, http://mir.aculo.us) o hei nih.gov/camod/jsieffects js

// Justin Palmer (http://encytemedia.com/)
// Mark Pilgrim (http://diveintomark.org/)
// Martin Bialasinki

// See scriptaculous.js for full Ticense.

JF mmmmm e element ext --------------
// converts rgb() and #xxx to #xxxxxx format,
// returns self (or first argument) if not

convertable
String.prototype.parsecolor = function() {
l#l .

var color = ;
if(this.sTice(0,4) == "rgb(') {
var cols = this.slice(4,this.length-
D.split(',");

var i=0; do { color += parseInt(cols
[i]).tocolorPart() } while (++i<3);
} else {
if(this.slice(0,1) == "#') {
if(this.length==4) for(var i=1;i<4;i++)
color += (this.charAt(i) + this.charAt
(i)) .toLowercase();
if(this.length==7) color =
this.toLowercase();

return(color.length==7 ? color : (arguments
:EO] [l this));

Element.collectTextNodes = function(element)

return $A($(Celement).childNodes).collect
( function(node) {
return (node.nodeType==3 ?
node.nodevalue :
(node.haschildNodes() ?
Element.collectTextNodes(node) : ''));
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/* Prototype Javascript framework, version http://cancermodels-
1.4.0 A . .
% "(c) 2005 sam Stephenson <sam@conio.net> qa.nci.nih.gov/camod/js/prototype-1.4.0.js

THIS FILE IS AUTOMATICALLY GENERATED.
when sending patches, please diff
* against the source tree, available from
the Prototype darcs repository.

Prototype is freely distributable under
the terms of an MIT-style license.

For details, see the Prototype web site:
http://prototype.conio.net/

var Prototype = {

version: '1.4.0',

ScriptFragment: '(?:<script.*?>)((\n|\r]|.)
*?)(?:<\/script>)"',

emptyFunction: function() {},
K: function(x) {return x}

var Class = {
create: function() {
return function() {
this.initialize.apply(this, arguments);

}
}

var Abstract = new Object();
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// Copyright (c) 2005 Thomas Fuchs
(http://script.aculo.us, http://mir.aculo.us)

// Permission is hereby granted, free of
charge, to any person obtaining

// a copy of this software and associated
documentation files (the

// "software"), to deal in the Software
without restriction, including

// without Timitation the rights to use,
copy, modify, merge, publish,

// distribute, sublicense, and/or sell copies
of the Software, and to

// permit persons to whom the Software is
furnished to do so, subject to

// the following conditions:

// The above copyright notice and this
permission notice_shall be

// included in all copies or substantial
portions of the Software.

// THE SOFTWARE IS PROVIDED "AS IS", WITHOUT
WARRANTY OF ANY KIND,

// EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF

// MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND

// NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE

// LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION

// OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION

// WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

var scriptaculous = {
version: '1.5.3"
require: funct1on(11braryName) {
// inserting via DOM fails in safari 2.0,
so brute force approach
document.write('<script
type="text/javascript"
src=""+1ibraryName+'"></script>');

3
Toad: function() {
if((typeof Prototype=='undefined') ||
[0] BaﬁseF1oat(Prototype.Version.sp11 o.M
+ . +

http://cancermodels-
ga.nci.nih.gov/camod/js/scriptaculous.js
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/ﬁ Copyright (c) 2005 Thoﬂas Fuchs ] http://cancermodels-
E/ttp'//scmpt'ac” 0-us, http://mir.aculo.us) o4 hei nih.gov/camod/js/scriptaculous.js

// Permission is hereby granted, free of
charge, to any person obtaining

// a copy of this software and associated
documentation files (the

// "software"), to deal in the Software
without restriction, including

// without Timitation the rights to use,
copy, modify, merge, publish,

// distribute, sublicense, and/or sell copies
of the Software, and to

// permit persons to whom the Software is
furnished to do so, subject to

// the following conditions:

// The above copyright notice and this
permission notice_shall be

// included in all copies or substantial
portions of the Software.

// THE SOFTWARE IS PROVIDED "AS IS", WITHOUT
WARRANTY OF ANY KIND,

// EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF

// MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND

// NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE

// LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION

// OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION

// WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

var Scriptaculous = {
version: '1.5.3'
require: funct1on(11braryName) {
// inserting via DOM fails in safari 2.0,
so brute force approach
document.write('<script
type="text/javascript" src=""'+libraryName+'">

T,Rejw b\aﬂqd7w N nTine_He] Jusercuide. pdf" http://cancermodels-
myvﬂﬁ elp/ca nline_Help/Usercuide.p ga.nci.nih.gov/camod/jsp/viewLicense.jsp

'lTeft=20,top=20,width=900, height=700,statu
s=1,scrollbars=1,toolbar=1,resizable=1") ;myRe

f.focus O
myRef = window.open . o http://cancermodels-
f,m'-r'/","eb"'dp/caMOD—onh”e—Hem/mdeX'htm] » ™ ga.nci.nih.gov/camod/jsp/viewLicense.jsp

'Teft=20, top=20,width=700,height=500,statu
s=1,scrollbars=1,toolbar=1,resizable=0") ;myRe
f.focus()
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// http://cancermodels-
ga.nci.nih.gov/camod/scripts/CalendarPopup.js

// Author: Matt Kruse <matt@mattkruse.com>
// wWww: http://www.mattkruse.com/

// NOTICE: You may use this code for any
purpose, commercial or

// private, without any further permission
from the author. You may

// remove this notice from your final code if
you wish, however it is

// appreciated by the author if at Teast my
web site address 1is kept.

// You may *NOT* re-distribute this code in
any way except through its

// use. That means, you can include it 1in
your product, or your web

// site, or any other form where the code is
actually being used. You

// may not put the plain javascript up on
your site for download or

// include it in your javascript Tibraries
for download.

// If you wish to share this code with
others, please just point them

// to the URL instead.

// Please DO NOT Tink directly to my .js
files from your site. Copy

// the files to your server and use them
;Dere. Thank you.

/* Added for camoD */
function setDefaultbate() {
var now = new Date();
if (window.CP_targetInput.value == null

window.CP_targetInput.value == "") {

window.CP_targetInput.value =
formatDate (now,window.CP_dateFormat) ;

}
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var skin = 'evsMOD'; http://cancermodels-
windowTitle = "NCI Center for ga.nci.nih.gov/camod/scripts/EVSTreeScript.js
Bioinformatics";

// show tissue tree with fieldToBlank
parameter

function showMouseTissueTree(form,
inConceptCode, inConceptName, inDisplayName,
on1y%eaf, fieldsToBlank)

var paramsHT = {};

paramsHT.treeNameKey = 'MouseTissue';
paramsHT.formName = form;

paramsHT.conceptCode = inConceptCode;
paramsHT.conceptName = inConceptName;
paramsHT.displayName = inDisplayName;

paramsHT.postMsg = false;

paramsHT.onlyLeaf = onlyLeaf;

if (fieldsToBlank != undefined)
paramsHT.fieldsToBlank = fieldsToBlank;

paramsHT.windowTitle = 'Tissue Select';

showTree(paramsHT) ;

// show diagnosis tree with
rootConceptNode parameter

function showMouseDiagnosisTree(form,
inConceptCode, inConceptName, inDisplayName,
on1y%eaf, fieldsToBlank)

var paramsHT = {};
paramsHT.treeNameKkey =

'MouseDiagnosis';
paramsHT.formName = form;
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7.!_" http://cancermodels-

DHTML tip message version 1.2 copyright qa.nci.nih.gov/camod/scripts/TipCode.js
Essam Gamal 2003

(http://migoicons.tripod.com,

mi?oicons@hotmai1.com)

Al1l modifications are done in the style.js.

Created on : 06/03/2003

Script featured on SimplytheBest Scripts at

h;tp://simp]ythebest.net/scripts/)

var ua = navigator.userAgent

var ps = navigator.productSub

var dom = (document.getElementById)? 1:0
var ie4 = (document.all&&!dom)? 1:0

var ie5 = (document.all&&dom)? 1:0

var nn4 =(navigator.appName.toLowercCase() ==
"neticape" && parseInt(navigator.appversion)
var nn6 = (dom&&!ie5)? 1:0

var sNav = (nn4||nn6||ie4]||ie5)? 1:0

var cssFilters = ((ua.indexOof("MSIE 5.5")
>=0]| |ua.index0f("MSIE 6")>=0)&&ua.indexof
("opera")<0)? 1:0

var Style=[],Text=

[],count=0, sbw=0,move=0,hs="" ,mx,my,scl,sct,w
w,wh,obj,s1,st,ih,iw,v1,h1,sv,evlh,eviw, tbody
var HideTip = "eval

(obj+sv+h1+'; "+0obj+s1+'=0; "+obj+st+'=-800")"
var doc_root = ((ie5&&ua.indexof("opera")

<0| |ie4)&’document.compatMode=="CSS1Compat")?
"document.documentElement": "document.body"
var PX = (nn6)? "px" :""

var FiltersEnabled = ""

if(sNav) {
window.onresize = ReloadTip
document.onmousemove = MoveTip
if(nn4) document.captureEvents
(Event.MOUSEMOVE)

}

if(nn4||nn6) {
mx = "e.pageX"
my = "e.pageY"
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function toggleField(control, field) http://cancermodels-
if( control.checked == false ) { qa.nci.nih.gov/camod/scripts/global.js
disableField(field);
else {
enableField(field);
}

function chkother(vocab, othervocab) {

if( vocab.value == 'oOther' ) {
enableField(othervocab);

else {
disableField(othervocab);

3
function chkotherName() {
var name = document.forms[0].name;
var otherName = document.forms
[0].otherName;

chkother(name, otherName);

3
function chkotherAdminRoute() {

function toggleField(control, field) http://cancermodels-

if( control.checked == false ) { qa.nci.nih.gov/camod/scripts/global.js
disableField(field);
else {
enableField(field);
3

function chkother(vocab, othervocab) {

if( vocab.value == 'oOther' ) {
enableField(othervocab);

else {
disableField(othervocab);

3
function chkotherName() {
var name = document.forms[0].name;
var otherName = document.forms
[0].otherName;

chkother(name, otherName);

3
function chkotherAdminRoute() {
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// PickList script- By Sean Geraty http://cancermodels-
fbtsgggéw‘svg\;:gﬁﬁ?ggsk??m/sean—ge raty/) ga.nci.nih.gov/camod/scripts/initlt.js

(http://www.javascriptkit.com) for this
Javascript and 100s more
// Please keep this notice intact

// control flags for 1list selection and sort
sequence

// Sequence 1is on option value (first 2 chars
- can be stripped off in form processing)

// It is assumed that the select Tist is 1in
sort sequence initially

var singleSelect = true; // Allows an item
to be selected once only

var sortSelect = true; // only effective if
above flag set to true

var sortPick = true; // will order the
picklist in sort sequence

// Initialise - invoked on Toad
function initIt() {
var selectList = document.getElementById
("selectList");
var selectOptions = selectList.options;
var selectIndex = selectList.selectedIndex;
var pickList = document.getElementById
("PickList");
var pickoptions = pickList.options;
pickoptions[0] = null; // Remove initial
entry from picklist (was only used to set
default width)
if (!(selectIndex > -1)) {
selectoptions[0].selected = true; // Set
first selected on Toad
selectoptions[0].defaultSelected =
true; // In case of reset/reload

selectList.focus(); // set focus on the
selectlist

// Adds a selected item into the picklist
function addit() {

var selectList = document.getElementById
("selectList");

var selectIndex = selectList.selectedIndex;
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function changeMenustyle(obj, new_style) { hitp-//cancermodels-
Uob] . classnane = new styler o qa.nci.nih.gov/camod/scripts/script.js

function showCursor(){
document.body.style.cursor="hand'

function hidecCursor(){
document.body.style.cursor="default'

function confirmbelete(){
if (confirm('Are you sure you want to
delete?')){
return true;
telse{
return false;

}

function ChangeClass(menu, newClass) {
if (document.getElementById) {
document.getElementById
(menu) .className = newClass;

}

var remote = null;
function rs(n,u,w,h) {

remote = window.open(u, n, 'width=" + w +
',height=" + h
+',resizable=yes,scrollbars=yes');

o http://cancermodels-
<%unct1-on WwHHe1pFrame_LaunchHelp() ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/index.html

var Parameters;
var Parts;

// Process URL parameters

Parameters = ;
}f (Tocation.href.indexof("?") != -1)

Parts = location.href.split("?");
Parameters = "?" + Parts[1];

setTimeout("location.replace
(\"wwhe1p/wwhimp1/common/htm1/switch.htm" +
Parameters + "\");" ;

3
/] -=>

WwWHHe 1pFrame_LaunchHelp () ; http://cancermodels-
ga.nci.nih.gov/camod/WebHelp/caMOD_Online_
Help/index.html
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i http://cancermodels-

// set reference to top level help frame ga.nci.nih.gov/camod/W ebHelp/caMOD_Online_
Help/wwhelp/wwhimpl/common/html/switch.htm

var WwHFrame = eval("window.self");

window.name = "WWHFrame";

// Create browser info object

var WwHBrowser = new WwHBrowser_Object

O;
;; Create switch object

/yar WwHSwitch = new WwHSwitch_object();
-—>

wwHswitch.fExec(true, location.href); http://cancermodels-

ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/common/html/switch.htm

// Copyright (C%12091ﬂ2003 Quadr31ay http://cancermodels-
Corporation. ALl rights reserved. ga.nci.nih.gov/camod/WebHelp/caMOD_Online__
Help/wwhelp/wwhimpl/common/private/locale.js
function WwwHCommonMessages_Object()
;; Set default messages
WwHCommonMessages_Set_en(this);

this.fSetByLocale =
WwHCommonMessages_SetByLocale;

function WwwHCommonMessages_SetByLocale
(ParamLocale)

var LocaleFunction = null;

// Match Tocale

if ((ParamLocale.length > 1) &&
(eval("typeof (WwHCommonMessages_Set_" +
ParamLocale + ")") == "function"))

LocaleFunction = eval
("wwHCommonMessages_Set_" + ParamLocale);

3
else if ((ParamLocale.length > 1) &&
(eval("typeof
(WwHCommonMessages_Set_" +
ParamLocale.substring(0, 2) + ")") ==
"function™))

LocaleFunction = eval
("wwHCommonMessages_Set_" +
ParamLocale.substring(0, 2));
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/7 Copyright (c) 20012003 quadralay http://cancermodels-
corporation. ALl rights reserved. ga.nci.nih.gov/camod/WebHelp/caMOD_Online_

Help/wwhelp/wwhimpl/common/private/options.j
function wwHCommonSettings_oObject() s

this.mTitle = "caMoD Online Help";

this.mbCookies = true;
this.mCookiesDaysToExpire = 30;
this.mCookiesID =
"1512729CDF44BC8";
this.mAccessible = "false";
this.mbSyncContentsEnabled = true;
this.mbPrevEnabled = false;
this.mbNextEnabled = false;
this.mbRelatedTopicsEnabled = true;
this.mbEmailEnabled = false;
this.mbPrintEnabled = true;
this.mbBookmarkEnabled = false;
this.mbPDFEnabled = false;

this.mEmaiTlAddress = ;

this.mRelated